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Executive Summary
Science and technology are advancing at a fast pace. In trying to keep 
up, regulatory agencies are creating numerous new guidance documents 
and innovation programs. For industry, not only will this create new market 
opportunities, but potentially new pitfalls.

The line between what is a consumer device and what is 
a regulated medical device is becoming blurred. Medical 
device companies want to expand into the consumer arena, 
generating interest around their brand and opening up new 
markets. Consumer product companies want to create new 
health products and be able to make claims about their 
product’s health impact. 

A subtle change in wording can shift a device between 
needing regulatory approval or not. Understanding these 
changes is critical to success, enabling companies to avoid 
the pitfalls, capitalize on the opportunities, and navigate the 
guidance. 

In this paper we extract key concepts from the guidance 
and interpret the implications for industry.
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1 Introduction
Today the FDA and other regulatory bodies are in a 
complex and challenging position. Technology, consumer 
expectations and regulation are changing. Traditional 
product categories are breaking down: An app can now 
be a prescription digital therapeutic to treat disease. A 
class of well-being products are emerging, which the FDA 
says it will not regulate. Software for Clinical and Patient 
Decision Support will not be regulated unless it recommends 
treatment, in which case it will be a regulated medical 
device. In addition, a medical device to “transfer, store, 
convert, or display medical device data” has gradually 
migrated from a high risk, Class III device five years ago, to 
low-risk, to “enforcement discretion”, to the present, where 
the FDA does not even consider it to be a device (which in 
real terms means that the FDA won’t regulate it).1

R&D timelines are shifting. I have created numerous 
medical products. In creating the Reveal XT™, from initial 
idea to deployment in patients took 7 years. I have found 
this to be typical of the R&D cycle with medical devices. 
One iteration of the FDA approval process is either 6 
months or 12 months, depending on which approval 
pathway is used. If a problem comes up, the 6 or 12 month 
timer restarts.

Modern software development is typically done in sprints, 
where sprint durations are usually between one and six 
weeks. Thus a large gap has developed between traditional 
FDA and typical industry development timelines.

The FDA realizes it has not been able to keep up with the 
dramatic expansion of technology and the accelerated 
development cycles, and is in the process of reinventing 
itself. One of the primary functions of the FDA is to protect 
the public from harm. How can it accomplish this, while 
also redesigning how it approves devices, focusing on 
promoting innovation and faster development cycles? 
Part of how it plans to do so is by focusing its attention on 
the highest risk areas and by allowing industry to take on 
greater responsibility. 

The line between what we traditionally understood as 
‘consumer’ and ‘medical’ is shifting. This is creating huge 
opportunities for innovation, as well as challenges for 
regulation. For example, recent FDA guidance spells out 
how you can steer a product, through the claims you 
make, towards a medical device or a consumer device. 
In some cases, for the same device, you could make it a 
consumer product or a medical device; each approach 
opens up different market opportunities. Knowing how to 
navigate the changing landscape enables the creation 
of appropriate market strategies, regulatory strategies 
and product development processes. This is critical for 
any business working across the consumer and medical 
technology spaces. 

This paper is an exploration of the current state, the trends, 
and the ambiguity being introduced. The implications for 
consumer and medical companies are explored, and in 
particular, what are the emerging opportunities, pitfalls, 
and recommendations on how to navigate this changing 
landscape as we bring new innovations to the market?

1.1 From past to present – why now?
Not that long ago, when you walked into a doctor’s office 
or a hospital, you were a patient. You came with symptoms 
and trusted the doctor to be able to treat you with the 
information they could gather through their tests and 
observations. Medical equipment was used when you 
were sick and administered by a medical professional. 
Medications were something for which you got a 
prescription and which you took as instructed. In contrast, 
consumers today expect to be able to track and monitor 
themselves. They have access to a breadth of information, 
both from personal devices and the internet, and will 
come to a doctor’s appointment prepared with data and 
demanding a personalized solution for them. They actively 
seek out and purchase products that were previously 
medical devices. These might be heart monitors, sleep 
monitors, or hearing improvement devices, and they use 
technology to monitor themselves and take charge of their 
own health. 

Medtronic Reveal XTTM
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Science and technology advancements make this possible: 
the synergy of different branches of science and the 
staggering rate of new discoveries. Smartphones are 
now ubiquitous and provide a connected platform, with 
convenient user interfaces and ample processing power, 
already present in consumers’ lives. Low-cost sensor 
systems, artificial intelligence, edge computing, big data, 
expanded communications capabilities (including 5G), 
new understandings of physiology and new approaches 
to research and health – which are becoming increasingly 
data driven – open up whole new worlds. 

For governments, spiraling health care costs are stressing 
the systems designed to care for us. Governments are 
putting an emphasis on outcome-based medicine, focusing 
on keeping people out of hospitals and putting greater 
responsibility onto the consumer. In turn, governments are 
adding pressure to regulatory bodies to find ways to make 
healthcare solutions faster and more available. 

The FDA is changing. It has been mandated by congress to 
adapt to the times, to respond to accelerated technology 
development and to come into alignment with the fast pace 
of industry development timelines. It currently can’t cope 
with the huge influx of new submissions and of new product 
categories and it needs to adapt.

Pharmaceutical companies are shifting their focus. Expiring 
patents and a desire to find new opportunities for their 
products and brands are moving them to look ‘beyond the 
pill’, and also looking for where they can move some of their 
portfolio to over-the-counter products.

Consumer brands are responding to consumer trends 
and seeing an opportunity for new product categories, 
making claims on the outcomes associated with using their 
products, thus pushing closer to the line. 

Back in 2007 I was part of a small start-up called Zeo. 
We created a sleep monitor that we thought would help 
people wake up more refreshed. As we did user testing, 
we realized what consumers really wanted was insight 
into their sleep patterns and an understanding of how 
to improve them. We responded to the results of the user 
testing with a complete revamp of what the product was 
and its intended use. 

Approaches to marketing respond to changes in 
consumer and patient patterns. Traditions are breaking 
down. Years ago I was developing an idea that would, 
much later, become the first implantable cardiac 
monitor that could help a patient manage their heart 
rhythm issues, including their atrial fibrillation. Senior 
management gave the direction to stop working on 
it, saying that this was a therapies company, not a 
monitoring company. Luckily, there is such a thing as a 
skunk works. This idea has now become a line item in their 
annual report. Why? It turns out that there were clinics 
that would never buy their brand’s device, but the clinics 
had a problem – there were patients they were unable 
to diagnose. This small, implantable monitor was a game 
changer and it opened doors that had long been shut. 
Market forces drove innovation and broke down old 
concepts of who sells what.

Many factors are converging to drive change. These factors 
interact – they solve some problems and sometimes create 
new problems. For example, we’re increasingly relying 
on technology for decision making. But this creates the 
problem of not understanding how the decisions are made. 
Thus there is growing demand for making the processes 
explainable, so we can better test, improve and trust these 
systems. This is the newly-emerging world of ‘explainable AI’ 
(see more under Section 3.5.1: Explainable AI).

Zeo Sleep Manager
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S+ by ResMed

When a company is able to look at their situation in a fresh 
way, new opportunities can emerge. For example, ResMed 
is one of the top players in the global sleep apnea device 
market. It is estimated that only 15% of people who have 
sleep apnea are diagnosed. Thus they realized they had a 
huge untapped market – even if only a small percentage 
more were diagnosed, this would have a major impact 
on their sales. But how could they increase that number? 
They created the S+, a small bedside sleep monitor; it’s a 
consumer device, and makes no medical claims – they say 
it is to “help you track and better understand your sleeping 
patterns, and then creates personalized feedback and 
suggestions to help improve your sleep.”2 If this device is 
able to increase awareness of sleep issues, and if from that 
awareness a small percentage of its users see a physician 
and thus increase the chances of their being diagnosed, 
ResMed’s potential customer base has just increased. And 
meanwhile, they have increased their brand awareness. It 
seems like a surprising choice for them – to go from a purely 
medical device company, to enter the area of consumer 
products – but by evaluating their situation in a new way, the 
opportunities of doing business in a new way has emerged. 
Times are changing and with that comes opportunity.

1.2 Who is impacted?
Regulations are shifting, the line is moving, making sense 
of reams of regulatory documents and new regulatory 
initiatives creates new challenges. This work is important 
and is impacting all of us. Companies interested in driving 
innovation, in both the consumer and medical spheres and 
the fuzzy space in between, must pay attention. 

Although we are focusing here on changes from the FDA, the 
implications are not just US-based but global as regulations 
around the world become more interconnected and 
complex. One of the key guidance documents announced 
by the FDA, on Software as a Medical Device3, was actually 
produced with the FDA collaborating with the International 
Medical Device Regulators Forum (IMDRF)4.

This paper is expected to be particularly relevant to those:

 � making medical devices

 � not sure if they’re making medical devices

 � making consumer wellness products

 � handling medical information or health information

 � creating products making health-related claims

1.3 Connected ecosystems
A key area of change and development is in connected 
ecosystems. As sensor technologies improve and expand, 
component prices drop, better cybersecurity approaches 
are developed and connectivity increases, enabling the 
ability to collect useful personal data and make complex 
determinations from them, on both an individual as well as a 
macro level.

Shifting FDA regulations are opening up both expanded uses 
of technologies previously used only in medical devices and, 
going in the opposite direction, software applications are 
now serving as a medical device.

The synergy of such changes can allow for surprising 
capabilities. The following are examples of what might be 
enabled.

Non-regulated apps, able to make assessments which 
before would have been in the medical realm:

 � guide physicians and users to track and understand 
their behaviors and health patterns

 � encourage users to follow a healthy lifestyle, or make 
appropriate behavior modifications

Regulated apps:

 � make medical diagnoses

 � provide a subscription medical treatment

 � provide a therapy that enhances and expands the 
impact of other therapies, such as drugs

The New FDA: Navigating the Moving Line Between Consumer and Medical
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Systems that integrate regulated devices with non-
regulated software:

 � a hardware monitoring system, combined with a data 
tracking system (for example, a blood pressure monitor, 
with an app that helps you track your blood pressure 
over time), which could give the user a greater sense of 
control of their health, and where they could be alerted 
to a shift in state.

Connected ecosystems, from the wearable WHOOP to the 
implantable Reveal XT™ to a Bluetooth-connected bathroom 
scale, enable the collection of a wide range of data. This 
will open up new opportunities, for example, being able to 
better understand the context of how a system is used, or 
understanding the impact and efficacy of its use.

I recently had a discussion with the CEO of a home 
dialysis systems company about the impact they make 
and concerns he had regarding patient monitoring. A 
recent FDA approval for solo home dialysis means that 
patients can now treat themselves in the comfort of their 
own home. But, as he pointed out, it also means they will 
be seen less often by medical practitioners. What if their 
overall condition is degrading and no one notices it? This 
is where he felt connected sensor systems could play a 
larger role in the future and even be a surrogate for the 
eyes and ears of practitioners.

The Multi-functionality Guidance, discussed in Section 2.4: 
Multifunctionality Guidance, deals with the complex issues 
arising from potentially complex interactions of the parts of 
such ecosystems.

NxStage @ System One
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2 Understanding the new FDA guidance 
documents
The FDA has been reinventing itself, (as discussed in The new 
FDA?5). Within the last two years the FDA has issued over a 
dozen guidance documents and other communications, 
totaling hundreds of pages, which create new regulatory 
approaches and processes. Below is a summary of 
some key guidance, describing the regulatory approach 
taken in different areas. Following that is an analysis of 
the accumulation of these documents, with the goal of 
understanding the underlying patterns.

Some of the guidance focuses on how the FDA determines 
whether or not a product is a medical device. Note that this 
is roughly synonymous with the FDA’s intention to regulate 
the product.

2.1 Summary of recent FDA guidance
The FDA is publishing guidance documents at a prolific pace, 
often first as a draft, then soliciting feedback, then releasing 
in their final form. These point to sweeping changes in their 
approach to regulation. It requires an impressive amount 
of work for a firm to digest all of this material. For a list of 
key FDA initiatives, see Appendix A: FDA Timetable. Out of a 
desire to cover only the broad brushstrokes of all their work, 
what follows is a summarized account of the changes; these 
are depicted in Figure 1.

A key impetus was created when Congress enacted the 
21st Century Cures Act (Cures Act)6 in late 2016, to task the 
FDA with streamlining its regulatory processes, to stimulate 
innovation and align its process with current development 
practices. The FDA created a plan to implement it and this 
is called the Digital Health Innovation Action Plan. This plan 
includes releasing a number of guidance documents and 
the launch of a particularly key program, the Digital Health 
Software Pre-Cert Program. Next, the Medical Device Safety 
Action Plan was launched. These different programs are 
explained, in brief form, below. The Pre-Cert program is 
explored later in depth, since this represents a linchpin in the 
FDA’s approach to the future.

2.1.1 21st Century Cures Act

The 21st Century Cures Act (Cures Act)6 provides the mandate 
and the funding for a set of sweeping changes now being 
implemented by the FDA, resulting in the guidance described 
in subsequent sections. 

 � Signed into law on December 13, 2016

 � Designed to help accelerate medical product 
development, bringing new innovations and advances 
to patients that need them faster and more efficiently

 � Authorized $500 million over nine years to help the FDA to 
cover the cost of implementing the law

21st Century
Cures Act

Digital Health
Innovation 
Action plan

Statement on
advancing new digital 
health policies

Changes to Existing Medical
So�ware Policies Resulting from...

Clinical and Patient Decision
Support So�ware

So�ware as a Medical Device:
Clinical Evaluation

CDS &
PDS

SaMD &
SiMD

Medical Device 
Safety Action Plan

Multiple Function
Device Products

Digital Health
So�ware Pre-Cert
ProgramCongress

initiative

FDA
initiative

Pre-Cert
initiative

FDA
guidance

Key FDA selects participants
for the Pre-Cert So�ware
Program

Developing a So�ware
Precertification Program:
A Working Model

Launch of 
Pre-Cert Program
end of 2018

Figure 1: Sequence of the new FDA initiatives and guidance documents
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 � Establishes new expedited product development 
programs, including:

 – the Regenerative Medicine Advanced Therapy that 
offers a new expedited option for certain eligible 
biologics products

 – the Breakthrough Devices program, designed to 
speed the review of certain innovative medical 
devices

Now excludes some software functions from regulation:

 � Amended the definition of ‘device’ in the Food, Drug and 
Cosmetic Act to exclude certain software functions intended:

a. for administrative support

b. for maintaining or encouraging a healthy lifestyle

c. to serve as electronic patient records

d. for transferring, storing, converting formats, or 
displaying clinical laboratory test or other device data 
and results and certain other related information

e. to provide recommendations to health care 
professionals for clinical decisions, where the user can 
independently review the basis of the recommendation

The FDA then created a plan to implement this: 

2.1.2  July 27, 2017: Digital Health Innovation Action 
Plan

This plan shows the categories into which the FDA is 
breaking down its guidance, particularly along the lines of 
whether it is software, hardware, or combined systems. Most 
of the items in this plan will be discussed further below.

Declared intention and timelines of issuing guidance on the 
21st Century Cures Act:

a. Draft guidance explaining the 21st Century Cures Act 
effect on pre-existing FDA policy, on:

 – Mobile medical applications

 – Medical device data systems, image storage 
devices and image communications devices

 – Low-risk general wellness products

 – Laboratory workflow

b. Clinical Decision Support Software

c. Multifunctionality guidance

d.  inalize guidance on Deciding When to Submit a 510(k) for 
a Software Change to an Existing Device

e. Finalize the International Medical Device Regulators 
Forum approach to clinically evaluating SaMD (Software 
as a Medical Device)

Announcing the new digital health software precertification 
pilot program (FDA Pre-Cert for Software)7

2.1.3  September 26, 2017: FDA selects participants 
for the Pre-Cert Software Program

The Digital Health Software Pre-Cert Program is designed 
to explore precertifying companies so they would use 
a streamlined process, or possibly not have to submit 
products, for premarket review8. For an in-depth exploration 
of this key program see Section 2.3: Digital Health Software 
Pre-Cert Program.

2.1.4  December 7, 2017: Statement on advancing 
new digital health policies

“To encourage innovation, bring efficiency and 
modernization to regulation.” Three new guidances were 
released, two in draft and one final. These divide the space 
of software and devices into three categories and delineate 
what is a device and what is not, for each of these areas.

1. “Clinical and Patient Decision Support Software” draft 
guidance9 outlines their approach to clinical decision 
support software (CDS), and to patient decision support 
software (PDS). In summary:

 – “CDS has many uses, including helping providers, 
and ultimately patients, identify the most 
appropriate treatment plan for their disease or 
condition… This type of technology has the potential 
to enable providers and patients to fully leverage 
digital tools to improve decision making” 

 – No longer a medical device if it allows provider to 
independently review basis for recommendations

 – Is a medical device if it analyzes medical images or 
signals

2. “Changes to Existing Medical Software Policies Resulting 
from Section 3060 of the 21st Century Cures Act” draft 
guidance10 – declares the types of software that are no 
longer medical devices – such as mobile apps that are 
intended only for maintaining or encouraging a healthy 
lifestyle. In summary:

 – Algorithms that analyze physiological data, such as 
an x-ray or ECG, are medical devices

 – Apps for improving health are not regulated

3. “Software as a Medical Device: Clinical Evaluation”11 final 
guidance establishes principles for regulators to use in 
evaluating the safety, effectiveness and performance 
of Software as a Medical Device (SaMD). A SaMD utilizes 
an algorithm to produce an output intended for medical 
purposes. This was produced with the FDA collaborating 
with the International Medical Device Regulators Forum 
(IMDRF)12 to evaluate requirements in individual countries 
and harmonize regulatory approaches to digital health 
medical devices.
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2.1.5  April 17, 2018: Medical Device Safety Action 
Plan

Which describes key actions it will take in the following 
areas:13 

 � Establish a robust medical device patient safety net in 
the United States.

 � Explore regulatory options to streamline and modernize 
timely implementation of post-market mitigations.

 � Spur innovation towards safer medical devices.

 � Advance medical device cybersecurity.

 � Integrate the Center for Devices and Radiological 
Health’s (CDRH’s) pre-market and post-market offices 
and activities to advance the use of a Total Product Life 
Cycle (TPLC) approach to device safety.

This is spelled out in: Medical Device Safety Action Plan: 
Protecting Patients, Promoting Public Health.14

2.1.6 April 27, 2018: Multi-functionality guidance

The draft guidance, “Multiple Function Device Products: 
Policy and Consideration”15 focuses on when devices 
are more complex. For example, combining a diagnostic 
(medical) device with a non-medical app that keeps track of 
trends of data it collects.

“The point of the multifunctionality guidance is for products 
that have many components built into them. Some of them 
are devices, some are not devices, some are exempt from 
review and some are not exempt from review. The guidance 
talks about what criteria the FDA is going to use.”16

2.2 Making sense of the guidance
What is a device? According to the FDA:17

“Intended for use in the diagnosis of disease or other 
conditions, or in the cure, mitigation, treatment, or prevention 
of disease, in man or other animals”, or

“Intended to affect the structure or any function of the body 
of man or other animals, and which does not achieve its 
primary intended purposes through chemical action within 
or on the body of man or other animals and which is not 
dependent upon being metabolized for the achievement of 
any of its primary intended purposes.”

A device used to always be a physical thing. Now it can 
be software and much of the recent guidance deals with 
this issue. Software, software plus hardware, hardware, 
pharmaceutics – Where is the boundary? When is it a device 
and when not?

In each of these guidances the FDA has spelled out the 
dividing line between what is a device and what isn’t. 
These are grouped by category, ranging from wellness 
apps to management systems to software that requires a 
prescription. These each clarify ‘the line’ through the use of 
examples, but the FDA hasn’t defined what the overall line is. 
Below is an attempt at synthesizing the guidance to propose 
an overall definition of this dividing line.

The FDA has chosen a breakdown of how it views the 
regulatory world:

 � Things it will regulate (and of these, some things it 
intends to concentrate on)

 � Things it could regulate, but chooses not to enforce

 � Things outside its regulatory purview

It might seem strange that one of the items is in the 
‘regulated but we won’t enforce’ category. For the FDA, 
perhaps the advantage is to leave flexibility as it continues 
to explore the boundaries. For industry, it causes uncertainty, 
increases risk and thus creates barriers to innovation.

09
© Cambridge Consultants 2022

The New FDA: Navigating the Moving Line Between Consumer and Medical



2.2.1 Sorting out the categories

The FDA has issued several separate guidances, each of 
which deals with some aspect of what it plans to regulate 
(e.g., define as a device) and what it does not plan to 
regulate.

There are two key areas over which the FDA has purview: 
what it clears/approves and what claims it allows. These two 
functions are closely coupled. The FDA is not just allowing 
a drug or device, but rather is allowing that with the set of 
claims made about it.

The different guidance documents focus on different areas. 
The eight functional areas are described in the following 
table, grouped by the guidance document where they are 
described.

Within each of these areas, definitions are spelled out as to 
when it is a device and when not. Why were these categories 
selected and why were the edges not spelled out in a 
more general form? Many examples are given of which are 
devices and which not. Perhaps in keeping with this practice, 
the regulatory practices are distinguished by area, rather 
than defined in general terms. These categories clearly 
reflect current thought processes at the FDA.

To synthesize, from these different guidance documents, what 
the general borders between device and non-device are:

It’s a device if it is:

 � ‘practicing medicine’: diagnosing, making clinical 
recommendations, analyzing data to make medical 
conclusions

 � collecting and analyzing raw physiological data: 
“acquire, process, or analyze a medical image or a 
signal from an in-vitro diagnostic device or a pattern or 
signal from a signal acquisition system”

It’s not a device if it is:

 � gathering and presenting information

 � assessing data against known guidelines and clinical 
practices (e.g., there are known guidelines which inform 
what should be done, and this serves only to identify 
which guidelines are relevant)

 � designed not to provide the diagnosis, but rather 
provide something that will be reviewed by a medical 
practitioner

 � a general wellness product that meets the following two 
factors: 1. are intended for only general wellness use, 
and 2. present a low-risk to the safety of users and other 
persons

Guidance Document Area

Changes to Existing Medical Software Policies Resulting 
from Section 3060 of the 21st Century Cures Act18 

Software Function Intended:

 � For Administrative Support of a Health Care Facility
 � For Maintaining or Encouraging a Healthy Lifestyle
 � To Serve as Electronic Patient Records
 � For Transferring, Storing, Converting Formats, 

Displaying Data and Results

Clinical and Patient Decision Support Software19 Clinical Decision Support software (CDS)
Patient Decision Support software (PDS)

Software as a Medical Device (SAMD): Clinical Evaluation20 Software as a Medical Device (SaMD)
Software in a Medical Device (SiMD)
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2.2.2 Claims: medical vs. well-being

A key part of how the FDA evaluates a device is the claims 
that are being made about it. For borderline cases, the 
choice of claim language will be particularly important.

One should decide whether the goal is to have it be 
a regulated device or not, and then craft the claims 
appropriately. The following guidance on the role of the 
claims is particularly useful for this, since it spells out how to 
steer a device towards being a general wellness app versus 
being a medical device.21

The following are two examples of this category of general 
wellness claims versus medical claims – contrasting the 
items in each pair makes clear the FDA’s intention:

1. A weight-related product:

 – General Wellness: claims to promote or maintain a 
healthy weight, encourage healthy eating, or assist 
with weight loss go als

 – Medical: a claim that a product will treat or 
diagnose obesity, or a claim that a product will treat 
an eating disorder, such as anorexia

or

2. A stress/relaxation-related product:

 – General Wellness: claims to promote relaxation or 
manage stress

 – Medical: a claim that a product helps treat an 
anxiety disorder

General wellness intended uses relate to sustaining or 
offering general improvement to functions associated with a 
general state of health, while making reference to diseases 
or conditions. For the purposes of this guidance, this second 
category of general wellness claims is comprised of two 
subcategories:

1. Intended uses to promote, track, and/or encourage 
choice(s), which, as part of a healthy lifestyle, may 
help to reduce the risk of certain chronic diseases or 
conditions

2. Intended uses to promote, track, and/or encourage 
choice(s) which, as part of a healthy lifestyle, may help 
living well with certain chronic diseases or conditions

This guidance provides effective coaching on how to 
steer towards a regulated device or not. This is very useful 
guidance, since this is a key decision for a firm – whether to 
release a regulated device or not.

2.2.3  Treading the line – examples from the 
wearables market

There is an interesting point where the criteria collide 
and the guidance makes it difficult to ascertain whether 
something is a regulated device. For example, a heart-rate 
tracker. From the FDA guidance it would appear to be a 
device since it acquires a “signal from a signal acquisition 
system” and analyzes it to calculate a heart rate and 
perhaps other information. But then it would be considered 
not to be a device as it is intended only for general wellness 
use.  The FDA has not clarified this boundary and it will 
probably be tested as devices near this boundary are 
released. So far the FDA seems unconcerned about wrist-
warn monitors such as WHOOP (whoop.com), which tells an 
athlete their sleep patterns, how much strain their exercise 
creates, and their degree of recovery (e.g., how hard they 
should train today).

An interesting example of over the line of requiring FDA 
regulation is the new ECG feature in the Apple Watch 4. In 
their description:

“Irregular heart rhythms (known as arrhythmias) and 
unusually high or low heart rates could be signs of a serious 
condition. But many people don’t recognize the symptoms, 
so the underlying causes often go undiagnosed. Apple 
Watch Series 4 checks your heart and alerts you to these 
irregularities — so you can take action and consult your 
doctor.”22 

Having such features in a mass-produced device like an 
Apple Watch has a huge potential:
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“Capturing meaningful data about someone’s heart in real 
time is changing the way we practice medicine,” said Ivor 
Benjamin, president of the American Heart Association, at 
Apple’s announcement of the watch.24 

Apple is one of the Pre-Cert Program companies, and as 
such has been working closely with the FDA.  On the day of 
the Apple announcement FDA Commissioner Scott Gottlieb 
and FDA CDRH Director Jeff Shuren released a statement on 
“agency efforts to work with tech industry to spur innovation in 
digital health.”25 They provide the example from Apple of an:

“app analyzes pulse rate data to identify irregular heart 
rhythms suggestive of atrial fibrillation and notify the user. 
The FDA worked closely with the company as they developed 
and tested these software products, which may help millions 
of users identify health concerns more quickly. Health care 
products on ubiquitous devices, like smart watches, may 
help users seek treatment earlier and will truly empower 
them with more information about their health.”

They talk about their shifting relationship with industry, and 
industry’s new challenges:

“Owing to digital advances, we’re experiencing a 
reimagination of health care delivery. Consumers are 
now empowered to take more control of their own health 
information to make better informed decisions about their 
medical care and healthy living. These advances enable 
better health outcomes for patients.”

“With these advances has come a new swath of companies 
that are investing in these new opportunities. These firms 
may be new to health care products and may not be 
accustomed to navigating the regulatory landscape that 
has traditionally surrounded these areas.”

The FDA has used examples to clarify where the line is drawn: 
“General Wellness: Policy for Low-risk Devices Guidance for 
Industry and Food and Drug Administration Staff”.26 

Illustrative examples of Low-risk General Wellness Devices 
taken from the guidance (this is a selection taken from their 
examples):

 � A mobile application that solely monitors and records 
daily energy expenditure and cardiovascular workout 
activities to “allow awareness of one’s exercise activities 
to improve or maintain good cardiovascular health.” 
This claim relates to a specific organ only in the context 
of general health and does not refer to a disease or 
medical condition. In addition, although the monitoring 
or recording of exercise activities present risks (such 
as inaccuracy), when made in the absence of disease 
or medical condition claims, the technology does not 
pose a risk to the safety of users and other persons if 
specific regulatory controls are not applied. Therefore, 
this product meets both factors for a low-risk, general 
wellness product.

 � A mobile application monitors and records food 
consumption to “manage dietary activity for weight 
management and alert the user, healthcare provider, or 
family member of unhealthy dietary activity.” This claim 
relates to dietary choices and weight management, 
and thus is a general wellness claim. In addition, 
the technology for monitoring or recording food 
consumption does not pose a risk to the safety of users 
and other persons if specific regulatory controls are not 
applied. Therefore, this product meets both factors for a 
low-risk, general wellness product.

 � A portable product that is intended to monitor the 
pulse rate of users during exercise and hiking. This 
claim relates only to exercise and hiking and does not 
refer to a disease or medical condition. Thus, it is a 
general wellness claim. In addition, the technology for 
monitoring pulse rate does not pose a risk to the safety 
of users and other persons if specific regulatory controls 
are not applied. Therefore, this product meets both 
factors for a low-risk, general wellness product.

The FDA’s contention here is that the device itself poses little 
risk. Thus the remaining potential risk would be misdiagnosis 
of a medical condition or inappropriately responding to an 
undiagnosed medical condition, but the FDA is proposing 
that since it is not making a medical claim, it would not view 
this as a risk.

This guidance is good news for being able to expand the art 
of the possible in devices that position themselves as not 
medical devices.

One of the implications is that we may well start to see 
two seemingly identical devices: one would be a regulated 
medical device and the other a general wellness app, where 
the only difference is how the manufacturer describes 
the device, e.g., the claims made. This could create some 
interesting market conditions. What will be the crossover 
between the uses of the two otherwise identical devices?

The following seems less likely, but possible: could a 
manufacturer have one device it manufactures, presumably 
with two different ways it’s packaged, released with different 
labeling? The FDA has stated it is about the claims as much 
as it is about the device.
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2.2.4 Issues yet to be addressed in the guidance

What unresolved issues are raised by the current guidance 
draft documents and particularly the two draft guidance 
documents issued Dec 8, 2017? Many examples have been 
given to help determine what is a device and what not, but 
this means there is no single, definitive definition.

It may be that the FDA is purposefully leaving some extra 
room for interpretation, given that this is a new and evolving 
system.

Forbes expressed its concern about issues to be clarified, 
and their impact:

“The FDA released its draft guidance on ‘Clinical and Patient 
Decision Support Software.’ So why, you ask, is this document 
so significant? Because, as CNBC’s Chrissy Farr reports, 
the lack of certainty about what the FDA will regulate and 
what it won’t with regard to digital health applications has 
been keeping some developers – from giants like Apple 
and Google to a bevy of garage-based startups – in limbo. 
And it’s hard to do pretty much anything else when you’re 
limboing.”27 

There is little surprise here. This is a work in progress and 
many things have yet to be worked out. Several of the 
guidances currently exist only in draft form, and some are 
still awaiting feedback. The good news is that industry 
players can still have an impact on this process.

The Pre-Cert program is well underway, but the first rollout 
of the program is scheduled to happen by the end of 2018. 
Hopefully it can begin to impact the regulatory process 
during 2019 and provide some useful feedback.

This program currently only addresses SaMD (Software 
as a Medical Device). The FDA has made it clear it will not 
set timelines for applying this process to SiMD (Software 
in a Medical Device) until an unnamed later date. Multi-
functionality guidance has been issued, but implementation 
details are not clear and will likely be dictated by the 
expansion of the Pre-Cert program.

There are opportunities for feedback on all of these 
processes and particularly on the Pre-Cert program. 
It’s unlikely the public will, in the future, have as large an 
opportunity as it does now to have its feedback heard. 
Much of what is yet to be clarified in the new programs will 
be done in collaboration with industry. 

The Pre-Cert pilot program, of all these initiatives, is in the 
earliest state of development. Only at the end of 2018 will the 
first iteration be rolled out and much will be clarified during 
that rollout. This will be providing clarity on how SaMD will be 
handled. The FDA has said SiMD will not be in scope now and 
that they are not yet ready to lay out timelines on when SiMD 
will be implemented through a Pre-Cert program.

2.3  Digital Health Software Pre-Cert 
Program

2.3.1  Current Progress with the Digital Health 
Software Pre-Cert Program

The FDA has created a key pilot program, the Digital 
Health Software Pre-Cert Program, because “The FDA 
recognizes that we need a regulatory framework that 
accommodates the distinctive nature of digital health 
technology, its clinical promise, its unique user interface 
and the industry’s compressed commercial cycle of new 
product introductions.” Some recent progress was reviewed 
in “Current progress with the Digital Health Software Pre-Cert 
Program.”28 

Nine initial pilot program members were selected, designed 
to cover a range of different sorts of companies: Apple, 
Fitbit, Johnson & Johnson, Pear Therapeutics, Phosphorus, 
Roche, Samsung, Tidepool, and Verily. This is expected to be 
expanded by the end of 2018.

The program has begun with a clearly-delineated area, 
SaMD (Software as a Medical Device) as the first place to 
gain experience. By restricting the initial pilot to the limited 
area of software-only, the complications relating to multi-
function systems don’t come into play. This leaves those 
more complicated arenas to be addressed in the future.

The idea of the Pre-Cert Program is to use knowledge about 
an organization to permit certification that it is equipped to 
monitor its internal processes and resulting quality. Certified 
organizations would then have access to a streamlined 
regulatory process. During and after market release, 
real-world data will be collected, feeding into the market 
review and into the continual monitoring process of the 
organization. This flow is captured in figure 2. Because the 
program “relies on a demonstrated Culture of Quality and 
Organization Excellence,” this permits an organization to take 
over some of the regulatory burden from the FDA, including 
a greater role in monitoring its own processes. This frees up 
the FDA to focus on higher-risk areas. This is a radical new 
approach, which carries possible risks and benefits; how it is 
implemented will determine the balance of these.

Much of the value and synergy of this model comes from the 
feedback loop, shown in Figure 2. This is the representation 
of how the parts of the model interact, and particularly of 
the feedback loop at play between industry and the FDA.

Starting in the upper left of the Pre-Cert Program process 
flow diagram, KPIs (Key Performance Indicators) are 
measured by the organization and serve as indicators of 
organizational excellence and process controls, which 
enable determination of the Pre-Cert level, as well as 
ongoing verification of this level. This level then enables a 
streamlined review process specific to that organization. 
During and after the review process real-world data is 
collected. This data is from the day-to-day use of the 
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device and includes raw data as well as relevant meta-
data in areas such as systems usage. Previously, the 
FDA used data from the clinical trial used to evaluate 
the device. Now, the concept is one of ongoing data 
collection throughout the life of the device. This data 
enables discovery of device and process characteristics, 
empowers early detection of any potential problems 
and permits analysis of the organization’s operating 
characteristics, which are then captured in the KPIs. See 
more under Section 3.4: Real-World Data.

The potential from collecting this real-world data is 
to discover and react to problems much more quickly 
and to create continuous process improvement within 
the organization. Both of these would lead to a safer 
environment for the patient. 

2.3.2 Review of the new model

An initial and now a revised model of this approach has 
been released: Developing a Software Precertification 
Program: A Working Model.30

There are four components to the model:

1. Excellence Appraisal: that understands an organization’s 
capabilities, their culture of quality and organizational 
excellence

2. Review Pathway Determination: once the companies are 
certified, what can they afford in terms of going straight 
to market or to be reviewed?

3. Streamlined Review

4. Real World Performance: once on the market, what 
information is used to assess performance?

The rationale for the model is described as: “We’re looking 
at an organizational-based streamlined regulatory 
approach for Software as a Medical Device as we start the 
program that relies on a demonstrated Culture of Quality 
and Organization Excellence.”31

Integral to this is the use of real-world data (see Section 3.4: 
Real-World Data). Previously, the key data was collected in 
a clinical trial. This shift is towards ongoing data collection, 
under real-world conditions. Thus is can better represent 
actual use cases rather than relying on clinical trial data. 
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Figure 2: Pre-Cert Program process flow diagram29 
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2.3.3 Pre-Cert Prog ram timeline

Bakul Patel, Associate Director for Digital Health at the FDA, 
reported that “we are one third of the way into the program. 
We are trying to launch a pre-cert 1.0 by the end of this 
year... One of the callers talked about testing the program 
and testing their products and trying it out and working out 
some of the issues. So that’s what we plan on doing in 2019. 
And we’ll have another iteration that will go out at the end of 
2019.”32 

The FDA has a team working on this, and are making this a 
collaborative effort, including:

 � the selection of the nine pilot program participants

 � the Public Workshop – Fostering Digital Health 
Innovation: Developing the Software Precertification 
Program – January 30-31, 2018, reported on earlier: Pre-
Cert Public Workshop33

 � user sessions

 � the opportunities for the public to provide feedback 
on the developing models and guidance, such as 
responding to the Challenge Questions.34

In just six months the FDA has collaborated with the Pilot 
Program members (Apple, Fitbit, Johnson & Johnson, Pear 
Therapeutics, Phosphorus, Roche, Samsung, Tidepool, and 
Verily) and the public at large to create the program design. 
See the Pre-Cert program timeline in Appendix B: Pre-Cert 
Program Timeline. Key elements of this design are captured 
in what the FDA refers to as the ‘model’. The second iteration 
of the model has already been published. This has come 
from interactions between the FDA and the pilot program 
members, who report ongoing useful, candid interactions 
with the FDA and with the public workshops taking place.

The intention is to have the program fully launched, e.g. to 
release Pre-Cert 1.0, by the end of 2018.

The Pre-Cert Program is initially focused on SaMD (Software 
as a Medical Device), precisely because it avoids the issues 
to be addressed by the multi-functionality guidance. But it 
is appropriate that the FDA is discussing this guidance here, 
since eventually what is learned from this pilot program will 
apply to the larger scope. We’ll still have to wait for SiMD, 
and no timeline has been specified: “As the FDA leverages 
insights from testing of Pre-Cert 1.0, the agency envisions 
offering the voluntary program to manufacturers of software 
in a medical device (SiMD), and other software that could be 
considered accessories to hardware medical devices.”35

2.4 Multi-functionality guidance
This guidance applies to the case where at least one 
function of the system being evaluated is a device subject to 
FDA regulation and at least one function is not. The guidance 
previously discussed determines what will be done with the 
device function(s). What this guidance clarifies is how to 
handle the non-device function(s), and specifically, how it 
impacts the device function(s). One can’t just deal with them 
separately, as there is the natural interdependency of the 
parts, for example, how to respond if a low-risk software 
component allows a user to set a dangerous hardware 
configuration. This emerging guidance deals with the 
complexity of these interactions, deciding which regulatory 
processes apply and when.

The guidance “Multiple Function Device Products: Policy and 
Considerations” recommends how to approach these issues:

The device function-under-review should, to the extent 
possible, be separated from other functions in its design 
and implementation. The higher the degree of separation, 
the easier it is to independently review the safety and 
effectiveness of the device function-under-review. 

a. Does the other function impact the safety or 
effectiveness of the device function-under-review?; and

b. Does the impact result in increased risk or have an 
adverse effect on performance?

The guidance explores these two points and discusses 
where to inquire in order to investigate these issues:

a. Is There an Impact on the Safety or Effectiveness of the 
Device Function-Under-Review as a Result of the Other 
Function?

 – Does the other function provide input data that 
is used for a critical calculation within the device 
function-under-review?

 – Does the device function-under-review rely on 
results from the other function?

 – Do the other function and the device function-
under-review share code that is necessary for 
proper execution of the device function-under-
review?

 – Do the other function and the device function-
under-review share the same output screen?
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b. Does the Impact Result in Increased Risk or Have an 
Adverse Effect on Performance?

 – Do the other function and the device function-
under-review share processing time on the 
processor?

 – Do the other function and the device function-
under-review share memory on the computer 
platform?

 – Do the other function and the device function-
under-review share programming pointers?

 – Does the device function-under-review have 
sufficient privileges to prevent delays or 
interruptions that may result from the other 
function?

To make it more concrete, the guidance uses examples to 
clarify the principles, such as the example of a hypothetical 
skin cancer detection app, which it describes as “A 
smartphone software (SW) application (app) that detects 
skin cancer from photos of suspicious lesions of moles.”36 
It breaks this into the software app, and the smartphone 
computing platform and the camera. See Appendix C: Multi-
Functionality Guidance Example.

In this case, the medical device is the app which is 
determining from an image if there is risk of cancer. The non-
device is the smartphone platform and camera; this part 
doesn’t itself require regulation, but might impact the part 
which is regulated.

It is necessary to demonstrate for the non-device part, 
through documentation and testing, that camera image 
quality and platform capacity are sufficient to not degrade 
performance of the medical device (the app).
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3 Market implications
All these regulatory changes can have a significant impact 
on how a company does business, how it strategizes 
market development and on how it manages its brand 
image. It opens up new opportunities, both for areas that 
were previously regulated where regulation is now being 
relaxed, as well as new medical areas, such as Software as a 
Medical Device.

The key areas where the FDA has been making clarifications 
are:

 � What will be regulated as a medical device? Including 
when is software considered a device?

 � What is an efficient way to regulate Software as a 
Medical Device (SaMD)?

3.1 What is regulated and not?
Whether a product is regulated has a large impact:

“If a product meets the definition of low-risk general wellness 
product, the FDA will not regulate it as a medical device. This 
means that the product and the associated entities do not 
need to comply with: facility registration and product listing; 
FDA labeling requirements; quality systems regulations; 
medical device reporting; 510(k) premarket notification; and 
other FDA requirements.

“… the agency will continue to monitor these products 
to verify that they satisfy the definition. If the product in 
question falls outside of the definition, the FDA will regulate 
it as a medical device and subject it to all of the required 
regulations. This can result in, at best, delays in the supply 
chain. At worst, it could result in a complete stop to the 
supply chain and FDA enforcement actions like an import 
refusal or import alert, or a warning letter.

“Thus, not only does a company need to conduct this 
analysis whether the product is excluded from FDA 
regulation, it needs to be prepared to defend its conclusion 
to the FDA. We have witnessed the FDA … question whether a 
product is in fact a ‘general wellness product’ and require a 
company to defend the product’s status.”37

The intention of the FDA is to take focus off lower-risk areas 
to be able to better use its resources against high-risk areas. 
This is particularly important now, given the proliferation 
of health- and medical-related apps. Referring back to 
Section 2.2.1: Sorting Out The Categories, which discusses 
what is a device and what is not, the FDA has made some 
broad-brushstroke decisions on how it will handle this. It has 
differentiated:

Potentially not regulated as a device:

1. Consumer – low-risk general wellness apps: 

 – Software Function Intended for Maintaining or 
Encouraging a Healthy Lifestyle 

2. Administrative:

 – Software Function Intended for Administrative 
Support of a Health Care Facility

 – Software Function Intended to Serve as Electronic 
Patient Records 

 – Software Function Intended for Transferring, Storing, 
Converting Formats, Displaying Data and Results

 – Clinical Decision Support software (CDS)

 – Patient Decision Support software (PDS)

Regulated as a device:

 – Software as a Medical Device (SaMD)

 – Software in a Medical Device (SiMD)
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3.2  What claims can you and should  
you make?

The challenge for a company is first to decide whether it will 
seek FDA clearance/approval. The tradeoffs are laid out in 
the following table. After deciding if it is desired to have a 
regulated device, then what are the actions appropriate to 
that choice? 

If the choice is to not submit to the FDA, then the challenge 
becomes making claims as strong as possible without 
crossing the line of it becoming a medical device. The FDA 
has provided guidance about this: 

“A general wellness product, for the purposes of this 
guidance, has (1) an intended use that relates to maintaining 
or encouraging a general state of health or a healthy 
activity, or (2) an intended use that relates the role of 
healthy lifestyle with helping to reduce the risk or impact of 
certain chronic diseases or conditions and where it is well 
understood and accepted that healthy lifestyle choices may 
play an important role in health outcomes for the disease or 
condition.

“The first category of general wellness intended uses involve 
claims about sustaining or offering general improvement 
to functions associated with a general state of health that 
do 3 not make any reference to diseases or conditions. For 
the purposes of this guidance, this first category of general 
wellness claims relate to: weight management, physical 
fitness, including products intended for recreational use, 
relaxation or stress management, mental acuity, self-esteem 
(e.g., devices with a cosmetic function that make claims 
related only to self-esteem), sleep management, or sexual 
function.

“The second category of general wellness intended uses 
relate to sustaining or offering general improvement to 
functions associated with a general state of health while 
making reference to diseases or conditions. For the purposes 
of this guidance, this second category of general wellness 
claims is comprised of two subcategories: 1) intended uses to 

promote, track, and/or encourage choice(s), which, as part 
of a healthy lifestyle, may help to reduce the risk of certain 
chronic diseases or conditions; and 2) intended uses to 
promote, track, and/or encourage choice(s) which, as part of 
a healthy lifestyle, may help living well with certain chronic 
diseases or conditions.”

Referring to these two categories, the Regulatory Affairs 
Professionals Society comments on how this FDA guidance 
opens up a new arena of claims that can be made:38

Under the first category, a manufacturer would not be able 
to make any specific claims about their products’ ability to 
impact diseases or conditions. For example, the FDA says 
that manufacturers could claim their product can be used 
to help with weight management but may not claim the 
product can treat or diagnose obesity.

However, as Regulatory Focus39 pointed out in their 
coverage of the draft guidance last year, the second 
category appears to give manufacturers some leeway to 
make specific references to diseases or conditions while 
remaining outside FDA’s purview:

“The significance of this is that the manufacturer may say 
more about the product than it merely helps achieve a 
healthy lifestyle or may help aid in weight loss. It can then 
link those outcomes to potential benefits with specific 
disease states, implying that the product itself may, to a 
certain extent, help mitigate or reduce the risk of those 
disease states.

“In this category, FDA says manufacturers could say their 
product is intended “to promote, track, and/or encourage 
choice(s), which as part of a healthy lifestyle, may help 
to reduce the risk of [or may help living well with] certain 
chronic diseases and conditions.

“For example, FDA says a manufacturer could market a 
product that promotes physical activity and make the claim 
that the product “may help reduce the risk of high blood 
pressure.”

Pursue as a regulated device?

Pros Cons

Opens up markets and channels involving physician 
referral

Slow timeline of the clearance/approval cycles (minimum 
6/12 months, respectively)

Can utilize recognition from the medical world/key thought 
leaders/medical reimbursement channels

Uncertainty of the clearance/approval process

Permits making strong medical claims Can limit access to the mass market when a prescription 
is needed

Permits making use of evidence from clinical trials Need to downplay medical/health implications
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The FDA guidance clarifies how to make claims:

“Both subcategories of disease-related general wellness 
claims should only be based on references where it is well 
understood that healthy lifestyle choices may reduce the 
risk or impact of a chronic disease or medical condition. 
That is, the claim that the healthy lifestyle choice(s) may play 
an important role in health outcomes should be generally 
accepted; such associations are described in peer-reviewed 
scientific publications or official statements made by 
healthcare professional organizations.”

It then provides several examples of how to word them, such 
as:

 � Software Product U coaches breathing techniques and 
relaxation skills, which, as part of a healthy lifestyle, may 
help living well with migraine headaches.

 � Software Product V tracks and records your sleep, work 
and exercise routine which, as part of a healthy lifestyle, 
may help living well with anxiety.

 � Product X promotes physical activity, which, as part of a 
healthy lifestyle, may help reduce the risk of high blood 
pressure.

 � Product Z tracks activity sleep patterns and promotes 
healthy sleep habits, which, as part of a healthy lifestyle, 
may help reduce the risk for developing type 2 diabetes.

It is surprising how strong a claim the FDA is permitting, for 
something not classed as a medical device, when worded 
in the proper way. For example, it may be surprising that a 
company could make the claim that their product “may help 
reduce the risk of high blood pressure.” without requiring FDA 
regulation, in the example of Product X.

3.3  Software as a Medical Device 
(SaMD) implications

SaMD is defined by the International Medical Device 
Regulators Forum (IMDRF)40 as “software intended to be 
used for one or more medical purposes that perform 
these purposes without being part of a hardware medical 
device.”41 

How to evaluate SaMD: Software as a Medical Device 
(SaMD): Clinical Evaluation42 “is the fourth issued by 
the IMDRF that provides a path for global regulators to 
converge on terminology, a risk-based framework, an 
understanding of quality management system principles, 
and… an approach to making… SaMD clinically meaningful 
to users. This document focuses on the activities needed to 
clinically evaluate SaMD.”

 � There is a valid clinical association between the output 
of a SaMD and the targeted clinical condition (to include 
pathological process or state); and

 � That the SaMD provides the expected technical and 
clinical data

3.3.1 SaMD and the Pre-Cert program

The Pre-Cert program is changing how SaMD will be 
handled, using real-world data and process feedback loops.

Central to implementation of the Pre-Cert program is the 
feedback loop of an organization’s process excellence 
being captured as KPIs, which are monitored both by the 
organization itself as well as the FDA. Verification of the 
organization’s internal process allows for an accelerated 
regulatory approval cycle. Then real-world data is collected, 
which permits the organization and the FDA to confirm 
patient safety and also provides a mechanism for early 
detection of problems. Statistics about the real-world data 
are then fed back into the process verification loop.

How these loops are designed and integrated is where the 
synergistic value of this program can arise. As organizations 
create good methods for monitoring and reporting their 
internal processes and the FDA learns how to inspect and 
interpret these, this will enable streamlining of the evaluation 
process. It is fundamentally a trust-based process, posing 
the questions; what does an organization need to do to be 
able to trust itself? And then what must it do to win the FDA’s 
trust? It is this trust that allows process streamlining without 
sacrificing safety, and will eventually enable the FDA to focus 
its limited resources on the highest risk areas.

Current product development technologies, particularly 
for software development, incorporate fast turn-around. 
The traditional long-time-line FDA processes haven’t 
been in alignment with this. Faster product development 
cycles can’t be achieved unless the organization doing the 
development plays a larger role in its own regulation. Since 
no one knows how to do this, such processes are now being 
created. Now is the time to provide feedback to the FDA 
about how this can best be achieved. Much of the burden 
falls on the organizations, not on the FDA, for designing good 
approaches to achieve industry playing this larger role.

If the regulatory process impacts you, now is the time to 
make your voice heard. The author has been participating 
in this process, such as being on one of the teams designing 
the new processes at the Public Workshop: Developing 
the Software Precertification Program: Pre-Cert Public 
Workshop.43

There may never be another time when the FDA is in 
such a receptive position and so interested in feedback 
from the greater public. There are several channels for 
communication, such as by participating in future User 
Sessions or answering the FDA’s Request for Feedback44 
for each aspect of this program, as documents become 
available for comment. The devil is in the detail and 
thus detailed feedback can have a large impact on the 
progression of new regulatory approaches.
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Previously, intellectual property was a key currency 
engaged in by companies. We see this as shifting towards 
a new currency: who owns the data? And of what quality 
is it? The real-world data collected by organizations will 
be pivotal to the regulatory process, to patient safety, to 
development of the organization’s internal quality processes 
and towards development and refinement of future devices. 
As it amasses, it will become a treasure trove. It is likely the 
FDA will reward organizations that are willing to share their 
data, with benefits such as reduction of regulatory burden. 
Because of the potentially large value of the data, some 
organizations will choose not to share publicly – perhaps 
sharing only the KPIs extracted from the data.

3.3.2 Streamlining the product-to-market process

For a business, potential upsides would be a reduction 
in time to market, reduction in the uncertainties of the 
regulatory process and the ability to release product 
updates on the timescale of sprints, than the timescale of 
previous FDA processing (typically in units of 6 months). In the 
long term, it is likely that these benefits will be realized, but 
shorter term, as the FDA and industry are sorting out how 
all this will work, a reduction in the uncertainties is unlikely 
and it’s not yet clear what the extent of the streamlining 
will be. In this initial period, while the processes are being 
developed, both organizations and the FDA will have to deal 
with significant unknowns.

The potential upside is being able to release a product, or 
multiple products, more efficiently. For example, one of the 
companies in the Pilot program, Pear Therapeutics, has at 
least ten products in its eFormulations™ development pipeline. 
The ability to get more of these products released into the 
market sooner will make a huge difference financially. 

In the startup world, one can expect that achieving the 
status of pre-certified will serve as a poker chip, which will 
unlock funding doors. Investors will be more interested in a 
company where it is clear there is a shorter regulatory path.

An implication of the pre-certification model is that there 
is a greater burden of proof on an organization. There 
are pros and cons to this. The pro is a greater degree of 
freedom and the opportunity for an organization to better 
determine its future. The con is the burden of creating 
systems to verify and validate that your organization’s 
processes are appropriate and sufficient and that the KPIs 
you choose will satisfy the FDA as well as be useful for you 
as an organization to monitor and validate your quality. 
Thus it is appropriate for the different constituents of your 
organization to have frank internal discussions of what KPIs 
will best drive towards success for each of these.

Could the Pre-Cert program help you? 

For now, the first question is: is it a software-only product? 
Since the pre-certification program so far only focuses on 
SaMD, It can only impact the software-only products. The 
FDA has said it intends to focus later on multi-functionality 
products, but has given no timeline on when it will shift its 
focus. 

The next question is: how well positioned are you to 
demonstrate your quality systems? Since the program relies 
on your ability to convince the FDA that you will be a good 
bet for releasing a quality product, you will need to evaluate 
how big a burden this will place on you and your business. Do 
you already have significant products on the market, where 
you have already demonstrated your abilities with monitoring 
quality and with the implementation of quality systems 
commensurate with the risk? If you have no SaMD products 
currently on the market, you will have a greater burden of 
proof to demonstrate that the FDA should trust you to monitor 
your own quality and to release safe products. In this case, 
you will need to assess the balance between the burden of 
creating that demonstration of evidence against how many 
products you plan to release, and in what timeframe. If you 
only plan on releasing a single product in the near future, it 
may not warrant the effort require to create the necessary 
internal systems and proving your systems to the FDA. If 
you already have numerous released SaMD products, or if 
you have a pipeline where you are counting on releasing 
multiple products, it will probably justify any up-front effort. 
Another factor to consider is the advantage of the pre-
certification status. Having that poker chip in hand may open 
certain doors. There are also the non-tangibles: the closer 
relationship with the FDA that comes with being pre-certified 
could have ongoing advantages.

Large businesses may have multiple organizations, each 
of which might separately need to become pre-certified. 
The decision is a function of quality systems deployed – if 
you have one company-wide quality system it is more likely 
you could be pre-certified across the entire company, 
particularly if products from the different organizations 
have similar risk profiles.
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3.4 Real-world data
Real-world data (RWD) are “the data relating to patient 
health status and/or the delivery of health care routinely 
collected from a variety of sources.” One of the current focus 
areas of the FDA is creating pathways that use real-world 
data in synergy with the approval process, such as with the 
Pre-Cert program.

The FDA has signaled its intention that Real-World Data 
(RWD) should play a larger role with the release of its 
guidance:45 

“FDA is issuing this guidance to clarify how we evaluate 
real-world data to determine whether they are sufficient for 
generating the types of real-world evidence that can be 
used in FDA regulatory decision-making for medical devices… 
Real-World Data (RWD) are data relating to patient health 
status and/or the delivery of health care routinely collected 
from a variety of sources. 

“Examples of RWD include data derived from electronic 
health records (EHRs), claims and billing data, data from 
product and disease registries, patient-generated data 
including in home-use settings, and data gathered from 
other sources that can inform on health status, such as 
mobile devices. 

“Real-World Evidence (RWE) is the clinical evidence regarding 
the usage, and potential benefits or risks, of a medical 
product derived from analysis of RWD. 

Under the right conditions, data derived from real world 
sources can be used to support regulatory decisions. 

“RWD and associated RWE may constitute valid scientific 
evidence depending on the characteristics of the data.”

Another approach to the use of real-world data can be 
to speed the regulatory process: create a non-regulated, 
consumer device to gather real-world data and use this 
data in developing a medical product and speed its 
approval. Rather than rely on the data from a clinical trial 
used to evaluate a device, now the real-world data will 
be used to assess the device on an ongoing basis, as well 
as to assess the company producing the device and the 
processes it uses.

3.5 How does AI fit in?
Clinical Decision Support (CDS) software is a rapidly 
growing, broad category of software tools intended to 
facilitate health care interactions by supporting the speed, 
consistency and quality of decisions made by clinicians. As 
described earlier, some parts of CDS play purely a support 
role in decision making. It can also be used in a more active 
role, right through to making a clinical diagnosis. Much will 
need to be sorted out as this role expands. ML/AI (Machine 
Learning/Artificial Intelligence) systems will come to play a 
greater and greater role in decision making. Early research is 
showing very promising results. 

In a Nature Perspectives article “Artificial intelligence powers 
digital medicine”46 clinical trial results are reported where 
AI systems equaled or outperformed physicians’ ability to 
diagnose: 

 � Skin cancer screening: In 2017, Esteva and Colleagues 
created a deep convoluted neural network that was 
able  
to differentiate images of malignant and benign skin 
lesions with performance comparable to a panel 
of board-certified U.S. dermatologists. In a test of 
sensitivity and specificity, the computer outperformed 
the average dermatologist in the test, and generated 
AUC values between 0.91 and 0.96

 � Diabetic retinopathy: In 2016, Gulshan et al. developed 
a deep neural network to evaluate images for diabetic 
retinopathy. The computer achieved an AUC of 0.97–0.99 
for detecting referable diabetic retinopathy

And in another interesting example of the entrance of AI  
into the medical world: “Arterys Inc.’s Cardio DL program 
applies deep learning, a form of artificial intelligence, to 
automate tasks that radiologists have been performing 
manually. It represents the first FDA-cleared, zero-footprint 
use of cloud computing and deep learning through AI in a 
clinical setting.”47
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3.5.1 Explainable AI

ML/AI systems are becoming more pervasive, and with this 
comes a problem. How can we know how they decided what 
they decided? They are often a ‘black box’, and with that 
comes risk. If a system diagnoses a medical condition and 
we don’t know how it made that decision, can we trust it? 
How will we regulate it?

There is now an even greater impetus for Explainable AI: 
The European Union’s General Data Protection Regulation 
(GDPR)48 went into effect 25 May 2018. This is already having 
a major impact on what we do with data. For example, it 
requires “disclosure of any automated decision-making that 
is made on a solely algorithmic basis.”49 

Some argue that GDPR will hurt our ability to use new 
advances in AI: “EU’s Right to Explanation: A Harmful 
Restriction on Artificial Intelligence.”50 We are interested in 
particular about the impact on the medical domain: “What 
do we need to build explainable AI systems for the medical 
domain?”51

Explainable AI systems seek to resolve these problems. The 
idea is to wrap an AI system with the Explainable AI system, 
which ‘probes’ the system to understand how it is reaching 
its decision. 

Cambridge Consultants created a system to demonstrate 
these principles: “CES 2018 – from voice recognition to voice 
understanding.”52 This system identifies UK vs. US accents, 
as the example AI. There is then an Explainable AI system 
wrapped around the accent identification system that 
identifies how the accent identification system is making its 
decisions. This could be applied to any AI system, not just to 
the example accent demonstration, and thus can be used 
to make any AI system more understandable. It can also be 
used to diagnose an AI system, and better understand areas 
where it is not performing as well as expected.

Some of the theory behind this is explained in: “Explain 
yourself machine”:53

“Gaining human understandable interpretation into the 
workings of machine learning algorithms is a necessary step 
towards solving these problems and is currently an active 
field of academic research. Two approaches that show 
promise are Attention Mechanisms and Locally Interpretable 
Model-Agnostic Explanations (LIME). Attention Mechanisms 
analyse what part of the input data is used for each 
algorithm decision. In LIME, the input data undergoes a set of 
subtle changes in order to understand which changes have 
big impacts on the final decision. This process can shed light 
on the decision-making process.”

3.6 What’s next?
The following are our forecasts of the likely consequences of 
the current progress.

The Pre-Cert program has heralded a new level of 
cooperation between the FDA and industry, while the pilot 
program participants have been excited about the quality 
of interactions. Only with a high level of cooperation will it 
be possible to maintain customer safety while streamlining 
the processes. Such interactions can be expected to 
become the norm. This will lead to new approaches which 
will accelerate development and regulatory timelines. How 
well these new approaches work will depend on the quality 
of thinking produced by both the relevant FDA teams and by 
the companies initially participating in the process.

The use of real-world data is key to the Pre-Cert program, 
but can be expected to become key to all of the FDA’s work. 
By monitoring this data, the FDA and the organizations 
generating this data can be expected to discover potential 
problems earlier. Systems will be set up to capture, monitor, 
and analyze a growing conglomeration of data. Choosing 
which data and how this data will be analyzed will be key to 
a fruitful outcome. When this work is expanded from SaMD 
to SiMD it will have much wider consequences, and this will 
require working out much more complex issues.

The usefulness of SaMD will greatly increase, due to rapid 
advancements in machine learning, as well as the collection 
of larger datasets. Again, real-world data will be central to 
these developments.

As SaMD is better understood, changes in how SiMD will be 
regulated will evolve. 

The boundaries of what a device is and what claims can 
be made about it will be further explored, challenged, 
and clarified. This will initially increase confusion, as the 
boundaries evolve and emerge, but in the longer term will 
create clearer developmental and regulatory pathways.

Machine learning and AI will become major sources of 
innovation to the medical world. Just as self-driving cars 
are becoming a reality, automated systems of diagnosis will 
take a key position and will begin to routinely outperform 
physicians’ diagnostic capabilities. As with self-driving cars, 
interesting ethical and regulatory issues will need to be 
confronted as these evolve.

Similarly, with consumer products, machine learning and 
large accumulations of data will permit developing insights 
which have not been previously possible. This has the 
great potential for new products which will enable us to 
improve our relationship with our health and wellness. As 
we are more in tune with our health, we may well discover 
medical conditions much earlier, which could lead to better 
outcomes through timely treatment.
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Appendix A: FDA timetable
This table captures recent FDA developments relating to digital health. Many of the lines capture a guidance document 
released by the FDA. Such guidance documents are typically released first as draft guidance, then public input is sought and 
the guidance is rewritten to incorporate the feedback before final guidance is issued.

09 Feb 2015 Mobile Medical Applications final

29 Jul 2016 General Wellness: Policy for Low-risk Devices final

13 Dec 2016 21st Century Cures Act –

27 Jul 2017 Digital Health Innovation Action Plan –

2 Oct 2017 Requests for Feedback on Medical Device Submissions: The Pre-Submission Program and 
Meetings with Food and Drug Administration Staff

final

17 Nov 2017 Unique Device Identification: Direct Marking of Devices final

08 Dec 2017 Statement on advancing new digital health policies, with three guidances –

08 Dec 2017 Software as a Medical Device (SAMD): Clinical Evaluation – Guidance for Industry and 
Food and Drug Administration Staff

final

08 Dec 2017 Changes to Existing Medical Software Policies Resulting from Section 3060 of the 21st 
Century Cures Act

draft

08 Dec 2017 Clinical and Patient Decision Support Software draft

18 Dec 2017 Investigational IVDs Used in Clinical Investigations of Therapeutic Products draft

16 Jan 2018 Unique Device Identification: Policy Regarding Compliance Dates for Class I and 
Unclassified Devices

final

17 Apr 2018 Medical Device Safety Action Plan: Protecting Patients, Promoting Public Health –

27 Apr 2018 Multiple Function Device Products: Policy and Considerations draft
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Appendix B: Pre-Cert program timeline
This table captures some major milestones of the Digital Health Software Pre-Cert Program.

26 Sept 2017 FDA selects participants for the FDA Pre-Cert for Software

30 Jan 2018 Public Workshop: Developing the Software Precertification Program

26 Apr 2018 Publish Precertification Program Roadmap, Working Model, and Challenge Questions

10 May 2018 Digital Health Software Precertification User Session

19 Jun 2018 Publish Precertification Program Working Model Update

End 2018 Launch of Pre-Cert Program
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Appendix C: Multi-functionality guidance example
This is an example provided in the draft guidance Multiple Function Device Products: Policy and Considerations.54

Example: Skin cancer detection software application

Product A smartphone software (SW) application (app) that detects skin cancer from 
photos of suspicious lesions of moles.

Functions Device function-under-review:

 � SW app (SW)

Other function: 

 � Smartphone computing platform (HW/SW) 
 � Camera on the computing platform (HW/SW)

Impact of the other function on 
the device function-under-review

The SW app depends on the smartphone camera for the photos and depends 
on the computing platform for the analysis.

Increased risk or adverse effect of 
the other function on the device 
function-under-review

 � The output of the camera may not be adequate for detecting skin cancer 
resulting in misdiagnosis

 � The smartphone’s computing platform performance may not be adequate 
to support the software functions including the algorithm intended to 
detect skin cancer

Documentation demonstrating 
that the increased risk or 
adverse effect resulting from 
the combination of functions is 
mitigated

 � Document testing outcomes that demonstrate that there are adequate 
computing resources (including screen size and resolution) and error 
handling to accommodate the common computing platform, including the 
build-in camera

 � Document description of specific feature(s) with adequate testing 
outcomes that mitigate risk from software being used on a smartphone or 
inadequate camera

 � Documentation of specification for the use of the app with the camera and 
the computing platform

Assessment of other function(s) The smartphone platform is not evaluated. The software manufacturer is not 
responsible for EMC or electrical safety testing of a commercial smartphone 
when used as intended by the smartphone manufacturer.
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