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THE US PRESCRIPTION DRUG MARKET IS AN OUTLIER 

Americans spend more than anyone else on prescription drugs, and it’s 

only set to increase. The most recent QuintilesIMS report on prescription 

medicines states that spending in the US could reach $610 billion by 20211. 

So why are prescription drugs so expensive in the US and is there a way to 

use blockchain technology to reduce headline prices and improve access? 

Before we answer this question, let’s explore the high-level 
dynamics of pharmaceutical price setting in the US.

In healthcare systems around the world, a typical arrangement 
sees the government negotiating directly with the pharma 
companies to ensure low prices. Pharmacy Benefits Managers 
(PBMs) are unique to the US healthcare market, acting as 
intermediaries between insurers and pharma companies. PBMs 
set the formulary – a list of preferred drugs that an insurer will 
reimburse against – and in order to be included in the formulary, 
a pharma company must negotiate with the PBM to agree 
significant discounts and rebates. This mechanism creates an 
artificially high list price from which to discount, in turn driving 
up co-pay for patients and reducing access to drugs that do not 
make it on to the formulary2,3.

Currently negotiations on discounts and rebates are done behind 
closed doors leading to a lack of clarity on formulary restriction 
strategies. The common theme to all of this is a lack of trust in 
the stakeholders setting the drug price and calls from all sides 

for greater transparency in the 
entire drug supply chain4. 

At Cambridge Consultants, we 
have developed and deployed 
blockchain based systems for 
our clients capable of linking 
thousands of secure objects 

and petabytes of data whilst maintaining full traceability. We 
wondered if we could apply some of what we had learned from 
developing blockchain based supply chains for our clients in 
other industries, to the healthcare market.

BLOCKCHAIN, WHAT IS IT GOOD FOR?
Blockchain is the key innovation behind digital currencies 
such as Bitcoin and has enabled the building of a transparent 
transaction network between parties who do not necessarily 
trust each other. As such, it has quickly gained a reputation 
for being the best technology to enable trust and transparency 
whilst removing non-value adding components from the 
transaction chain. 

In simple terms, blockchain is a shared ledger; it is a permanent 
record of transactions that is securely duplicated to all nodes 
(computers) in a network creating a shared consensus that is 
immune to fraudulent activity. Because it does not rely on a 
single party to hold a single master database of all transactions 
it does not rely on trusting that single party not to alter that 
record, or fail to share data in a timely manner. 

In healthcare, traceability is key. Every drug or medical device 
placed on the market must have an unbroken chain of custody to 
ensure product quality, 
prevent supply chain 
tampering, and permit 
trace back to source in 
case of product failure. 
Whilst the unique device 
identifier (UDI) has been 
around for a while, the 
upcoming deadlines for serialized numerical identifiers (SNI) 
in the drug supply chain security act (DSCSA) have made the 
need for an auditable track and trace mechanism in the drug 
supply chain more acute. 

1 https://uk.reuters.com/article/us-usa-drugspending-quintilesims/u-s-prescription-drug-spending-as-high-as-610-billion-by-2021-report-idUKKBN1800BU

2 http://www.ncpanet.org/advocacy/pbm-resources/lack-of-transparency-and-higher-costs

3 P&T. 2017;42(5): 330,332-335 “PBM P&T Practices The HEAT Initiative Is Gaining Momentum”

4 https://www.prnewswire.com/news-releases/solutions-to-pbm-pricing-abuses-must-address-entire-drug-supply-chain-300538177.html

We have designed an 
open, transparent trust-
based mechanism for 
drug price negotiation.

To enable the full potential of 
negotiation of pharmaceutical 
supply a public blockchain is 
required to enable security 
and trust.
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Blockchain seems like a good platform to enable this traceability, 
and indeed the blockchain based MediLeger Project announced 
its first supply chain agreement in September 2017. MediLedger 
is a closed system by design, running on a private blockchain 
between a few trusted parties. Private blockchains certainly 
have their uses but are also limited by the small number of 
participants since many of the benefits of blockchain rely on its 
distributed nature. 

PUBLIC BLOCKCHAIN ENABLES FREE 
MARKET TRACEABILITY
To enable an open market, trust in the individual parties must 
be ensured, and blockchain can enable that trust. In a private 
blockchain system, trust is normally derived from a small 
number of authorities that control access, sometimes just one. 
Public blockchains, on the other hand, are available to many 
more potential traders and typically generate trust through 
the large number of distributed parties involved, opening the 
system up to many more potential traders5,6.

It works like this: a public blockchain validates transactions 
on the ledger using a consensus mechanism. The details are 
particular to specific blockchain implementations, but in most 
cases a new transaction must be seen as valid by a majority of 
the network to be accepted onto the ledger. This “majority” may 
be of total computing power, of specific nodes, or of some other 
investment depending on the specific blockchain. If some party 
were to gain control of 51% of the network, then they would be 

able to control and modify the entire ledger with the ability to 
falsify records or undo transactions at will. In general, private 
blockchains are small and, in principle, more vulnerable to such 
an attack. In contrast, public blockchains can have huge and 
diverse networks, rendering control of 51% by a single party 
effectively impossible.

To develop the full potential of a secure trading marketplace  
that’s open to a wide range of participants, our proposed system 
is best run on a public blockchain. 

WHEN TO USE BLOCKCHAIN

The additional trust enabled by blockchain comes with real-
world costs making tailored system design vitally important. In 
many system designs, the requirement to use blockchain as 
the trust mechanism 
simply does not 
exist and could be 
performed more quickly 
and at a lower cost 
with a simpler single 
authority mechanism. 
In particular, it costs 
real money to add data to a public blockchain; the validators 
across the network get paid for adding this level of security. It 
can become prohibitively expensive to add more than a few kb 
at a time, and the time taken to validate a transaction is around 
15 seconds. 

5 https://blog.ethereum.org/2015/08/07/on-public-and-private-blockchains/

6 https://www.reuters.com/article/us-banks-barclays-blockchain/barclays-says-conducts-first-blockchain-based-trade-finance-deal-idUSKCN11D23B

Seller offers products for sale via 
contracts. These are summarised to a 
list on the blockchain.

Buyer selects the most suitable 
contract and makes an offer to 
purchase against a single contract

Seller reviews bids and 
executes transaction, request
is broadcast to all nodes
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Nodes validate that the request conforms 
to the contractual terms and that all parties 
have FDA approval to trade

A new block is added to the 
blockchain, creating a 
permanent transaction record

description of 
pharmaceutical 
for sale 

description of  
offer limits 
and terms 

BUYING AND 
SELLING WITH 
BLOCKCHAIN

If you need to design a secure, 
shared, auditable system that is 
open to many trading parties, 
blockchain is the only choice.
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IT’S ALL IN THE DESIGN

To enable flexibility of trading, the market needs a mechanism 
to allow articulation of the commercial requirements of a 
range of deal types in addition to the basic purchase order 
and traceability mechanism. Ideally we would like to enable 
methods of:
 � defining and executing commercial bids
 � guide prices
 � offer prices
 � put and call options
 � time limits
 � indicators of provenance

With the addition of a few simple automatic mechanisms, the 
blockchain’s ledger could be extended to enable a broad range 
of financial instruments that ease market friction.

Fortunately, certain blockchain platforms have the facility to 
write nearly any conceivable mechanism into an automatically 
executing contract. These “smart contracts” exist entirely on 
the blockchain, so all rules apply equally to all users and are 
transparent and tamper proof. In this case we have designed 
a set of smart contracts to be deployed on the Ethereum 
blockchain, using the Solidity language; this allows us to write 
robust contracts with minimal opportunity for ambiguity.

ELEMENTS OF THE TRADING SYSTEM
To build our system we need five basic smart contracts:
 � First is the FDA approvals list. This is an authorization 

based trading relationship, and the FDA is the 
administrator of which parties can take which function 
within it. All FDA mandated decisions for marketability of 

a drug, or suitability of a supplier to act as a distributor 
must be securely recorded on the blockchain. Doing so 
maintains the established authority mechanism in a way 
that allows the network to automatically validate buy/sell 
orders. It is important that this information be recorded 
on the blockchain, as smart contracts are not necessarily 
able to respond to off-chain data.

 � The second is a list of contracts for sale – this is analogous 
to the order book in a trading system and works as an 
index of all product offers from each of the suppliers.

 � Third is a list of products required – this is a series of 
offers to purchase product, essential to smoothing supply 
by enabling a futures market.

 � Next are the Sell-side and Buy-side contracts. This pair of 
contracts covers the lot or item for sale. This is where most 
of the work gets done, so is necessarily a little more complex 
(Table 1). The contracts are essentially the same, except 
that the executing party is either upstream or downstream in 
the supply chain. This two-way pairing allows the PBM to act 
in a market-making role, but with far greater flexibility than 
before. The same contracts can be used by wholesalers, 
pharmacies, pharmacy groups or even in a secondary 
market, the only limits on trading being authorization and 
the capital available to the purchaser.

TRACEABILITY WITH MINIMAL COST AND COMPLEXITY

The most fundamental part of each contract is the ability to 
enable traceability, but we need to express that in an efficient 
way so as to make validation easy and minimise cost without 
incurring fraud risk. In a supply chain logistics system, the 

PRODUCT DETAIL TRACEABILITY BIDS CONTRACT STATUS

SELL-SIDE Drug name (molecule ID)

Quantity available

Date of fulfilment

Date of expiry

Guide price

Originator ID 

Batch ID

Contract ID

SNI/UDI Aggregated ID

FDA approved ID

Bid offer

Expiry of offer

Trade execution record: 
Selected offer to buy

Date/time

Status: Paid, Received, 
Disputed, Closed

BUY-SIDE Drug name (molecule ID)

Quantity required

Date of required

Shelf life required

Originator ID 

Batch ID

Contract ID

SNI/UDI Aggregated ID

FDA approved ID

Offered price

Offer expiry

Fulfilment date

Trade execution record: 
Selected tender

Date/time

Status: Paid, Received, 
Disputed, Closed

Table 1: Overview of buy-side and sell-side smart contract fields
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unique serial number is applied to the smallest saleable unit, 
meaning that a single product lot might contain thousands of 
serial numbers. Validation of the serial numbers is unwieldy 
for the end user so the packing system will typically aggregate 
groups of product into nested packages, using sub-lot numbers 
to speed the process of traceability. 

In a similar way, our sell-side smart contract for the trading 
platform needs an easily verified mechanism to aggregate 
serial numbers. We have implemented this as a cryptographic 
accumulator; this is a mathematical one-way membership 
function that permits any party to check that the serial number 
belongs to that contract, and has the advantages of neither 
storing all serial numbers on the blockchain (at great expense) 
nor revealing all of them. 

Each contract comes with a number that is the accumulation 
of all serial numbers in that lot. In order to verify that the drug 
is authentic the verifier uses the accumulator along with details 
from all previous contracts in the chain to trace back to the 
source. This method is tolerant to arbitrary re-batching, and in 
the case that contamination of product is identified the source 
may be quickly discovered, other potentially contaminated lots 
identified and in the case of fraudulent activity, the permission 
to trade on the blockchain removed.

DYNAMIC PRICING

One of the drawbacks of the current system for drug pricing 
is that the prices are negotiated and fixed and do not take 
into account current market conditions. The value of drugs 
may increase or decrease depending on their availability and 
remaining shelf life respectively. As a result a secondary market 
has evolved that allows third parties to buy up drugs during 
shortages in supply and make a quick profit. To help prevent 
this from happening, the trading mechanism we have designed 
permits buyers to offer contracts for tender in addition to sellers 

offering products. This two-way information flow allows supply 
to meet demand more effectively, potentially reducing price 
fluctuation. In a similar way, adding transparency around expiry 
or even outcomes data could be used to enable dynamic pricing 
on the open market, with the true value of pharmaceuticals 
being determined in real time as new information becomes 
available or as product reaches expiry. 

CONCLUSION
Drug costs are higher than they need to be, in part due 
to a lack of transparency in the US market on how pricing 
strategies are set. Blockchain is a transparent mechanism for 
providing track and trace in the pharmaceutical industry for 
both products and prices. 

We have shown that with the right combination of underlying 
technologies, careful system design and smart contracts, 
blockchain can be used to create suitable trading tools to reduce 
market friction, much of which is caused by legacy trading 
relationships that are mired in a lack of trust and transparency. 

Blockchain technology can also transform secondary wholesale 
markets because transparent pricing and flexible trading 
smooths out fluctuation, curbing quick profits from supply 
shortages and reducing the risk of counterfeit drugs entering 
the market.

The existential threat to the PBM from disintermediation 
from new disruptive threats such as Amazon or vertical 
integration can be addressed by actively engaging in the 
design of an open system that puts the PBM at the heart 
of market-making activity. Transparent formulary design 
strategies should provide the opportunity for all relevant 
pharmaceutical companies to be listed, permitting greater 
choice for consumers, reducing artificially high list prices and 
in turn lowering out of pocket expenses. 
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For more information, or to discuss how this 
approach could fit your business, please contact:

Jaquie Finn, Head of Digital Health 
Jaquie.Finn@CambridgeConsultants.com

Joe Corrigan, Medical Technologist 
Joe.Corrigan@CambridgeConsultants.com

John-Mark Allen Blockchain Expert 
John-Mark.Allen@CambridgeConsultants.com

About Cambridge Consultants
Cambridge Consultants is a world-class supplier of innovative product 
development engineering and technology consulting. We work with 
companies globally to help them manage the business impact of the 
changing technology landscape. 

With a team of more than 750 staff in the UK, the USA, Singapore 
and Japan, we have all the in-house skills needed to help you – from 
creating innovative concepts right the way through to taking your 
product into manufacturing. Most of our projects deliver prototype 
hardware or software and trials production batches. Equally, our 
technology consultants can help you to maximise your product 
portfolio and technology roadmap.

We’re not content just to create ‘me-too’ products that make 
incremental change; we specialise in helping companies achieve 
the seemingly impossible. We work with some of the world’s largest 
blue-chip companies as well as with some of the smallest, innovative 
start-ups who want to change the status quo fast.

Cambridge Consultants is part of the Altran Group, a global leader in 
innovation. www.Altran.com
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