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Executive summary 

In recent years Ofcom has highlighted several priority areas to help and support the growth of the internet 

of things (IoT), which is set to enable large numbers of previously unconnected devices to communicate 

and share data. Working with industry and Government, Ofcom aims to create a regulatory environment 

which fosters investment and innovation in the emerging IoT. 

The services enabled by the IoT span many sectors – from driverless cars to ‘smart farming’ in agriculture 

and automated energy grids, as well as healthcare and much more. These new services will have the 

potential to deliver significant benefits to citizens and consumers. 

This report identifies important applications, enablers and inhibitors and reviews progress in the IoT over 

the past two years. As connected devices become more common, it is important that careful 

consideration is given to the future direction of the IoT sector. 

We have identified applications of the IoT in 12 important market sectors. This research is built around 

these and draws on a model we have developed to forecast the expected number of connections in the 

UK for each application between 2016 and 2024. 

The industry lacks a standard definition of the IoT. We have used a definition which requires applications 

in a typical installation to satisfy five criteria. They must: 

 be embedded in everyday objects 

 use an embedded microprocessor 

 connect via the Internet 

 use interconnected networks 

 use standardised communications 

This definition excludes some devices which use wireless links, such as the distributed sensors in a 

burglar alarm system or radio-frequency identification (RFID) tags which enable items to be identified and 

tracked. It also means that numbers provided by other industry commentators may not be directly 

comparable to our forecasts. 

The model predicts exponential growth of the IoT over the coming years – with about 156 million 

connections in 2024. The main sectors using this technology will be automotive, consumer electronics 

and fast moving consumer goods (FMCG), and utilities. 

The key conclusions from the analysis are: 

 Technical and market developments point to the future success of IoT: We expect the IoT 

will shift from being a relatively poorly understood technology to a mainstay of many people’s 

lives. Evidence from previous ‘step-change’ technologies, such as personal computing, the 

internet, smartphones and tablets, suggests that once applications deliver clear consumer 

benefits, they move rapidly from niche to mainstream. 

 There is no single internet of things: The IoT spans many independent sectors where there is, 

in some cases, little or no overlap. These sectors all face different pressures and challenges, 

meaning that the way the IoT is applied in one area may be considerably different from another. 

On top of this, there is currently limited standardisation among IoT devices which means 

economies of scale are hard to achieve and costs are high, making an IoT business case 

challenging. 

 Progress has been slow: Despite the hype, progress of IoT services has been slow.  A number 

of standalone services with strong business cases have acted as early exemplars of IoT services 

and technology, such as smart metering of energy usage. However, the business case for many 

applications only supports widespread adoption when the infrastructure for the IoT is in place. 
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 New technologies will enable faster growth: As several new technologies become more 

established and mature further the demand for IoT solutions will increase and the cost of 

delivering them will come down, driving demand up. The emergence of devices directly connected 

to the Internet will be critical to high volume success. Whilst some use cases are well suited to 

connecting to a local hub, such as a smartphone, many more applications require direct, wide-

area connectivity. In addition, the low cost of large-scale processing from cloud services and the 

availability of low cost sensors will increase the number of applications that can be delivered 

cheaply. 

 Policymakers have a key role in fostering innovation and growth, and protecting 

consumers: A key policy element is to ensure that those delivering or using IoT services can 

make informed choices around their data holding and network security. This includes increasing 

consumer awareness of the importance of security and facilitating industry-led solutions that help 

to drive secure-by-default design and respect for consumers’ data and privacy. 

Overview of key growth sectors 

IoT is expected to be deployed in a broad range of applications. 

Of the many applications of the IoT, a small number will account for the majority of connections 

We identified 168 applications of the IoT, grouped these into 12 sectors and modelled the number of 

connections for each application from 2016 to 2024.  

Figure 1 shows the 12 key sectors by number of connections in 2024. This shows that the IoT will be 

dominated – in terms of the number of connections – by three sectors: automotive, consumer electronics 

and FMCG, and utilities. 

 

Figure 1 – Forecast connections in 2024 by sector 
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The model shows that by the end of 2016 there were estimated to be approximately 13.3 million IoT 

connections in the UK. This is expected to grow at a compound average growth rate (CAGR) of 

approximately 36%, to 155.7 million connections by the end of 2024, as shown in Figure 2 below. 

 

Figure 2 – Forecast connections by sector from 2016 to 2024 

In 2016 the total number of IoT connections was dominated by wearable devices, such as smart watches, 

and smart meters, which together account for 60% of all connections. Many other applications are gaining 

some adoption, including those with relatively basic use cases and strong commercial drivers, such as 

smart street lighting which reduces operating costs.  

The bulk of the growth in the number of connections up to 2024 is expected to come from applications 

which are already well understood and where there are strong commercial incentives or regulatory 

measures pushing them forward. An example of this is automatic calling for emergency assistance from a 

vehicle in the event of a collision, known as ‘eCall’, which was first proposed in 1999 and will become 

mandatory for new cars in the EU from April 2018. 

However, analysing applications of the IoT in terms of the number of connections does not provide the 

whole picture. The value delivered to a user, or a community, by a specific application cannot be 

measured simply in terms of the number of connections expected in the future. Applications such as 

monitoring medical patients remotely may provide significant health benefits and improved quality of care 

while requiring a relatively small number of connections. 

There are a number of factors that will impact the adoption of the IoT across all sectors 

The IoT ecosystem is complex and has many stakeholders, which will impact the rate of its adoption. The 

chart in Figure 3 shows the main considerations affecting different levels of the IoT ecosystem. This 

diagram is separated on the vertical axis by different levels in the ecosystem. For each level, the 

important enablers and inhibitors are provided, along with the key technologies and players. At the market 

level, the principal payers and beneficiaries for the IoT ecosystem are listed, as differences between 

these stakeholders have implications for the business models required to enable investment. At the level 

of factors external to the ecosystem, the key drivers and barriers are provided. 

13.3

21.7

31.4

43.6

59.8

82.4

104.1

127.2

155.7

0

20

40

60

80

100

120

140

160

180

2016 2017 2018 2019 2020 2021 2022 2023 2024

C
o

n
n

e
ct

io
n

s 
(m

ill
io

n
s)

Emergency services and national security

Retail and leisure

Intelligent buildings

Construction

Agriculture and environment

Healthcare

Manufacturing

Supply chain

Smart cities

Utilities

Consumer electronics and FMCG

Automotive



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 6 of 143 

 

 

Figure 3 – Ecosystem summary for IoT 

From the research in this report, we have found four major areas that are applicable across many of the 

sectors investigated and should be considered in the context of future policy and regulation. These are: 

 Connectivity is fundamental to market adoption: Many applications require universal coverage 

from a network with low connection and service costs.  

 The impact of a security breach could be significant: Weak security has already been proven 

to enable hackers to access personal information or to create ‘botnets’ of thousands of computers. 

 Privacy concerns prevail across sectors: There is a lack of awareness of the potential impact 

of IoT, meaning users may inadvertently share personal data without realising the implications of 

doing so. 

 The business case is still challenging: The initial business case to provide connectivity 

infrastructure is both risky and complex, but future incremental applications face a lower cost base 

once connectivity is already available. 
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1 Introduction 

Ofcom has an on-going programme of work to conduct research and monitor industry and technological 

developments. This assists in remaining informed about new advances and the impact that they might 

have on the sectors which Ofcom regulates. In recent years Ofcom has explored and identified priority 

areas to help and support the growth of the internet of things (IoT). 

IoT is a network of devices that are connected to the internet via communications technologies, in order 

to provide a range of new and innovative services and applications. Networks and devices which are 

capable of realising large scale applications have recently begun to emerge. Truly widespread adoption 

has yet to be reached, and both the technological standards and competitive landscape are yet to fully 

develop. However, as connected devices become increasingly commonplace it is important that careful 

consideration is given to the future direction of the IoT sector. 

In April 2014 Ofcom published research
1
 which it had commissioned on IoT/M2M application 

characteristics and their potential impacts on spectrum. The research suggested that almost all IoT/M2M 

applications were expected to use either licence-exempt spectrum for short range communications such 

as Wi-Fi, Bluetooth and others, or wide area cellular technologies over licensed spectrum such as GPRS, 

UMTS/HSPA and LTE. 

Since that research study was published, there have been a number of important developments. These 

include the standardisation of some low power wide area (LPWA) technologies such as LoRaWAN and 

NB-IoT, and investment in deployments of IoT technologies across different industry sectors. 

Ofcom has asked Cambridge Consultants to review progress in the IoT space since mid-2014. In this 

report, we have summarised the changes in the market and the latest deployments, and reviewed the 

different business and connectivity models that deliver services and applications. 

In discussion with market sector experts, we have identified applications of IoT in 12 key market sectors 

and structured our research around these sectors. We have created a market forecast model built on the 

expected number of connections in the UK for each application between 2016 and 2024. This model has 

been used to identify the applications that are expected to drive the adoption of IoT. 

The subsequent sections of this report provide the findings of our review in the following structure: 

2. Technology and market developments since mid-2014 

Review of the how IoT technology has changed and progress in market adoption since mid-2014 

3. Overview of key growth sectors 

Description of the approach we adopted in forecasting IoT adoption in market sectors and 

applications from 2016 to 2024 

4. Impacts by sector 

Twelve key sectors have been identified in which IoT will have a major impact, and for each of 

these the market changes, adoption and forecasts are analysed 

5. Focus on smart cities 

Smart cities are a major application area for IoT and there are specific considerations in this sector 

which are reviewed 

6. Focus on connected vehicles 

The connected vehicles sector has seen a significant increase in focus in recent years and some 

considerations specific to this sector are reviewed 

7. Potential impact on policy and regulation 

Summary of the implications from our research findings for policy and regulation 

                                                      
1
 See: https://www.ofcom.org.uk/research-and-data/technology-research/2014-reports/m2m-spectrum 
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8. Conclusions 

The key conclusions from our study 

Appendices 

A. Applications by sector 

Explanation of the sectors and applications used in the model 

B. Approach to forecast modelling and model mechanics 

Explanation of the approach taken to modelling future demand 

C. Definition of IoT  

Our definition of IoT used to derive the forecasts 
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2 Technology and market developments since mid-2014 

Since mid-2014, there have been a large number of developments in both IoT technology and market 

adoption. Standardisation has progressed significantly and we now have a globally harmonised standard 

for cellular IoT connectivity. Public networks, such as that by Arqiva and Sigfox, are starting to be 

deployed but it is clear that there is still a long way to go before we get universal coverage of networks at 

a price point consistent with the value of many IoT applications. 

This section has the following structure: 

 2.1 Technology evolution and development 

 2.2 Progress in standardisation 

 2.3 Deployments of live networks 

 2.4 Deployments of test beds 

 2.5 Changes in attitudes to privacy and security 

 2.6 Changes in barriers to commercial deployments 

 2.7 Government activity and support 

2.1 Technology evolution and development 

There has been significant movement in the available technology for connecting IoT systems and a 

number of early deployments, both in the UK and overseas. Developments in technology have been in 

both the cellular space and with new technologies, primarily operating in licence exempt spectrum, that 

offer new operators or organisations the chance to build an independent IoT network. 

Current IoT products often use a local area connection to a hub before then connecting to the wider world 

through the use of cellular, Wi-Fi or fixed network technology. An example of this is the Google Nest 

thermostat, which acts as a hub between connected home devices and the home Wi-Fi network, allowing 

data to egress and ingress via the home’s fixed broadband connection. 

Most of today’s wearable and connected consumer devices use a Bluetooth or similar connection from 

the device to the owner’s smartphone, to provide a connection to the broader internet and applications 

that provide appropriate user interfaces. As shown in Figure 4, the user’s device acts as a local hub 

between a wide area connection and the IoT device. 

 

Figure 4 – IoT architecture with a local hub 

Perhaps the biggest development over the last two years has been the maturing of technologies that 

allow direct connectivity to end devices from a traditional base station architecture, rather than requiring a 

local hub. These technologies are typically referred to as Low Power Wide Area (LPWA) technologies 
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and there are a number of competing standardised and proprietary solutions available or announced. This 

development is shown graphically in Figure 5 below. 

 

 

Figure 5 – Direct connection offered by LPWA technologies 

Typically, these LPWA technologies are designed to allow terminal devices (such as parking sensors, 

smart meters, etc.) to operate for around 10 years on a simple battery while offering a very low cost of 

connection. This drive for energy efficiency means that all of the LPWA technologies offer a similar 

performance, with data rates of tens or hundreds of bits per second (bps) and a very limited number of 

messages per day. To optimise power usage, they often only activate receive mode immediately after 

transmission, since running receivers continuously is very energy intensive. 

2.2 Progress in standardisation 

The early days of LPWA connectivity were driven by proprietary solutions, such as Sensus
2
 for smart 

metering, which allow a fast time to market but typically tie users in to a single supplier. Standardised 

solutions typically take longer to emerge as they require agreement from multiple stakeholders but, as 

evidenced by the cellular industry and Wi-Fi, drive economies of scale that are needed to enable mass 

adoption. 

In LPWA, standards are now available for both upgrades to existing cellular infrastructure deployed by 

mobile network operators (MNOs) and standalone solutions that can be deployed by new entrant 

operators. We are also seeing the evolution of standards to further optimise the short-range technologies 

that allow very cheap connectivity via an intermediate hub. 

This subsection discusses the technologies which provide connectivity for the IoT and their levels of 

standardisation, which are summarised in Table 1 below. 

Technology Data rate Spectrum 
Standardisation 

approach 
Comments 

eMTC 

(also known as 

LTE-M or LTE 

Cat-M1) 

1 Mbps Licensed Standardised by 3GPP Expected to be more 

expensive than other 

LPWA technologies, but 

offers higher data rate 

                                                      
2
 See: https://www.arqiva.com/news/press-releases/arqiva-signs-625-million-contract-to-provide-smart-metering-communications-

service/ 
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Technology Data rate Spectrum 
Standardisation 

approach 
Comments 

NB-IoT 

(also known as 

LTE Cat-NB1) 

20-60 kbps Licensed Standardised by 3GPP Expected to be a software 

upgrade to existing 

infrastructure, and 

cheaper than other LPWA 

technologies 

EC-GSM 10 kbps Licensed Standardised by 3GPP Expected to be a software 

upgrade to existing 

infrastructure, but will lose 

out to NB-IoT in most 

markets 

LoRaWAN 250 bps to 50 

kbps 

Licence-exempt Developed by Semtech, 

the on-going 

standardisation by the 

LoRa Alliance  

A growing ecosystem of 

certified devices 

Weightless Various Weightless N: 

Licence-exempt 

Weightless P: 

Licence-exempt 

Weightless W: 

TV whitespace 

spectrum 

Weightless SIG Limited commercial 

activity to date 

Bluetooth Low 

Energy 

Various Licence-exempt Standardised by the 

Bluetooth SIG 

Widely adopted for short-

range communications in 

consumer electronics 

802.15.4 

(which ZigBee 

and Thread are 

built upon) 

Various Licence-exempt 802.15.4 is standardised 

by the IEEE, and ZigBee 

and Thread apply 

additional protocols 

Supports short-range 

mesh networks 

5G Various Both licensed 

and licence-

exempt 

Standardised by 3GPP Designed to support IoT 

from the outset, but 

standardisation is only just 

beginning and is several 

years from being available 

at scale 

Table 1 – Summary comparison of leading the standardisation of IoT connectivity technologies 

There is currently a range of competing technologies for the connectivity of IoT devices, each making 

different design compromises between such considerations as data rate, device battery life, range, 

spectrum usage and the number of devices supported. Over time this level of fragmentation of 

technologies is expected to reduce as a small number emerge as leaders and gain sufficient scale to 

drive reduced module costs. 
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2.2.1 eMTC and NB-IoT 

A major development in 2016 has been the standardisation of technologies designed to upgrade existing 

cellular infrastructure to support IoT services. 

The first of these is a simplification of existing LTE technology, known as enhanced for machine type 

communications (eMTC), also called LTE-M or LTE Cat-M1. It can operate at a lower peak bit rate of 1 

Mbps, allowing reduced complexity and cost in the receiver and also longer periods between 

transmissions, to extend battery life. Due to its higher offered data rates, it is expected to be more 

expensive than other LPWA technologies but this higher bandwidth makes it suitable for additional 

applications and use cases, such as enhanced tracking and health monitoring. 

The second major development is a true LPWA technology, known as Narrowband IoT (NB-IoT), also 

called LTE Cat-NB1. It was standardised in June 2016 by 3GPP
3
, the body responsible for global cellular 

standards. NB-IoT is designed to target data rates of tens of kilobits per second (kbps) and to be much 

cheaper than existing mobile technology, by reducing system complexity. It is also intended to improve 

coverage over standard cellular technologies, enabling the deep in building coverage required for smart 

meters. NB-IoT has been designed to support more than 50,000 devices per cell, though Ericsson claims 

simulation results showing support for more than 200,000
4
. It has been designed for three distinct 

deployment cases: 

 Direct replacement for a 200 kHz GSM carrier, allowing a single GSM carrier to be swapped out 

for NB-IoT 

 Operation in LTE guard band, between LTE carriers 

 Using a portion of an LTE carrier, as a fully integrated component of an existing LTE signal 

The next iteration of 3GPP standards, Release 14, is expected in June 2017. Release 14 is planned to 

extend the initial NB-IoT standard to include support for positioning and a broadcast mode. 

Depending on the age of infrastructure already deployed by an MNO, NB-IoT is expected to be a simple 

software upgrade, meaning that it will be possible for operators to upgrade far more quickly than when a 

hardware solution is required. 

Vodafone has publicly stated that 85% of its European infrastructure can be software upgraded
5
. These 

software upgrades can be deployed without a site visit, allowing operators to upgrade their base stations 

rapidly and at low incremental cost. 

It is likely that European operators will deploy NB-IoT if software upgrade prices from equipment vendors 

are relatively low. The ease of deployment, with limited need for hardware upgrades, coupled with the use 

of existing site infrastructure can enable operators to deploy the network upgrades very rapidly if they 

perceive an appropriate business case. 

2.2.2 EC-GSM 

Another development in 2016 was the standardisation of the existing GSM standard to support IoT 

services. Extended Coverage GSM (EC-GSM) improves the link performance of standard GSM, allowing 

deeper in building penetration, in exchange for a reduction in bandwidth. In the same way that NB-IoT is 

an enhancement to LTE infrastructure, EC-GSM is an extension to existing GSM infrastructure. 

Like NB-IoT, EC-GSM is claimed to be a software upgrade to existing infrastructure
6
, and commercial 

deployments are expected from 2017. In urban areas, it is anticipated that operators will prioritise NB-IoT 

as it will better support their move from GSM to LTE through re-farming, but there could be a credible role 

for EC-GSM in rural areas and in developing markets. 

                                                      
3
 See: http://www.3gpp.org/news-events/3gpp-news/1785-nb_iot_complete 

4
 See: https://www.ericsson.com/thecompany/our_publications/ericsson_technology_review/archive/narrowband-iot-connecting-

billions-devices 
5
 See: http://www.vodafone.com/content/index/what/technology-blog/enabling-iot.html 

6
 See: http://www.gsma.com/connectedliving/extended-coverage-gsm-internet-of-things-ec-gsm-iot/ 
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The technology is backed by major equipment vendors such as Ericsson and Nokia, chipset vendors like 

Intel and Qualcomm and operators including KDDI and Orange. 

2.2.3 LoRaWAN 

LoRaWAN is designed to be deployed in the 868 MHz band in Europe, which is exempt from spectrum 

licensing. This makes it a popular solution for new-entrant operators, private networks providers and 

community networks that want to enter the LPWA market. 

The technology has been developed by a single vendor, Semtech, although they have opened up their 

ecosystem in an effort to build a global market. This is being led by the LoRa Alliance, a not-for-profit 

organisation responsible for the on-going standardisation and certification of devices and infrastructure. It 

has more than 180 members, including major companies such as Orange, Bouygues Telecom, Cisco and 

IBM. 

Silicon is currently only available from Semtech but Microchip and STMicroelectronics are both reported 

to be entering the market, meaning that LoRaWAN will no longer be dependent on a single supplier. 

LoRaWAN is designed to support more than 10,000 devices per access point, with data rates from 

around 250 bps to 50 kbps being typical, though with intermittent transmissions to meet a target terminal 

battery life of 10-20 years. It is also able to offer location based services using differential time of arrival 

techniques in order to work out the distance from a number of hubs to the terminal, and hence triangulate 

its location. 

There is a growing ecosystem of certified devices with more than 20 currently listed on the LoRa Alliance 

website
7
. 

2.2.4 Weightless 

The Weightless standards cover three main approaches: 

 Weightless N is very low cost and one-way only 

 Weightless P offers two way communications and is positioned as an alternative to proprietary 

LPWA network technologies 

 Weightless W is designed to provide two-way communications in TV white space spectrum 

The technology is developed, managed and certified by the Weightless SIG
8
, a not-for-profit trade 

association with members including ARM and Accenture. Although commercial activity to date has been 

limited, the Weightless SIG and ETSI signed an agreement in June 2016 to partner on ultra-narrow band 

(UNB) standards development. 

2.2.5 Bluetooth Low Energy 

Bluetooth Low Energy (BLE) has been the mainstay of connectivity for consumer IoT products released 

into the market to date. It forms a connection to a user’s smartphone, is highly power efficient and is 

marketed as ‘Bluetooth Smart’. The original standard that delivered BLE, Bluetooth 4.0, was updated in 

December 2014 to include additional features, such as improved security and IPv6 support, specifically 

targeting IoT. Silicon is widely available and BLE is now a standard feature on smartphones, as well as in 

many connected devices, such as fitness monitors, connected locks and localised item tracking. 

Bluetooth 5.0 was recently announced
9
 and products are expected on the market by early 2017. It is 

specifically targeting IoT applications, with a focus on increasing range. 

                                                      
7
 See: https://www.lora-alliance.org/Products/Certified-Products 

8
 See: http://www.weightless.org/ 

9
 See: https://www.bluetooth.com/news/pressreleases/2016/06/16/-bluetooth5-quadruples-rangedoubles-speedincreases-data-

broadcasting-capacity-by-800 
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2.2.6 802.15.4 (ZigBee, Thread) 

The underlying radio standard known as IEEE 802.15.4 is used by a number of competing standards, 

primarily targeting home automation. Each takes the basic radio standard and applies its own protocols 

over-the-top to deliver specific use cases and applications. The two most relevant to this report are 

ZigBee and Thread. 

ZigBee is a relatively old standard, having been standardised in 2003, but it is still widely available in 

devices such as connected switches and lighting controls. It is able to form a mesh network, allowing very 

low power radios to improve coverage and deliver service continuity throughout a building. 

Thread is a new evolution, and is the technology used within Google’s Nest system, in order to connect 

peripheral sensors back to the hub. Like ZigBee, it is designed to be a mesh network. Thread is 

standardised by the Thread Group
10

, which has members including ARM, Dialog, Qualcomm and 

Samsung. 

2.2.7 5G 

Looking further to the future, 5G is the first cellular standard that is being defined with support for IoT from 

the outset. Current standardisation work focuses on three main categories of use case for 5G: 

 Enhanced mobile broadband 

 Mission critical control 

 Massive Internet of Things 

Enhanced mobile broadband is intended to improve the user experience of mobile broadband services, 

primarily through the delivery of high data rates and support for a very high density of users. Mission 

critical control is intended to provide high levels of reliability and security, coupled with very low latency, to 

support real-time services such as vehicle-to-vehicle communications. 

Of most interest to this report is massive Internet of Things, which targets very long battery life, deep 

coverage, ultra high density of devices and low bit rate services. This strand is effectively the continuation 

of NB-IoT but supported by 5G infrastructure, rather than 4G. 

There is much debate about when 5G services will become commercially available but what is clear is 

that, with the standardisation activity only just beginning, it will be several years before 5G deployments 

and services reach significant scale. 

2.3 Deployments of live networks 

One of the major developments over the last two years has been the deployment of dedicated LPWA 

networks, with a number of different technologies competing for early customers. No networks are yet 

able to offer full national coverage for public access services but there are pockets of coverage appearing 

in the UK and overseas. 

These live networks are discussed in more detail in this subsection, and test-beds of less mature 

technologies are discussed in section 2.4. 

2.3.1 Smart metering networks 

The government’s plan to rollout 53 million smart meters by 2020
11

 is likely to be the largest IoT network 

in the country at that point. The delivery of connectivity is provided by Data Communications Company 

(DCC) as a regulated monopoly provider. 

Two different communications service providers have been selected to deliver connectivity: 

                                                      
10

 See: http://threadgroup.org/ 
11

 See: https://www.gov.uk/government/publications/2010-to-2015-government-policy-household-energy/2010-to-2015-government-
policy-household-energy#appendix-7-smart-meters 
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 Arqiva is building a network from scratch in the north of England and Scotland, based on 

technology from Sensus
12

, a US firm 

 Telefonica (O2) is adapting its existing cellular infrastructure to provide coverage in central and 

southern England 

The system is designed to offer nationwide coverage to units fixed in houses, with local connectivity at 

either 868 MHz or 2.4 GHz
13

 from the fixed hub to electricity and water meters. 

Arqiva also has live pilots for smart water meters, with deployments reported in both Reading and 

Newmarket
14

. The Newmarket trial is planned to extend to 7500 homes as part of a four-year contract
15

. 

2.3.2 LoRaWAN 

In the UK, there are some small deployments of LoRaWAN, including in London
16

, Oxford and Glasgow
17

 

but it is not currently deployed by UK mobile operators. Although there is little reported activity in the UK 

at present, there are many global deployments announced by operators. Interestingly, some of these are 

by licensed cellular operators who also have options to other technologies. KPN in the Netherlands is 

reported to be building a nationwide network, with an aim to connect 1.5 million devices initially. The 

biggest planned LoRaWAN network currently reported is by Tata in India, which has announced plans to 

cover 400 million people with its network, targeting New Delhi, Mumbai and Bangalore. 

Of particular note is a new crowd-sourced operator, The Things Network (TTN)
18

, which is aiming to act 

as an enabler to allow users to readily deploy their own LoRaWAN networks. Like many other internet-

based collaborative projects, TTN uses volunteers to develop and optimise open source code and 

coordinate the deployment of local networks. It provides its own hardware solutions, to simplify the role of 

the network owner. 

TTN claims deployments in almost 200 cities worldwide
19

 and a network of 19 gateways in its original 

network in Amsterdam. Anyone is able to purchase gateways for EUR250 each. It also offers 

experimentation kits, such as a LoRaWAN-connected Arduino board for EUR50 and a node with sensors 

for movement, light and temperature that costs EUR70. It is using a Kickstarter project to fund this initial 

development of low-cost gateway and terminal products
20

. 

2.3.3 Sigfox 

Sigfox is a French company that has developed an ultra-narrow band (UNB) technology, operating in the 

868 MHz band and is building its own networks in France, Germany and the USA. It reports nationwide 

coverage in France and six major cities in the USA whilst its German network is not yet live. In many 

other countries, including the UK, it has licensed its technology to partners who have the exclusive right in 

that country to build a network. In the UK, Sigfox’s partner is Arqiva. 

To support the infrastructure, dedicated silicon is available from both Atmel and On Silicon and Sigfox 

lists a number of third party module providers. This means that although there is only one developer of 

the core technology and one network per country, there is competition in the supply of products. 

Arqiva reports current coverage of 30% of the UK population, across 11 major cities and 54 towns. These 

include Birmingham, Bristol, Leeds, Leicester, Liverpool, London, Manchester and Sheffield
21

. 

                                                      
12

 See: https://www.arqiva.com/news/press-releases/arqiva-signs-625-million-contract-to-provide-smart-metering-communications-
service/ 

13
 See: https://www.smartdcc.co.uk/media/406005/dbch.pdf 

14
 See: https://www.arqiva.com/overviews/smart-metering/smart-water-networks/ 

15
 See: https://www.arqiva.com/news/press-releases/arqiva-selected-to-deliver-smart-water-metering-trial-for-anglian-water/ 

16
 See: https://iotuk.org.uk/londons-first-lora-base-station/ 

17
 See: http://www.landmobile.co.uk/news/lora-kickstarting-iot-innovation-in-the-uk/ 

18
 See: https://www.thethingsnetwork.org/ 

19
 See: https://www.thethingsnetwork.org/community 

20
 See: https://www.kickstarter.com/projects/419277966/the-things-network/description 

21
 See: https://www.arqiva.com/news/press-releases/wireless-logic-unlocks-iot-for-customers-with-arqiva-sigfox-partnership/ 
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The technology is targeted at applications such as smart metering, security systems, smart smoke 

alarms, asset tracking and intrusion detection with very low bandwidth demands, with a maximum of 

around 50 kilobytes of traffic per month. 

Although it is a proprietary technology, its investors include a number of global MNOs, including 

Telefonica, SK Telecom and NTT DoCoMo. 

2.3.4 Telensa 

Telensa is a UK-based company that has developed its own UNB technology, initially for street lighting 

control. Like Sigfox, it operates in the 868 MHz licence-exempt band. The original lighting control 

proposition has been extended to include a range of broader ‘smart city’ solutions such as car parking 

space monitoring, road gritting and general metering and monitoring applications. 

Telensa offers complete end-to-end solutions from sensors to network and applications, targeted at local 

government customers with much of the business case based on energy saving from having greater 

control of street lighting. Telensa claims 700,000 connected street lights connected in the UK, with a total 

global deployment of 1 million units across nine countries
22

. 

2.3.5 Ingenu 

Although not currently deployed in the UK, Ingenu is building a proprietary LPWA network in North 

America and also claims a number of private networks worldwide. It operates in the globally allocated 2.4 

GHz Industrial, Scientific and Medical (ISM) band, also used by Wi-Fi and Bluetooth. 

Ingenu is operating a dual-pronged approach to the market, developing the core radio technology to be 

sold to operators and integrators, and also becoming a network operator in its own right. It currently 

claims to have 38 private networks deployed across all continents. Its RF modules have been integrated 

into commercial grade infrastructure monitoring solutions used by utilities and local governments. 

In the United States, it had publicly-stated plans to deploy a network in 30 cities, across 18 states, by the 

end of 2016
23

 and has a long term aim of covering 100 million people across the US. Despite these 

claims, the only reported coverage on its website today is in certain cities in Arizona, California, Indiana 

and Texas
24

. 

2.3.6 2G sunset 

Although not directly a network deployment, the decision by AT&T to turn off its 2G network by the end of 

2016
25

 is having a major global impact on the development of LPWA technologies and networks. There 

are many applications for machine-to-machine (M2M) communications that currently use GSM 

technology and companies like Ingenu and Sigfox are attempting to capitalise on this forced churn in the 

market. 

In the UK, there are no indications that 2G networks will be turned off in the near future and, elsewhere in 

Europe, Telenor has publicly stated that it will keep its GSM network live until 2025
26

 due to its support for 

deployed machine-to-machine communications services. 

2.4 Deployments of test beds 

Since NB-IoT and LTE-eMTC have only just been standardised, there are currently no commercial 

deployments, although they are expected to begin in 2017. However, there are many trials across the 

world, with some of the largest players in telecoms, such as Vodafone, Huawei and Deutsche Telekom, 

taking an active role. 

                                                      
22

 See: http://www.telensa.com/about/ 
23

 See: http://www.ingenu.com/technology/machine-network/ 
24

 See: http://www.ingenu.com/technology/machine-network/coverage-tracker/ 
25

 See: https://www.att.com/esupport/article.html#!/wireless/KM1084805 
26

 See: https://www.telegeography.com/products/commsupdate/articles/2015/06/03/telenor-norway-closing-down-3g-network-in-
2020-2g-switch-off-to-happen-five-years-later/ 
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2.4.1 NB-IoT 

Since NB-IoT was only standardised in June 2016, there have been no commercial deployments to date. 

However, many operators are undertaking trials and testing, with an expectation that they will launch 

commercial services during 2017. 

Vodafone has set up an NB-IoT open labs programme in the UK
27

, in partnership with Huawei. The 

purpose of this is to provide pre-integration testing capabilities for application developers in partnership 

with device, module and silicon vendors. Elsewhere in Europe, Vodafone has field trials of NB-IoT in 

Spain and Turkey. 

There is also significant interest from operators and vendors globally, including: 

 Deutsche Telekom has announced a prototyping “hub” to help early adopters develop products 

and services
28

 

 Etisalat and Huawei are trialling smart parking solutions in the United Arab Emirates
29

 

Several operators have stated plans to start commercial deployment during 2017, including China 

Telecom
30

, M1 in Singapore
31

, Telia in Sweden
32

 and Vodafone. Vodafone has announced that it will 

commercially launch NB-IoT in four European markets in Q1 2017
33

. 

2.4.2 eMTC 

Although NB-IoT has been the focus of most publicity around cellular-based IoT technologies, eMTC was 

also standardised at the same time. eMTC is an incremental adaptation of existing LTE technology and 

therefore requires fewer changes to equipment designs. The main change is the support of lower 

complexity modems that should allow lower cost products to be developed. Unlike NB-IoT which targets 

very low connection speeds, eMTC is designed to allow higher speeds and more data transfer, making it 

applicable to alternative use cases involving higher data throughput, such as real-time tracking and video 

monitoring. 

There is no public evidence of UK operators currently trialling eMTC but there are reports of operators 

elsewhere in the world testing applications and deployments, with the greatest activity in the United 

States: 

 Nokia and Korea Telecom trialled eMTC in January 2016
34

 

 AT&T is trialling the technology in applications including agriculture
35

 

 Verizon has announced plans to launch commercial service by the end of 2016
36

 

Although NB-IoT is expected to enable the very large number of use cases that require very low 

bandwidth connectivity and long battery life, it is anticipated that many wearable devices for tracking or 

those applications that require video streams, such as security monitoring, will use eMTC. 

2.4.3 EC-GSM 

There has been little reported activity in EC-GSM trials and test beds, with the highest profile trial being in 

Paris by Orange, Intel and Ericsson
37

. 

                                                      
27

 See: http://www.vodafone.com/business/iot/Huawei-and-Vodafone-Announce-Opening-of-Worlds-First-Narrowband-IoT-Open-
Lab-2016-04-26 

28
 See: https://www.telekom.com/innovation/317738 

29
 See: http://www.huawei.com/en/news/2016/3/the-First-NB-IoT-trial-of-Smart-Parking 

30
 See: http://www.mobileworldlive.com/asia/asia-news/china-telecom-targets-nationwide-nb-iot-coverage-next-year/ 

31
 See: http://www.zdnet.com/article/m1-nokia-to-build-singapore-nb-iot-network-roll-out-commercial-heterogeneous-network/ 

32
 See: https://www.telegeography.com/products/commsupdate/articles/2016/06/17/telia-ericsson-nokia-intel-invest-in-nb-iot-for-

2017-commercial-launch/ 
33

 See: http://www.fiercewireless.com/europe/vodafone-unveils-first-markets-for-nb-iot-launch-2017 
34

 See: http://company.nokia.com/en/news/press-releases/2016/01/26/kt-nokia-conduct-worlds-first-emtc-field-trial-on-lte-network 
35

 See: https://developer.att.com/blog/How-IoT-is-Transforming-Vineyard-Monitoring-and-Other-Cool-IoT 
36

 See: http://www.verizon.com/about/news/verizon-lte-network-technology-iot/ 
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2.5 Changes in attitudes to privacy and security 

The issues of privacy and security are distinct but heavily linked. Privacy refers to the protection of 

personal information and data, and security refers to protecting the network from malicious use. 

2.5.1 Privacy 

Awareness of privacy issues has increased since 2014, following a number of high level breaches and 

data privacy issues being regularly reported in mainstream media. In fact, a very high proportion of 

consumers will have been compromised in some way, given the breaches at massively popular services 

including LinkedIn, DropBox, Adobe and Tumblr. Despite both increased publicity and the fact of actual 

breaches, it is reported that consumers remain comfortable sharing information, as long as sharing it can 

be ‘traded’ for some benefit
38

. 

In many cases the value of a single data point is very low and may be anonymised, but when a very large 

number of data points are collected then their value in aggregate may be much higher and a user may 

even be personally identifiable through the data. This is even more of a concern when multiple disparate 

sets of data are combined, for example across multiple devices owned by an individual. 

One area of concern that has come to light is the centralised processing of audio data for speech 

recognition. An example of this is Mattel’s Hello Barbie product that uses voice recognition when a child 

presses the doll’s belt. The service is provided by a third party, Toy Talk
39

, and their privacy policy 

highlights they also pass speech data to further service providers. 

Samsung experienced reputational damage in early 2015 when it was discovered that its voice 

recognition system used on its smart televisions could also capture voice data and send it back for 

processing and monitoring. Following public concern, it was forced to change its policy and clarify what 

information was collected
40

. 

Following these examples, and many others, the staff of the US Federal Trade Commission published a 

report highlighting concerns about privacy and security
41

. In the UK, in response to the Ofcom 

consultation
42

, industry stakeholders have highlighted concerns about privacy within the context of IoT
43

. 

2.5.2 Security 

Security and privacy overlap when data exfiltration from IoT networks is considered, but security 

weaknesses can also allow malicious control of devices connected to the IoT. With many more end points 

connected than with current networks, and integrators seeking to harvest sensor information from a broad 

range of providers, the potential opportunities for hacking within IoT networks are huge. In the past two 

years there have been many examples of deployed “smart” infrastructure being poorly protected, 

including demonstrations of controlling traffic lights
44

 and reports of major parts of the electricity supply for 

western Ukraine being disabled
45

. 

There have also been recent reports of hackers gaining access to car management systems and being 

able to stop the vehicle whilst it is travelling
46

. In this case, hackers were able to compromise the car’s 

Wi-Fi connectivity and then gain access to the in car entertainment system, that was running on a Linux 

operating system. Although this system is not connected directly to the CAN-bus that controls the car’s 

operations, researchers were able to bridge that gap through changing code in a module that should only 

                                                                                                                                                                           
37

 See: http://www.landmobile.co.uk/news/ericsson-orange-and-intel-successfully-complete-ec-gsm-iot-trial 
38

 See: https://dma.org.uk/uploads/ckeditor/Data-privacy-2015-what-consumers-really-thinks_final.pdf 
39

 See: https://www.toytalk.com/hellobarbie/privacy/ 
40

 See: https://news.samsung.com/global/samsung-smart-tvs-do-not-monitor-living-room-conversations 
41

 See: https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-
internet-things-privacy/150127iotrpt.pdf 

42
 See: https://www.ofcom.org.uk/consultations-and-statements/category-1/iot 

43
 See: http://stakeholders.ofcom.org.uk/consultations/iot/next-steps/ 

44
 See: https://www.usenix.org/system/files/conference/woot14/woot14-ghena.pdf 

45
 See: http://www.reuters.com/article/us-ukraine-cybersecurity-idUSKCN0VY30K 

46
 See: https://blog.kaspersky.com/blackhat-jeep-cherokee-hack-explained/9493/ 
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have been able to listen to the CAN-bus. This is an advanced hack by experienced researchers but 

shows the importance of security designs within connected systems. 

There have been recent demonstrations of the risk of a large number of connected end points in the IoT 

being compromised and used maliciously. Many connected devices are shipped with factory default 

usernames and passwords
47

, making it simple for a hacker to gain access. Further, a large number of 

these devices run the Linux operating system, which means that they can be reprogrammed once access 

has been acquired. 

There are examples of large numbers of IoT devices used as a ‘botnet’ to deliver distributed denial of 

service (DDOS) attacks
48

. These attacks can be used to try and block websites and are a well understood 

approach to disrupt the operation of the internet. What is different about using IoT devices is the lack of 

security means that very large numbers of devices can be recruited. A widely reported botnet attack that 

generated 620 Gbps of traffic is reported to have consisted of more than one million devices
49

. 

2.6 Changes in barriers to commercial deployments 

There are many views about the barriers to the adoption of IoT solutions, with published material about 

consumer
50

, public sector
51

 and commercial deployments
52

. Although there are a number of domain 

specific concerns, there are also a number of common issues including: 

 Cost and business case 

 Integration with existing processes and operations 

 Security and privacy 

 Awareness of IoT and behavioural challenges 

Since IoT covers a very broad range of applications and sectors, target price points vary considerably. 

The consumer space is the most sensitive to price, as demonstrated by the widespread use of Bluetooth 

and Wi-Fi for connectivity, using the user’s broadband connection to pass data to cloud services. There 

are also suitable connectivity options for deployment in industrial applications, where a private network 

can be installed. 

The main barrier comes for products that need wide area connectivity at a low product and service cost. 

Typical tariffs for current cellular connectivity fall as low as around GBP9 per year
53

, which is considerably 

higher than the USD1 per year reported for a Sigfox connection
54

. To be competitive we such networks, 

we expect the forthcoming deployment of NB-IoT will enable mobile network operators to offer tariffs that 

are similar to those offered by Sigfox. 

One of the biggest difficulties with integration to date has been the need to use local hub systems and to 

develop bespoke software at multiple points in the value chain. The move to standardisation and 

commoditisation of connectivity technology will help to address that barrier. Although solutions based on 

existing cellular solutions are available, they are at a price point that is not appropriate for many identified 

IoT use cases. 

Many products that are forming part of the IoT were traditionally sold without an on-going commitment or 

customer relationship. Integration challenges and operational issues can impact user experience and 

                                                      
47

 See: http://www.forbes.com/sites/thomasbrewster/2016/02/17/hacking-smart-security-alarms/#102b0053260a 
48

 See: http://www.forbes.com/sites/thomasbrewster/2016/09/25/brian-krebs-overwatch-ovh-smashed-by-largest-ddos-attacks-
ever/#5ffa8d0f6fb6 

49
 See: https://www.hotforsecurity.com/blog/ddos-attack-by-massive-iot-botnet-takes-down-krebs-on-security-16742.html 

50
 See: http://rethink-iot.com/2016/01/15/accenture-points-to-uneasy-consumer-iot-adoption/ 

51
 See: https://iotuk.org.uk/wp-content/uploads/2016/08/IoT_Adoption_Security_Report.pdf 

52
 See: http://www3.weforum.org/docs/WEFUSA_IndustrialInternet_Report2015.pdf 

53
 e.g. https://www.podsystemm2m.com/m2m-iot-services/m2m-sims-price-calculator 

54
 See: https://www.cnet.com/news/sigfox-internet-of-things-network-heads-to-denmark-too/ 
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reduce confidence in IoT solutions. A recent example was the outage on the PetNet connected pet feeder 

that was widely reported to leave pets unfed for 10 hours
55

. 

There are now many providers offering elements of the IoT service chain as Platform-as-a-Service 

(PaaS) offerings. In these cases, specific building blocks are provided by specialists, easing the 

integration of a complete service. Such PaaS offerings include both connectivity and service 

management, with Cisco’s USD1.6 billion acquisition of Jasper Wireless in February 2016 demonstrating 

the perceived value of such platforms. 

Another key enabler is the widespread availability of cloud-based computing resource. Almost all IoT 

solutions require analysis of data that is collected, normally by passing sensor readings back to a central 

repository. Using cloud-based services will minimise the capital exposure in data platforms, allowing any 

solution to scale to meet demand as it grows. 

A process challenge faced by many companies is that they are used to selling products to users rather 

than maintaining an on-going relationship with them, as required to deliver a service. One of the key 

changes driven by widespread IoT adoption is the move towards these on-going services. We will also 

see a change in that connectivity is no longer valuable in its own right but enables an end-to-end service 

that is meeting the customer’s requirements. This means that, to fully mature, IoT needs to move from a 

‘technology push’ to a ‘service pull’ where those integrated services are seen to offer benefit to end users. 

Security and privacy have already been discussed in section 2.5 above and remain a barrier in many 

sectors. 

The lack of awareness of IoT solutions remains a barrier although media coverage is becoming more 

widespread with articles including coverage of new networks
56

, commercial applications
57

 and how IoT 

can improve our lives
58

. Early news stories focused on technology issues but now general interest articles 

are becoming widespread. 

The acquisition of processor manufacturer ARM by Softbank in July 2016 was widely reported to be 

driven by ARM’s strong position in IoT
59

. Activities from government backed initiatives such as IoTUK, 

commercial product launches and media interest will continue to raise awareness of IoT and is expected 

to reduce the barrier to adoption over time. 

2.7 Government activity and support 

The UK Government has recognised the value of IoT and has taken a number of steps to support 

innovation in this area. 

In its December 2014 review
60

 of IoT, the UK Government Office for Science made 10 recommendations 

for the government to promote IoT and position the UK as the world leader in this field. It identified eight 

areas for action, with specific recommendations for each: 

1. Commissioning 

2. Spectrum and networks 

3. Standards 

4. Skills and research 

5. Data 

6. Regulation and legislation 

7. Trust 

8. Co-ordination 
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 See: http://www.telegraph.co.uk/technology/2016/07/28/smart-feeder-outage-left-pets-hungry-for-10-hours/ 
56

 See: http://www.bbc.co.uk/news/technology-36710667 
57

 See: http://www.bbc.co.uk/news/technology-35782859 
58

 See: http://www.bbc.co.uk/news/business-36215293 
59

 See: https://www.ft.com/content/235b1af4-4c7f-11e6-8172-e39ecd3b86fc 
60

 See: https://www.gov.uk/government/publications/internet-of-things-blackett-review 
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In the March 2015 budget
61

, the UK Government announced that it would invest GBP40 million in 

research into IoT. As part of its remit to promote innovation by UK business, Innovate UK has established 

eleven Catapult centres each focused on a different area of technology. IoT is a key area of the Digital 

Catapult, but is also relevant to many of the sectors covered by other Catapults, such as the Future Cities 

Catapult, the Transport Systems Catapult and the Energy Systems Catapult. 

The Digital Catapult
62

 supports businesses by tackling large-scale digital challenges that are too complex, 

financially risky or will take too long for market forces alone to deliver. It works across a range of 

technology layers: connectivity technologies, data-driven technologies, Machine Learning and artificial 

intelligence plus immersive technologies such as virtual and augmented reality. 

In January 2016, the PETRAS Internet of Things Research Hub
63

 was launched, funded by a grant from 

the Engineering and Physical Sciences Research Council (EPSRC) and partner contributions totalling 

approximately GBP23m
64

. The PETRAS IoT hub is a collaboration between leading universities and 

business partners to explore critical issues to IoT such as privacy, ethics, trust, reliability, acceptability 

and security. It is running 22 projects across seven application areas: ambient environments, design and 

behaviour, health and care, identification, infrastructure, supple and control systems, and transport and 

mobility. These projects bring together academic research teams with partner businesses to address 

specific questions about the future of IoT. 
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3 Overview of key growth sectors 

This chapter provides an introduction to the identified growth sectors and an overall summary of the 

forecast growth in IoT connections. It has the following structure: 

 3.1 Identification of key sectors and applications 

 3.2 Approach to forecast modelling 

 3.3 Overview of forecast model output 

3.1 Identification of key sectors and applications 

There is no standard definition of IoT, and so we have adopted a definition which is described in 

Appendix C. It requires that applications in a typical installation satisfy five criteria: 

 End-points must be embedded in everyday objects 

 End-points must use an embedded microprocessor 

 End-points must connect via the internet 

 End-points must use interconnected networks 

 End-points must use standardised communications 

In discussion with market sector experts, we have identified 168 applications which conform to this 

definition. These applications fall into 12 key sectors, and within each sector we have identified groups of 

applications. 

A complete list of sectors and their associated groups is shown below in Table 2, and the full list of 

applications is provided in Appendix A. 

Sector Groups 

Agriculture and environment  Agricultural equipment and workforce 

 Crops 

 Energy and environmental monitoring 

 Livestock 

Automotive  Efficiency improvements 

 Emerging business models 

 Safety 

 Telematics 

Construction  Equipment monitoring 

 Materials monitoring 

 Site monitoring 

 Visualisation 



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 25 of 143 

 

Sector Groups 

Consumer electronics and FMCG  Audiovisual 

 FMCG 

 Household consumer goods 

 Other 

 Tracking 

Emergency services and national security  Emergency services 

 National security 

 Probation services 

Healthcare  Assisted living 

 General health monitoring 

 Hospital applications 

 Remote condition monitoring 

 Telemedicine 

Intelligent buildings  Building automation 

 Building efficiency 

 Building infrastructure 

 Security and safety 

Manufacturing  Maintenance  

 Process 

Retail and leisure  Customer engagement 

 Network infrastructure 

 Retail efficiency 

Smart cities and transport  Citizen monitoring 

 Civil emergencies 

 Environment and energy 

 Public connectivity services 

 Public health and social care 

 Public information and policy 

 Services and infrastructure management 

 Transport management 
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Sector Groups 

Supply chain  Goods monitoring 

 Transport and distribution 

 Warehousing and storage 

Utilities  Distribution management 

 Other 

 Smart metering 

Table 2 – List of sectors and groups included in the scope of this study 

In the context of this study, the automotive sector has a focus on the role of the connected vehicle itself 

rather than the wider Intelligent Transport System (ITS). These 12 sectors form the basis for the forecast 

modelling, as detailed in the remainder of this section. 

3.2 Approach to forecast modelling 

There are three levels of categorisation used within the modelling approach: sectors, groups and 

applications. The sectors were initially identified by our team, after which workshops were undertaken to 

capture all possible applications within each sector. As part of this process, some applications were 

rejected as unlikely to appear before 2024 and any similar applications were amalgamated where 

appropriate. Having identified a complete list of potential applications, these were grouped together so 

that similar applications could be considered alongside each other in the forecast modelling. Two further 

workshops were undertaken for two specific sectors to be considered in greater detail (smart cities and 

connected vehicles). These involved a more detailed approach to identifying potential applications, 

guided by groupings taken from previous work on the two sectors and initial research conducted on them. 

The output of these workshops is a list of 168 applications across 49 groups and the 12 sectors. The 

forecast model applies current data points and forecasts growth profiles to each of these in order to 

produce a connections forecast for the period 2016-2024 for each application. In the context of this study, 

a connection is considered to represent a single instance of an application. An individual device can have 

many connections; for example an embedded SIM in a vehicle may represent multiple connections – one 

for each of the applications it supports. 

3.3 Overview of forecast model output 

The output of the modelling approach is the number of predicted connections over the period 2016-2024 

for each of the 168 applications included in the model. The detailed results (i.e. split by application or 

group within each sector) are shown in the relevant sector subsection in section 4. We note that as the 

industry lacks a standard definition of IoT, numbers provided by other industry commentators may not be 

directly comparable to our forecasts. 

The overall modelling output is shown at the sector level in Figure 6 below. 
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Figure 6 – Forecast connections by sector from 2016 to 2024 

This shows that by the end of 2016, there are predicted to be approximately 13.3 million IoT connections 

in the UK. This is expected to grow at a CAGR of approximately 36% to 155.7 million connections by the 

end of 2024. 

In 2016, specific applications within the automotive, consumer electronics and utilities sectors dominate 

the total number of connections. These are generally based on relatively basic use cases with strong 

commercial drivers. For example, insurance telematics and fleet management applications offer 

immediate benefits in terms of improved estimation of risk or reducing operating costs. Similarly, smart 

street lighting presents a strong business case, whereby existing infrastructure may be upgraded as part 

of on-going maintenance in order to deliver cost savings as part of an incremental roll-out. In the utilities 

sector, a large number of smart meters have been deployed based on the perceived benefits in flexibility 

and billing and in part driven by government policy. 

The majority of the growth in the number of connections over the period is expected to come from the 

same three sectors (automotive, consumer electronics and utilities), as shown in Figure 7. In broad terms, 

the specific applications providing this growth are those that are already well understood, with strong 

commercial drivers behind them. However, in some instances other factors are driving growth. For 

instance, in the automotive sector both connected media and emergency calling applications are 

predicted to experience strong growth. In the former case, consumer pull is a major factor, with limited 

commercial value available to the vehicle manufacturer. In the latter, regulatory measures are expected to 

drive a growth in the number of connections, as all new vehicles require emergency calling functionality 

by law. 
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Figure 7 – Forecast connections in 2024 by sector 

Despite the reasonably strong growth over the forecast period, it should be noted that the majority of 

individual applications do not contribute significantly to the absolute number of connections at the end of 

the period. The cumulative proportion of total connections represented by all applications is shown below 

in Figure 8. 
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Figure 8 – Cumulative proportion of connections by number of applications 

This shows that more than 80% of all connections are forecast to come from the 12 largest applications, 

which are shown in Table 3 below: 

 Application Sector 
Connections in 2024 

(millions) 

1 Smart metering Utilities 35.1 

2 Wearables Consumer Electronics and FMCG 27.9 

3 Emergency calling Automotive 17.0 

4 Connected media Automotive 10.5 

5 Insurance Automotive 7.4 

6 Vehicle tracking Automotive 6.1 

7 Lease, rental and HP 

management 

Automotive 5.2 

8 First notice of loss Automotive 4.4 
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 Application Sector 
Connections in 2024 

(millions) 

9 Smart street lighting Smart cities 3.0 

10 Child tracking Consumer Electronics and FMCG 3.0 

11 Fleet management Supply chain 2.9 

12 Livestock monitoring Agriculture and environment 2.1 

Table 3 – The top 12 applications by forecast number of connections in 2024 

Whilst most of the less significant applications (in terms of connections) appear plausible at a technical 

level, they are not expected to achieve significant growth within the forecast period for a variety of 

reasons including the lack of a strong business case, consumer attitudes or regulatory barriers. It is 

important to note that whilst the number of connections gives a good impression of the relative 

importance of various sectors and applications, this does not directly scale with the value they might add. 

For instance, a single connected wearable in the consumer electronics sector arguably provides minimal 

value, whilst a single sensor in a field could provide a significant increase in the yield of thousands of 

crops. The relative importance of individual connections is considered in greater detail in each of the 

sectors as part of section 4. 
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4 Impacts by sector 

This section considers the 12 key growth sectors in more detail in the following subsections: 

Subsection Sector Forecast connections in 2024 

4.1 Automotive 55.3 million 

4.2 Consumer electronics and FMCG 39.9 million 

4.3 Utilities 36.5 million 

4.4 Smart cities 5.9 million 

4.5 Supply chain 3.4 million 

4.6 Manufacturing 3.1 million 

4.7 Healthcare 2.7 million 

4.8 Agriculture and environment 2.5 million 

4.9 Construction 2.3 million 

4.10 Intelligent buildings 2.1 million 

4.11 Retail and leisure 1.8 million 

4.12 Emergency services and national security 0.3 million 

Table 4 – Key growth sectors for IoT 

Each subsection provides qualitative discussion on developments and potential inhibitors, and 

quantitative forecasts of future adoption. Each also includes a summary representation of our 

interpretation of the IoT ecosystem for that sector. Figure 9 shows a summary for the whole IoT 

ecosystem. These diagrams are separated on the vertical axis by different levels in the ecosystem. For 

each level, the key enablers and inhibitors are provided, along with the key technologies and players. At 

the market level, the principal payers for the IoT ecosystem and the beneficiaries are listed, as 

differences between these stakeholders have implications for the business models required to enable 

investment. At the level of factors external to the ecosystem, the key drivers and barriers are provided. 
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Figure 9 – Ecosystem summary for IoT 

4.1 Automotive 

IoT in the automotive sector can bring a number of benefits: improved safety, greater efficiencies and 

ultimately the potential for the sector to be transformed from the traditional model with a driver, to 

autonomous vehicles requiring no human input. Potential applications and challenges are generally well 

understood in the sector, which has a long history of developing and implementing innovative 

technologies. However, it is clearly also a sector in which any teething problems and ‘errors’ are 

magnified given the ramifications of safety or security breaches. The sector is therefore likely to be 

subject to more detailed (and potentially restrictive) regulation and standards than in other sectors. 

More detailed discussion of approaches to mission-critical functions, the latest standards, coverage 

implications, data ownership and the implications for the future market of connected vehicles are provided 

in section 6. 

A summary of the ecosystem for IoT in the automotive sector is shown in Figure 10 below. 
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Figure 10 – Ecosystem summary for the automotive sector 

4.1.1 General developments 

Connected vehicles do not necessarily equate to autonomous vehicles. Many applications in today’s 

public discourse instead centre on specifics – such as media streaming or automated emergency calling 

in the event of an accident. There is a general appreciation that widespread adoption of autonomous 

vehicles is still some way from being realised, and in the meantime it is worthwhile focusing on alternative 

use cases. 

Even when considering autonomous vehicles, it is important to note that some approaches cannot strictly 

be classed as IoT. For example, advanced vision systems with on-board computing are capable or driving 

without human intervention, but do not require communications links between vehicles nor between the 

vehicle and any infrastructure. However, IoT-based approaches are emerging and it is therefore relevant 

to consider these developments within autonomous vehicles more generally. 

The potential benefits of moving away from a driver operated vehicles to autonomous vehicles are clear. 

Human error is the primary factor in more than two thirds of accidents
65

. Machine-controlled driving can 

also optimise fuel economy and driving takes a huge amount of what could otherwise be productive time. 

Autonomous vehicles could therefore be safer, more efficient, allow a ‘better’ use of driving time or 

support those who cannot drive to travel independently. Many manufacturers have made public 

statements on autonomous vehicles, such as Ford targeting them for ride sharing by 2021
66

. 

                                                      
65

 See: http://www.driving-test-success.com/causes-car-crash.htm 
66

 See: https://media.ford.com/content/fordmedia/fna/us/en/news/2016/08/16/ford-targets-fully-autonomous-vehicle-for-ride-sharing-
in-2021.html 
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The UK Government has also taken a strong interest in bringing IoT to vehicles, highlighting that it 

expects that “Connected and Autonomous Vehicle (CAV) technology will profoundly change the way we 

travel, making road transport safer, smoother, and smarter”
67

 and launching a consultation on changes to 

the Highway Code and insurance rules
68

. Additionally, the government has introduced a GBP100 million 

intelligent mobility fund which had contributed GBP20 million to eight new projects by early 2016
69

. 

The majority of recent developments have focused on standards and legislation, particularly as 

stakeholders begin to engage in trials on public roads. ITS-G5 standards centre on 5.8/5.9 GHz spectrum 

common across all EU member states, with a good degree of interoperability with other regions, including 

the United States. Introduced in 2008, these standards are relatively well understood with detailed 

specifications set out on technical aspects. However, more recently, discussion has shifted towards the 

use of traditional mobile spectrum to fulfil the same role, with ITS-G5 being retained as a back-up. 

Recent EU legislation has targeted the mandatory implementation of emergency calling systems in all 

new vehicles from April 2018
70

. This therefore necessitates a cellular connection in the vehicle, increasing 

the likelihood of using this existing connection for other applications. In September 2016, 3GPP 

completed an initial amendment to the LTE standard to include cellular V2X
71

, with further amendments 

expected in early 2017. 

Additionally, the 5G Automobile Association (5GAA) has been formed to ensure that connected vehicles 

are considered as part of the emerging 5G standards. Currently, there is no clear consensus on which 

approach to take, with current trials featuring both standards alongside one another. 

4.1.2 Deployments, operations and test beds 

There are two main types of deployments and tests undertaken to date: 

1. Peripheral applications - of which many are in deployment 

2. Applications concerning the actual operation of the vehicle - which principally remain in the testing 

phase 

A number of stakeholders currently offer connected services and products. For example, Volkswagen 

offers its ‘Car-Net’ service which focuses on the management of its electric vehicles, using the customer’s 

smartphone as a hub
72

. Audi offers a more integrated product through its Audi Connect platform, which 

uses an embedded SIM to deliver connectivity and a variety of services in its higher-end vehicles
73

. 

Michelin Solutions offer solutions for fleets of trucks, buses and commercial vehicles using telematics to 

monitor fuel consumption, weight and driving behaviour
74

. Non-manufacturers are also offering IoT 

services, such as insurance companies, who seek to better assess the risk of individual policy holders by 

collecting and analysing data on their driving behaviour. Despite notable examples, such deployments are 

still not offered by all manufacturers and are rarely available on all models. The current deployments are 

early examples and it seems likely that other manufacturers will follow only once value can be clearly 

demonstrated. 

IoT applications that focus on the motion on the vehicle (i.e. a move towards autonomous vehicles or 

collision prevention) are now set to move from test conditions to the public arena for the first time. A 

variety of manufacturers have noted their own tests on various technologies, but one of the leading 

organisations in the UK is the Connected Intelligent Transport Environment (CITE) consortium, which 

includes Jaguar Land Rover, Vodafone and Huawei. CITE announced their initial phase of testing over 40 

                                                      
67

 See: https://www.parliament.uk/documents/commons-committees/science-technology/evidence-tests/Driverless-cars.pdf 
68

 See: https://www.gov.uk/government/news/new-measures-to-help-britain-lead-the-way-in-developing-driverless-technology 
69

 See: https://www.gov.uk/government/news/driverless-cars-technology-receives-20-million-boost 
70

 See: https://ec.europa.eu/digital-single-market/en/news/ecall-all-new-cars-april-2018 
71

 See: http://www.3gpp.org/news-events/3gpp-news/1798-v2x_r14 
72

 See: http://www.volkswagen.co.uk/technology/car-net 
73

 See: https://www.audi.co.uk/audi-innovation/advanced-technologies/audi-connect.html 
74

 See: https://www.michelin-solutions.com/en/ 
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miles of public road in Warwickshire in June 2016
75

 with the program expected to last 30 months. This 

trial combines the testing of established technologies (including ITS-G5) and the latest LTE release. 

Internationally, similar tests are due to take place, with Audi, Deutsche Telekom and Toyota all 

announcing test programmes. Although not based on IoT technologies, the first driverless vehicle tests 

took place in the UK in October 2016 in Milton Keynes
76

 and a similar project is expected before the end 

of the year in Greenwich
77

. 

4.1.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 11. 

 

Figure 11 – Automotive connections 2016-2024 by group 

Currently, the number of connections is relatively low and primarily consists of fleet management, vehicle 

tracking and insurance-based applications. Earlier growth is strongest in the safety group owing to the 

mandatory placement of accident notification systems in all new vehicles from early 2018. In later years, 

the growth in telematics and emerging business models exceeds that of safety applications. By 2024, the 

approximately 55 million connections are mainly driven by these three categories, with significantly fewer 

attributed to efficiency improvements. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 12 below. 

                                                      
75

 See: http://www.ukcite.co.uk/2016/06/01/uk-cite-consortium-announces-phase-one-uks-first-fully-connected-road-test-
environment/ 

76
 See: https://www.theguardian.com/technology/2016/oct/11/self-driving-car-first-uk-test-milton-keynes-driverless-lutz-pathfinder 

77
 See: https://www.gateway-project.org.uk/ 
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Figure 12 – Automotive connections in 2024 by application 

The major applications by 2024 include connected media (streaming directly to embedded infotainment 

systems in vehicles), insurance, emergency calling, vehicle tracking and lease and rental vehicle 

management. Connected media is already included in certain high-end vehicles and is likely to continue 

to grow in terms of connections, although it is likely that data usage from media streaming will show 

particularly strong growth if and when fully autonomous vehicles reach mass adoption 

Vehicle tracking is also currently installed in some vehicles and continued adoption is expected. The most 

likely business models to emerge focus on insurance, in order to better inform risk decisions, and the 

management of rented vehicles. The largest number of connections is likely to be from automated 

emergency calling applications, which are expected to be a mandatory feature on all new vehicles from 

April 2018. This represents approximately 2.5 million additional connections per year from April 2018 

onwards. 

4.1.4 Potential inhibitors 

The greatest potential inhibitor to widespread adoption of IoT applications in the automotive industry are 

consumer concerns surrounding safety and security. Safety and security issues are especially acute in 

this sector, owing to the potential repercussions of lapses. Concerns are likely to have heightened 

following recent high-profile breaches. A recent fatal accident involving a Tesla vehicle in the United 

States has added to general concerns over safety
78

. This is perhaps unfair given that the vehicle in 

question was not connected and the accident resulted from the vehicle’s vision system failing to correctly 

identify an obstacle. In addition, the driver was using autopilot mode incorrectly. 

                                                      
78

 See: https://www.fastcoexist.com/3061505/a-tesla-car-crashes-while-in-autopilot-mode-killing-its-driver 
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More relevantly, breaches in the security systems of GM’s vehicles have recently been demonstrated, 

allowing the remote operation of hacked vehicles
79

, while previous security breaches were not addressed 

for more than five years
80

. Though these may be isolated examples, these tend to increase consumer 

concern, especially given that the technologies are in their infancy. 

There are two separate approaches to vehicular IoT standards that have the potential to slow the 

advance of trials or lead to fractures within the industry. In addition, there remain some complexities 

surrounding interoperability, particularly in the case of LTE standards which differ between European 

countries and between regions. 

Cellular coverage may significantly hinder the attractiveness of certain applications. For example, in 2014 

11% of the UK’s land area did not receive any 2G mobile coverage
81

, which means that a significant 

number of roads would not support the EU emergency calling system. It is conceivable that a failure to 

report an accident on an uncovered road would undermine confidence in the overall system. Alternatively, 

cellular-based safety solutions could use a back-up alternative connection, which would add expense, 

complexity and therefore may slow deployment. 

The inherent nature of the industry itself may pose difficulties. Firstly, dealing with connectivity and 

customer data is not something that most automotive players are experienced in. Many view these new 

approaches as risky – a risk which may not have a large enough up-side to be worth taking. Indeed, the 

business case for adding connectivity or pushing towards autonomous vehicles is not necessarily positive 

for automotive manufacturers. Most manufacturers are highly sensitive to adding cost to base models 

(used for headline prices) so first movers risk losing out to their less-expensive competitors, particularly 

where the benefits may not be fully understood by consumers. 

It is even possible that autonomous vehicles or greater connectivity could hamper new vehicle sales, as 

car sharing is better enabled. If this proves to be the case, manufacturers are unlikely to push ahead with 

implementing the technology unless it has become a competitive necessity. Finally, some players within 

the current automotive value chain stand to lose out through the implementation of connected vehicles. 

Increased efficiency or better management of electric vehicles is likely to hit fuel sales. Similarly, a closer 

relationship post-sale between the manufacturer and the customer could adversely affect aftermarket 

parties, such as garages and spares suppliers. These parties are likely to present resistance which could 

at least slow the adoption of connected vehicles. 

4.2 Consumer electronics and FMCG 

Connected consumer products are being used to make lives easier, more productive and more 

affordable, and increasingly consumers expect connectivity as part of the established services they 

receive. 

Equally, consumer businesses stand to gain value from IoT. For many it offers something unique: the 

opportunity to understand how products are being used after they have been purchased (i.e. during the 

product life). Combined with social, e-commerce, and in store information, this can help build better 

products, and potentially even new classes of product. Indeed many argue that the arrival of connected 

consumer products now forces us to widen our entire concept of ‘product’, from being a simple physical 

artefact, to something that’s inclusive of a service, and which can evolve and improve over time. 

Consumer companies, their suppliers, and retailers can work with businesses from other sectors in the 

spirit of open innovation in product development, much as the software platforms work with application 

developers. This will not only create better products, but also an ecosystem of services that wrap around 

them, generating additional revenue streams as well as long-term brand loyalty. 

A summary of the ecosystem for IoT in the consumer electronics and FMCG sector is shown in Figure 13 

below. 

                                                      
79

 See: http://jalopnik.com/darpa-hacks-gms-onstar-to-remote-control-a-chevrolet-i-1684593523 
80

 See: https://www.wired.com/2015/09/gm-took-5-years-fix-full-takeover-hack-millions-onstar-cars/ 
81

 See: https://ofcom-build.squiz.co.uk/__data/assets/pdf_file/0011/46010/infrastructure-14.pdf 
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Figure 13 – Ecosystem summary for consumer electronics and FMCG sector 

4.2.1 General developments 

There are several applications that have already had a significant impact in the consumer sector, with the 

key areas being: 

 Wearables 

 Household electronics 

 Smart Home 

This section also considers the impact of IoT on the providers of fast moving consumer goods (FMCG). 

Wearables 

Wearable technology is a category of devices that can be worn by a consumer that track the wearer’s 

behaviour, often related to health and fitness. Wearables are changing the way consumers interact with 

their environment, their lifestyle choices and are growing in popularity. 

Research from Mintel
82

 has found that: 

 Over three million wrist-worn wearable devices such as fitness bands and smart watches were 

sold in the UK in 2015 

 This represented an increase of 118% from 2014 which was 1.4 million 

 Between 2014 to 2015, smart watches saw a fourfold increase in sales 

 14% of British consumers own wearable technology 

274.6 million wearable devices are forecast to be sold globally in 2016, up 18.4% from 2015. Smart watch 

adoption is predicted to enjoy a 48% growth in 2016, with the Apple Watch being the core driver. The 

smart watch market as a whole is predicted to reaching USD17.5 billion by 2019
83

. While fitness-based 

wearables dominate the industry, as the technology gains further momentum, manufacturers will have to 

                                                      
82

 See: http://www.mintel.com/press-centre/technology-press-centre/brits-step-up-to-wearable-technology-sales-of-fitness-bands-
and-smartwatches-up-118-in-2015 

83
 See: http://www.gartner.com/newsroom/id/3198018 
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think beyond health and fitness into how wearables can help in other environments e.g. control over 

users’ homes and media. 

Related to this, consumers are becoming increasingly discerning and are expecting more from their 

devices than previously. Of wearable device owners, 10% no longer use their device and 33% of these 

consumers abandon it within the first two weeks of purchase
84

. 

While wearable technology has gained further momentum in the past two years, we are still in the early 

stages of the industry as many of the expectations of the market are yet to be realised. Health and fitness 

wearables represent only the first wave of technology. Other applications include using wearables to 

control the Smart Home – controlling locks, energy, lighting etc. Further into the future, wearables could 

move from being wrist-based to being intertwined with fashion or jewellery so that it is hard to tell them 

apart, creating a seamless user experience. 

Household electronics 

Household electronics refers to a wide range of devices and technologies including televisions, cameras, 

refrigerators, ovens and vacuum cleaners. 

While technology giants have long predicted that all devices in our homes will one day be connected, 

British households have yet to embrace IoT. Smart TVs are the clear leader within consumer electronics 

with 28% of households owning one
85

. However, most other consumer devices are not gaining rapid 

market penetration, with wireless speakers at 10%, connected home devices below 5% and 2% of 

consumers owning a home smart lighting system. Connected home appliances, including refrigerators, 

dishwashers, washing machines and ovens, show only a 2% adoption. 

It can be debated whether or not a smart TV can be classed as an IoT device. Whilst early products were 

purely using internet connectivity as an alternative to off-air reception, there are now signs that smart TVs 

can also be used as a hub for further home integration and connectivity. Samsung announced at the 

beginning of 2016 that its entire smart TV range would be capable of acting as an IoT hub
86

 for its 

SmartThings Smart Home solutions. 

A greater percentage of consumers intend to purchase a smart device in the next year, with 7% planning 

to buy a smart thermostat and 6% a security camera. However, this shows little change from a year ago 

when intention was 6% and 5% respectively. Despite manufacturers including Samsung, Philips and LG 

investing heavily in IoT technology over the last two years, consumer adoption has not significantly 

changed. 

The recent slow pace of adoption of new technologies in the consumer industry has been a major 

disappointment. While there has been a lot of hype in consumer IoT innovation, and commercial solutions 

are easy to visualise, the industry has not so far delivered well-articulated consumer solutions. 

Consumers have been underwhelmed by the idea of a robotic vacuum cleaner or being able to turn on 

their oven remotely. There is also the cliché of the IoT world: the connected fridge, where consumers 

have not been impressed by its ability to re-order milk or synchronise their calendars. 

Behind all these products lies a lack of clear and communicable consumer benefit. The product does not 

improve the user’s life enough to warrant the high price tag. Technology vendor initiatives to 

micromanage existing home controls, or turn on your oven from your smartphone, do not yet appeal to 

the mainstream, and savings aren’t significant enough to upgrade. Other barriers to greater consumer 

adoption of IoT are: cost, security concerns and ease of use. 62% of consumers believe that IoT devices 

are too expensive
87

, and this is consistent across all countries and age groups. 

With the proliferation of IoT devices in the home, security has moved from being a small problem to a 

barrier to adoption. Two-thirds of consumers are aware of recent security breaches resulting in stolen 

                                                      
84

 Wearable technology and the internet of things, Consumer views on wearables beyond health and wellness, Ericsson, June 2016 
85

 Mobile Consumer 2016, Deloitte 
86

 See: http://www.samsung.com/uk/news/local/samsung-reveals-entire-2016-smart-tv-line-up-will-be-iot-ready 
87

 Igniting growth in consumer technology, Accenture, 2016 



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 40 of 143 

 

data and 24% of consumers have postponed purchase of an IoT device over security concerns. Today 

the consumer industry does not have appropriate security procedures in place, with many concerned that 

those security measures will not be in place until the industry is forced into action following a major 

breach. 

Ease of use is still a barrier to IoT adoption with two-thirds of consumers experiencing difficulties when 

using an IoT device. Consumer IoT adoption has also been hampered recently with concerns around 

cloud-augmented devices
88

. The highest profile example surrounds Nest, which shut down its Revolv 

Smart Home hub servers, without offering a discount or trade-in option for consumers to transition. This 

left customers with a device that doesn’t work and no option but to transition to a new platform. 

Similarly, Netgear discontinued its VueZone Smart Home cloud-recording cameras. The business did 

introduce its new Arlo platform but the company did not offer its legacy VueZone customers an incentive 

to migrate. 

Consumers are moving into an unfamiliar world where they are buying services as opposed to products 

and examples, such as those listed may inhibit adoption of IoT as consumers fear the manufacturer 

terminating the service. 

Looking at the consumer IoT landscape, the perception of consumer IoT devices has altered greatly in 

the last few years. In 2013, IoT was emerging and consumers were trying to understand the impact it 

would have on their lives. In 2014 there had been a period of extraordinary activity within the IoT industry 

with increasing IoT innovation from industrial companies (GE, Bosch, Apple etc.)
89 

and a proliferation of 

available smart devices. In 2016 the world of consumer IoT holds just as much promise however there 

are a number of obstacles that are slowing down the rapid progress that was seen in previous years. 

From 2016 onwards we expect a move towards improved security for consumers who are worried about 

data collection and purpose. Manufacturers will need to be more transparent about what data they are 

collecting and how it is being used and stored, in order to gain the trust of consumers. 

Smart Home 

The idea of a connected, Smart Home is fast becoming a reality, due to the low cost of hardware, 

increasing mobile broadband coverage and the ubiquity of the smartphone. Consumers are using 

wireless connectivity to enhance security systems, monitor their energy usage and control household 

appliances. However for homes to be truly smart they must also be easy to use and seamless. Operating 

systems, devices, home appliances must all integrate together. 

The current Smart Home industry is far from this ideal and is instead a confused and fragmented market. 

To move forward issues the issue of data protection and privacy must be addressed, while there must be 

more collaboration between major players. 

90% of consumers are aware of the term ‘Smart Home’, 50% globally expect it to impact their lives while 

78% of consumers agree it is an attractive concept. However one of the major challenges for 

manufacturers is that consumers still understand very little about what a Smart Home actually entails, 

with only 10% of consumer saying they ‘know a lot’ about it
90

. This lack of understanding means two 

things: 

1. Today’s Smart Home market remains in its infancy 

2. Consumers are mainly buying individual Smart Home items and have not yet understood – or 

been offered - the potential of a fully connected, Smart Home 

In the current Smart Home market, homes are likely to become smart incrementally, rather than by 

design, as the industry is technology-led rather than consumer-led. As a result, one of the biggest drivers 
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for Smart Homes will be the replacement cycle, as many newer model appliances become ‘smart’ 

enabled. 

In the next two years, ownership of Smart Home devices is not expected to grow dramatically, as 

manufacturers continue to struggle to provide consumers with a significant appeal, to convert their 

interest in connected devices into purchases. 

The likely areas of adoption in the Smart Home are smart security, smart lighting and energy devices. 7% 

of consumers are expected to buy smart thermostats in the coming 12 months, followed by 6% for 

security devices and 5% for smart lighting. However 70% of consumers do not plan on buying any 

connected home devices during the next 12 months
91

. 

Fast moving consumer goods (FMCG) 

The area of FMCG overlaps, to some degree, with retail (covered in section 4.11). For the major retail 

brands, connectivity allows them to prolong direct contact with their customers and in some cases to 

move from just selling a product to also providing an on-going service. This on-going relationship can also 

deliver improved information about usage, preferences and loyalty. Today, much of this information is 

delivered through market research. 

Some high value products now have connectivity-enabled applications to encourage the customer to 

interact with the product in a more detailed way. By offering some perceived user benefit, the consumer 

goods company is able to obtain information directly from the user. For example, the Nespresso 

Prodigio
92

 coffee machine connects to a smartphone to allow users to remotely trigger or schedule a 

coffee brew, order consumables or check machine status. 

The terms ‘brand-as-a-service’ and ‘servitisation’ have become used to describe the shift from offering 

product to a wider monetised service. A good example is the mineral water brand Evian developing a 

push-button solution for ordering water
93

, saving consumers from having to carry it back from the point of 

retail. 

In the world of personal care, there are a number of major players seeking to obtain better insights into 

their consumers, whilst offering them a significant benefit. One recent example is “My UV Patch” by La 

Roche-Posay
94

, a connected device that monitors a consumer’s exposure to UV and provides guidance 

on exposure and how to stay safe in the sun. 

A big challenge facing the FMCG sector is the cost of adding connectivity and processing to the 

consumables that are the cornerstone of their business. Many of these products have a very short 

operational life and are relatively cheap, making it difficult to justify the increased cost of adding IoT 

functionality. Initial movements in the sector have been focused on devices that use consumables, such 

as coffee machines and toothbrushes. 

4.2.2 Deployments, operations and test beds 

The perception of consumer IoT devices has changed significantly in the last few years. There are now 

many consumer wearable products available, largely targeted on the fitness market and more generic 

smart watches. Fitness products are available from specialised companies such as Fitbit
95

, Jawbone
96

, 

TomTom
97

 and Garmin
98

. 

Generally they work by pairing with a user’s smartphone, though some devices, including a range of the 

Garmin fitness watches, can also connect to a home Wi-Fi network to upload activity data to a cloud-
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based server. It is worth noting that some early products have now ceased production. The strongest 

example of this is the Nike Fuel Band, which was discontinued in 2014
99

. Nike had seen the Fuel Band as 

a way of extending its brand rather, than a move into consumer hardware, and now chose to focus its 

fitness brand building efforts on apps and services that could operate across different consumer 

hardware. In October 2016, Apple announced a specific version of its Watch 2 product cobranded with 

Nike
100

. 

The market leading smart watch is Apple Watch, which reached Series 2 in September 2016
101

, with 

other options from suppliers such as Pebble
102

, Huawei
103

 and Samsung
104

. It is worth noting that there is 

now a blurring between “high end” fitness trackers and “low end” smart watches, as a broad range of 

products are becoming available. 

This report has discussed that consumer electronics companies are adopting IoT functionality with smart 

TVs available from all major vendors. However there are also several products available to add smart 

functionality to a legacy TV, including Amazon Fire TV Stick
105

, Google Chromecast
106

 and Apple TV
107

. 

Whereas the Amazon and Google products are low cost (around GBP30) and simple, the Apple TV 

includes storage and supports downloading as well as streaming. 

Within the Smart Home industry, one of the biggest challenges recently has been configuring and 

integrating home management platforms. The three key players in home connectivity, Amazon, Apple and 

Google, have all released products designed to act as the hub for future home automation and media 

control, although they are taking different approaches. 

Amazon and Google are both offering connected home assistants, known as Echo
108

 and Home
109

 

respectively. Both products are wirelessly connected digital speakers with a voice recognition assistant 

that is designed as the primary user interface. Apple is using its Apple TV product
110

 to act as the hub for 

home automation, with its Homekit software being used by several third-party technology providers. In 

common with the other key players, it provides a voice-based interface. 

There are a number of providers of home automation technology that have focused on designing 

products that interface with these central hubs, including: 

 Belkin WeMo
111

: Lighting, electrical control, heating and security products 

 British Gas Hive
112

: Connected thermostat 

 Google Nest
113

: Connected thermostat, smoke alarm and security cameras 

 Netamo
114

: Cameras (include facial recognition), security products, weather monitoring and 

heating control 

 Nokia Withings
115

: Health monitoring, scales, smart alarm clock 

 Phillips Hue
116

: Lighting 
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 Samsung SmartThings
117

: Security products and electrical control (plus a range of third party 

products and solutions) 

 Tado
118

: Smart thermostat and valves (also offered as a rental product rather than outright 

purchase) 

Many of these products began as vertically integrated product lines then moved to developing integration 

with the leading home automation hubs, which means that a single user interface can control multiple 

product lines, a major improvement to service integration and the user experience. 

In the FMCG space, a number of connected solutions are emerging. One of the most widely publicised is 

the connected whisky bottle
119

, demonstrated by Diageo at Mobile World Congress in 2015. Although this 

used very simple near field communications, it demonstrated a use case for interacting with consumers 

and allowing Diageo to be confident of the authenticity and provenance of the bottle. 

Amazon’s Dash Button
120

 is also a way for brands to help drive loyalty with consumers. A Dash Button is 

a Wi-Fi connected button that is pre-programmed to order consumables from Amazon. The button is 

branded and is currently supported by products such as Ariel detergent, Huggies nappies, Nerf toy gun 

darts and Pedigree pet foods. 

An interesting development in the US is that GE has recently launched a dishwasher with integrated Dash 

Button functionality
121

. 

4.2.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 14. 
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Figure 14 – Consumer electronics and FMCG connections 2016-2024 by group 

Current connections are dominated by consumer wearables (included as part of the audiovisual group as 

such wearables often include screens and audio or pairing with other audiovisual groups). There is 

currently little else of significant scale in deployment in the UK, although the consumer electronics space 

is the subject of a large amount of discussions regarding potential applications. The growth of wearables 

is expected to continue, although it is forecast to tail off towards the end of the period. There is predicted 

to be reasonably strong growth in household consumer goods and tracking applications as consumers 

become more familiar with the potential benefits and cheaper and more discreet products become viable. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 15 below. 
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Figure 15 – Consumer electronics and FMCG connections in 2024 by application 

Wearables are expected to be the most widespread application by 2024 with approximately 28 million 

connections – and a move from using an additional device as a hub (e.g. a smartphone) to direct 

connectivity to the central network. Most other connections are expected to be relatively small due to 

weaker business cases and a potential lack of consumer interest. 

Child and pet tracking is expected to reach reasonably widespread adoption as product prices reduce and 

the use case becomes more proven. In general, although there are a high number of connections 

(especially from wearables) the value delivered by each is lower than in some other sectors. 

4.2.4 Potential inhibitors 

A core promise of IoT lies in providing an enhanced experience to consumers. An element of the industry 

has begun with ‘gimmicky’ uses of IoT (connected fridges, toasters, hair brushes etc.) while the industry 

as a whole must still demonstrate real benefits from IoT that consumers simply can’t live without. 

Wearables and smart TVs have grown in popularity and new music hub/voice assistant products are likely 

to deliver new and enhanced user experiences. 

Manufacturers must ensure that their products are compliant both to formal and de facto standards (such 

as Samsung’s SmartThings software development kit) and that they can be integrated into larger IoT 

ecosystems. The push by Amazon, Apple and Google into the home may already have secured them a 

pivotal role in future Smart Homes. In the wearables space, solutions from disparate providers offer 

application programming interfaces (APIs) to allow data to be shared between platforms, with user 

consent. This allows users to avoid being tied in to a single ecosystem and for data to be shared between 

platforms. 

Inadequate security, unsecured connectivity and remote processing may open new doors for 

cybercriminals, endangering consumer privacy and confidence. There is limited centralised activity in this 
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space at the moment and reports of breaches show that responsibility for IoT security is currently down to 

the end consumer. There are also major concerns about the protection of personal data that are shared 

by IoT devices, and whether consumers fully understand the implications of the authorisation they provide 

for their data to be stored and processed. 

For many applications, consumers do not want to use a smartphone as a hub – particularly as the phone 

leaves the smart home when its user leaves. Direct connectivity to the cloud will help to drive adoption 

through improved usability and simplified operation. This will of course depend on the availability of 

adequate coverage and connectivity at a suitable price, an issue discussed in detail in section 2. 

4.3 Utilities 

The European Union was actively promoting smart metering back in mid-2009, when it introduced the 

goal to replace 80% of electricity
122

 meters with smart meters by 2020
123

, a target applying to both 

residential and commercial buildings. At this point, the capabilities and challenges surrounding smart 

metering were not fully understood and truly meaningful data from the field (e.g. likely energy savings, 

technology challenges etc.) did not exist. Nonetheless, interest in smart meters continued to grow, with a 

variety of offerings featuring prominently at consumer shows and the subject was widely discussed within 

the energy industry. 

A summary of the ecosystem for IoT in the utilities sector is shown in Figure 16 below. 

 

Figure 16 – Ecosystem summary for the utilities sector 

4.3.1 General developments 

In early 2014, Google acquired one of the most promising home energy management companies, 

Nest
124

, for USD3.2 billion and there were a number of other large investments made in the sector. The 

core case for smart meters appeared sound – they could enable more accurate billing and reduce energy 

usage – a win-win and especially important in light of carbon reduction targets. 
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However, momentum appears to have reduced somewhat since 2014 and investments such as Google’s 

are widely viewed as failures. Progress in the EU towards the 80% target has also been slow, and a 

number of member states have concluded that the business case for smart meters doesn’t justify their 

widespread rollout
125

. Although there is some uncertainty with the Department for Energy and Climate 

Change (DECC, previously responsible for smart metering initiatives) having recently been dissolved and 

its responsibilities assumed by the Department for Business, Energy and Industrial Strategy, it appears 

that the UK remains committed to ensuring all energy providers offer a smart meter to every home by 

2020. This leads to an estimate of a total of 53 million smart meters to be installed across 30 million 

premises
126

, or near-universal adoption of both electricity and gas smart metering. 

The focus within the EU has primarily been on energy, with most of that focus specifically on electricity. In 

its 2014 update, the EU stated that 72% of European consumers would have smart electricity meters by 

2020 (in an apparent downgrade of the earlier 80% figure), as opposed to 40% who would have smart 

gas meters. At the European level, there have been no similar reports or targets regarding water meters. 

In the UK, part of the difficulty with water is the presence of unmetered properties – currently around 60% 

of all properties
127

. Although metering is becoming more widespread and most water companies have 

announced plans
128

 to promote smart water meters, there does not appear to have been significant 

activity to date in actual deployments. 

There have been efforts to shift the focus away from consumer premise-based outcomes (i.e. reductions 

in usage or cost to consumers) to more general monitoring of the networks as a whole. Particularly with 

heating, but also with electricity and water, the information gathered via a smart meter (either at the 

premise or higher up in the network) can potentially help to dimension the network. The UK Government 

has trialled such a scheme at four sites specifically aimed at analysing the data arising from smart meters 

to better inform the operators, with a view to extending this nationwide
129

. 

Despite small advances, the current situation is little changed since 2014 – widespread adoption of smart 

metering in the UK is assumed to be just around the corner. However, there are a number of significant 

barriers which have emerged that threaten widespread adoption altogether. 

A more fundamental issue is becoming apparent. The EU’s own publications focus far more on cost 

savings than energy savings, with the assumption that smart metering helps select more suitable tariffs 

for consumers. One of the key savings identified in the government’s project is the avoidance of the cost 

of reading meters and an expectation that this saving will, ultimately, be passed to consumers
130

. 

In reference to energy usage, there is an underlying assumption that smart meters will help consumers to 

use energy more intelligently (i.e. use less energy). However, this too has been called into question 

recently, with recent figures suggesting only a 2.8% saving in electricity consumption and 2% in gas
131

. 

Reports suggest user engagement with the in-home display often drops off after an initial period of 

interest, leading to suggestions that savings may be even less. Ovo Energy reported more than 60% of 

installed home energy usage displays were inaccessible a year after installation, suggesting they had 

been turned off
132

. Providers are now investigating alternatives to dedicated displays, including 

smartphone applications. 
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4.3.2 Deployments, operations and test beds 

The contracts for the smart meter communications networks have been awarded to Telefonica and 

Arqiva. Telefonica’s solution relies on 2G technology, running on spectrum that is likely to be under 

pressure for alternative uses at some point in the future. Arqiva’s solution in the north of the UK takes a 

different approach and instead uses relatively low frequency spectrum (412-414 MHz uplink, 422-

424 MHz downlink) using technology from the US firm Sensus
133

. 

This same solution from Arqiva has been used in smart water meter trials by both Thames Water
134

 and 

Anglian Water
135

. The result is a somewhat fragmented approach between various geographies and 

between electricity, gas and water, with an added potential delay for re farming 2G spectrum. 

It seems that, for now at least, the UK Government is committed to offering smart meters to all homes by 

2020. However, it is unclear quite how this offering of units will translate to actual deployments and is 

dependent on consumer understanding. 

Currently, a little over 10% of households in the UK have a smart energy meter
136

. Whatever the rate of 

progress towards the government’s target, this penetration is bound to increase between now and 2020, 

particularly once standards are finalised. In practice, the current commitment means that whilst energy 

companies must offer all customers a smart meter by then, the actual take-up is likely to be significantly 

lower owing to some consumers choosing not to upgrade. 

Consumer sentiment and understanding in the UK does not favour near-universal installation of smart 

meters. Although the majority of customers claim to understand what smart meters are, there is a gap 

between the number of respondents in surveys who state that they have a smart meter installed and 

official figures (approximately 30% vs. 10%)
137

. This suggests that in fact many consumers do not 

understand what a smart meter is, which may also contribute to the finding that a quarter of households 

do not see any need to change from their existing (non-smart) meters. 

This is a major difficulty, and given the already high levels of scepticism amongst consumers, is likely to 

limit the rollout considerably. It is exactly this conclusion that Germany has reached – the quoted benefits 

are not likely to be realised in the real world and therefore the whole endeavour does not make sound 

financial sense. 
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 See: https://www.arqiva.com/overviews/smart-metering/smart-water-networks/ 
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 See: https://www.arqiva.com/news/press-releases/arqiva-selected-to-deliver-smart-water-metering-trial-for-anglian-water/ 
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 See: https://www.smartenergygb.org/en/the-bigger-picture/about-the-rollout 
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 See: http://www.impactmr.com/single-post/2016/07/06/Smart-talking-about-Smart-Meters 
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4.3.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 17.

 

Figure 17 – Utilities connections 2016-2024 by group 

There are currently about 3 million smart meters deployed in the UK, and this is expected to increase in 

the coming years and begin to level off towards 2024. Although remote management of the utilities 

distribution networks is a valuable application of IoT, the number of connections is expected to be low 

compared to the number of domestic smart meters. The total number of utilities connections by 2024 is 

expected to be approximately 36.5 million. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 18 below. 
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Figure 18 – Utilities connections in 2024 by application 

The total number of connections in 2024 is expected to be dominated by domestic smart meters, which 

are due to be rolled out as part of a UK-wide initiative. Other applications are expected to be far smaller in 

terms of number of connections, although initial trials of water leak detection could be rolled out more 

widely if successful. 

Distributed energy storage is expected to take longer to be adopted than the timescales of this forecast 

due to the large levels of investment required. 

4.3.4 Potential inhibitors 

There are a number of significant barriers which threaten widespread adoption – notably the strength of 

the business case to do so and security. It would seem prudent to recognise that the 2020 aim is 

somewhat fragile given these difficulties. 

There are on-going concerns about the impact of the business case and whether savings in energy bills 

will justify the expense of installing smart meters. The Public Accounts Select Committee specifically 

highlighted concerns around vulnerable and low income households that currently rely on a pre-payment 

meter and the impact smart metering will have on them
138

. 

Security remains a concern within the smart meter industry. Current standards support only relatively low 

data rates and would not be capable of a fast, widespread firmware update. This is significant because in 

the event of any software vulnerabilities, which could potentially shut down the power to a premise, swift 

action from a central point is needed to remedy the issue. It is not difficult to foresee a significant shift in 
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 See: http://www.parliament.uk/business/committees/committees-a-z/commons-select/public-accounts-committee/news/report-
smart-meters/ 
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consumer support for smart metering following a major security breach and a subsequent inability to fix it 

quickly. 

Another concern relates to the ability of the technology to deliver understandable and actionable 

information to the consumer. The latest smart meter standards (Smart Metering Equipment Technical 

Specification, SMETS) are not yet finalised, but they do not appear to be developing in such a way that 

better informs consumers. In fact, the current standards ensure that meters must be capable of dealing 

with more complex tariff structures than were ever previously seen
139

, with potentially 64 different tariff 

bands per day, based on usage levels and time of day. 

Added to this, there is no requirement to show upcoming tariffs within the day, so there is no direct 

information or incentive for a consumer to, for instance, delay their activities to a timeframe with lower 

network demand or indeed to find an alternative approach that uses less energy. Put simply, there is a 

risk that the tariff structures and features supported by smart meters could ultimately benefit the utility 

companies by further confusing customers, whilst neither reducing bills for consumers nor energy usage 

as a whole. 

4.4 Smart cities 

Smart cities have emerged as an important area where IoT could offer considerable value. The increasing 

level of interest in smart cities, not just in the UK but around the world, indicates that the combination of 

valuable applications, leadership by key stakeholders, and the availability of funds are falling in to place to 

ensure that the number of deployments is increasing. 

Further discussion of smart cities is provided in section 5. This includes more detail about the 

applications, business models, approaches taken to data ownership and mission-critical applications. 

A summary of the ecosystem for IoT in the smart cities sector is shown in Figure 19 below. 

 

Figure 19 – Ecosystem summary for the smart cities sector 
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 See: http://www.nickhunn.com/wp-content/uploads/downloads/2012/12/Fifty-Shades-of-Tariff.pdf 
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4.4.1 General developments 

There are significant challenges facing urban centres today: urban populations are increasing, and 

economic growth tends to focus in urban areas. This is combined with infrastructure that has not 

necessarily kept pace with growth, and the relatively long planning and investment cycles for city 

infrastructure. Public sector budgets have been under severe pressure and so smart city applications 

which reduce the costs of delivering services are particularly attractive. Conversely, any investment in 

smart city facilities must demonstrate clear benefits which are in line with the priorities and responsibilities 

of local authorities. 

Much of the value of a connected city comes from the benefit of using sensors to monitor and report what 

is going on around the city in real time. This may be traffic congestion, pollution levels or the effectiveness 

of utility networks. Making this information available not just to city authorities but to citizens, new service 

providers and local businesses assists them in making decisions in response to the current situation, for 

example planning a journey around current traffic congestion. This reduces the adverse impact on 

citizens through wasted time and money, and makes the city more efficient in its use of constrained 

infrastructure and resources. 

The applications of smart cities have been categorised into eight groups, which are provided with 

examples in Table 5 below. Although the benefits of each application vary, and depend on their specific 

implementation, in general these benefits are: reduction in costs, improved efficiency or capacity of 

existing infrastructure, improved quality of life for citizens, and increased economic growth. 

Category Example applications Key benefits delivered 

Services and infrastructure  Rubbish bins request to be 

emptied when full 

 Street lights which automatically 

report faults 

 Tracking of city assets and 

employees to improve 

effectiveness 

Reduction in costs 

Environment and energy  Air quality monitoring 

 Energy usage and generation 

reporting 

 Localised weather monitoring and 

warning of adverse events such 

as floods 

Reducing energy consumption and 

improving the environment 

Public health and social care  Monitoring of vulnerable people, 

such as elderly in their own 

homes 

 Monitoring the health of patients 

discharged from hospital 

Reduction in costs and improvement 

of health 

Public connectivity services  Public wireless connectivity 

services for citizens and visitors 

Improved public services and 

economic growth 
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Category Example applications Key benefits delivered 

Transport management  Traffic flow monitoring and 

reporting 

 Traffic light co-ordination with live 

congestion data 

 Parking sensors to advertise 

spaces and enforce parking 

charges 

Improved city efficiency with 

constrained road infrastructure 

Civil emergencies  Automatic road traffic accident 

detection 

 Communication of critical 

instructions to citizens 

 Information provision to 

emergency services 

Saving lives and improving quality of 

life for citizens 

Public information and policy  Digital information boards Improved public services and 

economic growth 

Citizen monitoring  CCTV systems with facial 

recognition for criminal suspects 

or missing persons 

 Crime detection through audio 

monitoring 

 More efficient litter collection by 

measuring footfall by street 

Safety and protection of citizens and 

improved efficiency of services 

Table 5 – Example smart city applications and their key benefits 

For most of the key applications of smart cities, the benefits are shared between a large number of 

citizens and there is no clear way of charging individuals for these services. This indicates that the 

predominant business model is investment by the public sector. However, measuring the value delivered 

in economic terms and balancing this against the investment required is challenging. It is interesting to 

note that almost all of the leading smart city initiatives are based on strong partnerships between local 

authorities, businesses and academia and are in cities with leading universities and a high concentration 

of technology companies. 

In October 2013, the UK Government published a report which forecasts the economic value of the smart 

cities to the UK economy at USD40 billion per annum by 2020
140

. The report focused on five verticals as 

providing most of this value: 

1. Smart energy management 

2. Smart water management 

3. Smart transport management 

4. Waste management 

5. Assisted living 

In the March 2015 budget, the UK Government announced investment of GBP140 million into research 

on the infrastructure and cities of the future, alongside an additional GBP40 million for research into 
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 See: https://www.gov.uk/government/publications/smart-city-market-uk-opportunities 
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IoT
141

. Along with subsequent investment, this funding has been a significant boost to the research and 

development and real deployment of smart city technologies which we are seeing today. 

4.4.2 Deployments, operations and test beds 

The Future Cities Catapult
142

 is one of eleven Catapult Centres established by Innovate UK, the UK 

Government’s innovation agency. Each Catapult Centre focuses on a particular area of innovation and 

works collaboratively with businesses, universities and the public sector to accelerate business 

development in the UK. The Future Cities Catapult supports a large number of projects around the UK
143

, 

from concept generation through to live deployments. It provides the Urban Innovation Centre
144

 in central 

London, which acts as a hub for businesses, academics, city leaders and entrepreneurs to create smart 

city solutions. It also hosts public and private events which promote progress in smart cities. 

Councils are increasingly recognising that they possess a significant amount of data which can be 

centralised and made available to the public and businesses as Open Data, in order to provide insights 

and support an emerging ecosystem of new services which would otherwise not be available. Connected 

cities provide a significant input to this data resource, by making live data available. Examples of this 

include real-time pollution measurements, public transport system status and traffic congestion. 

A study published in September 2016 by Nominet looked at 148 smart city projects and characterised 

them by the problems they were tackling, what was being done on the ground, and their source of 

funding
145

. It found that the largest project categories were addressing transportation, data platforms, 

environmental monitoring and citizen engagement, and that 58% were operational and available. The 

study found that almost 50% were funded from public bodies. 

The notable smart cities in the UK are Bristol and London, as confirmed by a ranking of UK smart cities 

published by Huawei in May 2016
146

. Their report highlights five themes which are common across the 

most successful smart city programmes: 

1. The importance of leadership and vision 

2. A need to focus on local priorities and strengths 

3. The importance of engagement with local communities 

4. Building local partnerships 

5. Understanding the way in which the data revolution can improve services and boost innovation 

Focus on London 

Smart London published its plan
147

 in December 2013 and established seven aims: 

1. To put Londoners at its core 

2. With open access to data 

3. Leveraging London’s research, technology and creative talent 

4. Brought together through networks 

5. To enable London to adapt and grow 

6. And City Hall to better serve Londoners’ needs 

7. Offering a ‘smarter’ experience for all 

In March 2016, City Hall published an update
148

 against its 2013 plan and reported broad progress 

against each of its aims. At the same time it published a report
149

 claiming that the value of London’s 
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 See: https://www.gov.uk/government/news/budget-2015-some-of-the-things-weve-announced 
142

 See: https://futurecities.catapult.org.uk/ 
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 See: https://futurecities.catapult.org.uk/projects/ 
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 See: https://futurecities.catapult.org.uk/urban-innovation-centre/about/ 
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 See: http://www.nominet.uk/researchblog/global-snapshot-great-uses-iot-urban-contexts/ 
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 See: http://www.huawei.com/en/news/2016/5/UKs-leading-smart-cities 
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 See: http://www.london.gov.uk/sites/default/files/smart_london_plan.pdf 
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 See: https://www.london.gov.uk/sites/default/files/gla_smartlondon_report_web_4.pdf 
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 See: https://www.london.gov.uk/sites/default/files/arup-gla-smart_city_opportunities_for_london-160620-lowres.pdf 
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smart city market could reach USD13.4 billion by 2020 across the key sectors of smart energy, smart 

transport, smart healthcare, smart infrastructure, smart governance, smart security and smart buildings. 

Some key Smart London projects are: 

 The London DataStore
150 

is a website that offers free and open data and statistics, and is used by 

over 50,000 users each month. 

 The Queen Elizabeth Olympic Park
151

 is being transformed into a smart, sustainable park, with 

free Wi-Fi available throughout, and a range of trials to test new ways that technology can be used 

to manage an urban area, such as smarter crowd management, environment sensing, community 

building and developing better ways to engage with visitors 

 The Data Science Institute, at Imperial College, supports smart city projects for example by 

analysing data generated by city services and utilities in order to issue travel disruption alerts and 

providing data stores with city planning assistance 

 The Royal Borough of Greenwich was chosen in January 2016 as one of a number of European 

urban areas to take part in the Smart Cities and Communities Lighthouse programme
152

. This 

€25m initiative aims to develop solutions to city challenges, and Greenwich is trialling smart 

parking bays, shared electric bikes, using the River Thames as a renewable energy source, and 

installing solar panels on homes 

Focus on Bristol 

Named ‘Bristol is Open’, this smart city programme is a joint venture between the University of Bristol and 

Bristol City Council
153

, and is funded by local, national and European governments, academic research 

and private companies. It has formed partnerships with many organisations, including large telecoms 

companies, small technology start-ups, academics and others. A number of projects have already gone 

live, such as: 

 The Bristol Data Dome to visualise complex, interactive virtual reality environments using a 

30Gb/s fibre link to a high-performance computer at the University of Bristol
154

 

 An IoT mesh network which is open as a test-bed to developers, connected using 1500 street 

lights
155

 

 The Wireless Mile, which provides an urban experimental test-bed for wireless communications 

technologies such as Wi-Fi, established cellular and experimental technologies
156

 

Other UK cities 

Other notable smart city programmes around the UK include: 

 Manchester’s CityVerve
157 

was launched in August 2016 and has formed a consortium of 21 

organisations aiming to build and deliver a more connected city, focussing on smart health, 

transport, environment and services 

 MK:Smart
158

, in Milton Keynes, is a collaboration between academia, businesses and local 

authorities and is based around the provision of a data hub for the collection and management of 

large data sets from a variety of data sources around the city 
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 See: https://data.london.gov.uk/ 
151

 See: https://www.london.gov.uk/what-we-do/business-and-economy/science-and-technology/smart-london/queen-elizabeth-
olympic-park 

152
 See: https://www.london.gov.uk/press-releases/mayoral/londons-smart-technology-drive 
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 See: http://www.bristolisopen.com/about/ 
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 See: http://www.bristolisopen.com/wp-content/uploads/2015/11/BIO-Application-Data-Dome.pdf 

155
 See: http://www.bristolisopen.com/wp-content/uploads/2016/01/BIO-Application-IoT-Mesh.pdf 
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 See: http://www.bristolisopen.com/wp-content/uploads/2016/06/BIO-Application-Wireless-5G_v2.pdf 

157
 See: http://www.cityverve.org.uk/ 
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 See: http://www.mksmart.org/ 
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 Future City Glasgow
159

 was formed in 2013 and provides a city operations centre integrating traffic 

and public safety management, a city data hub with over 370 datasets available, and engages 

residents through interactive displays and personalised city dashboards 

Other cities, including Birmingham, Leeds, Peterborough, Nottingham, Sheffield, Oxford and Cambridge 

are taking steps to create a strategy for becoming a smart city and should be monitored in the coming 

period. 

4.4.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 20. 

 

Figure 20 – Smart cities connections 2016-2024 by group 

The majority of applications are not yet in deployment, with the exception of services and infrastructure 

management use cases. Currently, smart street lighting is the dominant use case with around 700,000 

connections in the UK based on retrofitting existing infrastructure. The rollout of smart street lighting is 

expected to continue over the forecast period as councils are forced to replace lighting units at the end of 

their lives, aiding the incremental business case. Strong growth is also predicted from transport 

management applications. The total number of connections in 2024 is expected to be approximately 5.8 

million. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 21 below. 
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 See: http://futurecity.glasgow.gov.uk/ 
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Figure 21 – Smart cities connections in 2024 by application 

The majority of connections forecast in 2024 are from three applications: smart street lighting, connected 

waste management and smart parking. These are three applications which have already seen some 

adoption, have clear business cases, and require large numbers of connections. 

However, the number of connections does not indicate the social or economic value of each application. 

Social care monitoring is forecast to have less than a tenth the number of connections of smart street 

lighting, but the relative value of a single connection which assists in the care a vulnerable person is 

much greater than a single connected street light. 

Smart cities is a sector which has many applications which are commonly discussed, but many are 

unlikely to be widely adopted within the timeframe of this forecast. These applications which have very 

low levels of forecast adoption are generally due to lacking sufficiently strong business cases and the 

challenges of retro-fitting to existing infrastructure. 

4.4.4 Potential inhibitors 

While the number of potential smart city applications is very high, and there is considerable potential 

value which can be delivered through smart city implementations, the number of real deployments 

remains small. This is because there are a wide range of inhibitors that are slowing investment in smart 

city initiatives. 

Creating a smart city vision, detailing a strategy and then delivering the various elements of a smart city 

requires a range of skills and understanding, ranging from how public services are implemented and 

delivered, to technical detail about communications networks and data storage. The smart cities that have 

made progress, as detailed in section 4.4.2, have some degree of partnership or collaboration between 
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local authorities, academia, large corporations and small businesses. Building an effective partnership 

model is challenging and may require such clusters. Urban areas without these clusters may struggle to 

form the necessary partnership or collaborations. 

Most city councils have yet to develop a coherent vision for becoming a smart city: a report
160

 by Citi 

Horizons in July 2016 states that 80% of councils have not appointed a named leader for smart city 

aspects, indicating a lack of awareness or prioritisation within most councils. 

Public authorities have been under increasing budget pressure for many years. This means that 

investment in new applications that go beyond the mandated services required from authorities are 

unappealing, and there is more interest in implementing applications that save costs and hence ease the 

budgetary pain. However, constructing a business case for this investment which evaluates the benefits 

against the investment required and any risks or uncertainties can still be difficult, against a number of 

competing demands for restricted public funds. 

In many cases, investing in smart city infrastructure requires an initial investment for a platform or system, 

which can then be expanded with incremental applications. Negotiating the split of the initial investment 

between a number of different beneficiary groups or departments within authorities may mean that no 

single budget-holder is willing to make the initial investment, even if the overall business case for the 

investment is sound. Collaboration between the public sector and private enterprise in the investment for 

such platforms can potentially be blocked by rules forbidding state-aid to private companies. 

As the connectivity technologies for smart cities are still emerging, there is no clear dominant 

technological approach to be adopted. This means that there is a risk of investing heavily in one 

technology and losing to a competing technology in the future. The conflicting connectivity requirements 

for some IoT applications, such as device power, range, bandwidth, latency, and directionality, mean that 

there is currently no clear winner amongst the competing technologies. This uncertainty is likely to 

impede investment. With business cases for major applications likely to drive early investment, followed 

by the adoption of incremental applications, the technology solution delivered may be optimised for the 

initial application but not for providing follow-on value from incremental applications. 

Currently the focus is on smart cities and applications within each city, rather than smart regions and 

applications applicable across neighbouring cities, such as transport links. It may be that economies of 

scale can be achieved by cities collaborating and forming common strategies or procuring solutions in 

greater quantities. However, the arrangement of local authorities and limited precedent makes this 

collaboration more difficult, despite the inter-connectedness between cities and the number of urban 

centres which span multiple local authorities, particularly in major conurbations such as London and 

Manchester. 

Smart city applications often involve the collection of large data sets, some of which could enable 

individuals to be personally identified, such as by their location when accessing services or through facial 

recognition technology applied to CCTV images. In broad terms, the public’s trust in local authorities is 

high, but a high profile data leak in the future could threaten this trust and reduce the consensus for the 

collection of data. The public can also be suspicious that new technology may be used by authorities for 

new sources of revenue. A future example of this could be resistance to tagging household refuse bins 

which could potentially be used to charge per collection or per kilogramme of waste. Local authorities 

may also fear the responsibilities of collecting personal data and the risk of it being compromised, such 

that the full value of smart cities is not fully realised. 

Major investment in new technological systems is often driven by major events, such as worldwide 

sporting events. Examples of this include investment in smart city infrastructure in Rio de Janeiro for the 

2014 World Cup and 2016 Summer Olympics, and the push for providing 5G cellular coverage in Tokyo 

for the 2020 Summer Olympics. With no equivalent major events planned for the UK this driver for 

investment is absent. 
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4.5 Supply chain 

IoT is often thought of in a consumer context: electronics, wearables or smart coffee machines, the types 

of technologies that are driving adoption of a highly personalised, connected consumer lifestyle. However, 

IoT also enables visibility where there previously was none, it captures data where it was not previously 

possible, and it enables supply chain and logistics managers something they often lack: the visibility and 

necessary data for supply chain optimisation. 

A summary of the ecosystem for IoT in the supply chain sector is shown in Figure 22 below. 

 

Figure 22 – Ecosystem summary for the supply chain sector 

4.5.1 General development 

Gartner
 
has forecast that the IoT trend will impact businesses and in particular will disrupt the way we 

think about logistics. It predicts a thirty-fold increase in internet-connected physical devices by the year 

2020 that will significantly alter how the supply chain operates
161

. Specifically, it notes that the impact will 

relate to how supply chain managers access information. 

The number of ways that IoT could impact the supply chain is extremely broad, and that number will 

continue to grow. IoT will be important for transparency and visibility with the tracking and monitoring of 

shipments in real time using a combination of sensors, connected devices and communication channels 

that will significantly enhance a company’s ability to optimise efficiency. 

Proactive replenishment is another area where having the ability to automatically recognise the need to 

reorder and restock a product on a machine-to-machine basis, reduces the need for human interaction. 

An example of this is in some vending machines that trigger an alarm when they are out of stock of a 

product. This results in less human intervention, quicker replenishment, better sales forecasting as well 

as increasing revenues. 
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IoT can enable strategies to be put in place to manage the tracking of equipment, supplies and products 

to decrease the likelihood of losing an asset that is in near-constant motion. 

IoT can enable the creation of a sophisticated connected network within the supply chain to enable 

manufacturers to manage product flow through the chain more efficiently, resulting in increased detection 

reliability, efficiency gains and eliminating manual sorting. If used correctly, IoT can improve operational 

efficiency through better communication, productivity and management. Equipping fleets with sensors to 

improve vehicle performance and with diagnostic capabilities in order to extend the life of the assets, 

leading to improved fleet management. 

The deployment of connected technology has the potential to impact all stages of the logistics cycle, from 

warehouse automation to parcel, vehicle and employee tracking solutions. Much of the current focus has 

used radio frequency identification (RFID) tags but smarter solutions are now able to offer improved 

tracking and more automation of the supply chain. 

Developments in other sectors, such as automotive, will also have an impact on supply chain efficiency. 

Logistics is one area where IoT must move out of constrained areas and will increasingly rely on 

appropriate levels of coverage to allow packages and shipments to be reliably tracked. At its most 

extreme, there are tracking solutions that use the Iridium satellite network to enable truly global tracking 

and location services
162

. 

4.5.2 Deployments, operations and test beds 

Whirlpool has deployed RFID tags and networked readers across their distribution plants to give 

managers and operators real-time access to information on the flow of materials
163

. This enables 

decisions to be made in real-time and for operators to know immediately if they have loaded the correct 

parts on the assembly line. 

Network Rail
164

 employed IoT across its entire supply chain network to help create a better service to the 

front line where it makes a large impact. It used IoT-based solutions to see material availability along the 

supply chain, increase re-distribution of surplus stock and manage inventory will full visibility of stock 

levels and locations. In doing so, it created collaboration across their entire logistics and supply network. 

Within a constrained environment, Ocado is reported to be deploying an automated, robotic logistics 

system in its warehouses
165

. It is planning to deploy systems with “multiple thousands” of robots in its 

distribution warehouses. Amazon is also reported to be deploying robot-based solutions in its warehouse 

in Doncaster
166

. 

Within wider distribution networks, DHL is at the leading edge of deploying IoT-based solutions
167

. It 

describes multiple use cases, including warehousing operations, freight distribution and last-mile delivery. 

In the warehouse, DHL refers to Swisslog’s SmartLIFT
168

 solution that uses barcodes on the ceiling of a 

warehouse, coupled with a live inventory management system in order to provide accurate pallet location 

instructions to the forklift driver. It is reported that a trial deployment improved throughput by 30% with no 

inventory errors. 

Moving to the role of freight transportation, location and condition monitoring, IoT may also help secure 

operational improvements. There are reports of organised crime syndicates targeting ports and rest 

areas, while freight crime costs the UK economy more than GBP250 million a year
169

. The ability to 

monitor the conditions a payload is kept under is also important, with solutions such as DHL’s 

                                                      
162

 See: https://www.iridium.com/products/details/fleetmanagement-mlt-400i-gps-mobile-location-tracking-module 
163

 See: http://www.manufacturing.net/article/2013/12/rfid-enables-omniscient-view-whirlpools-parts 
164

 See: https://www.cgi-group.co.uk/sites/default/files/files_uk/casestudies/case_study_-
_supply_chain_synergy_for_network_rail_new.pdf 

165
 See: http://www.v3.co.uk/v3-uk/feature/2447945/ocado-builds-an-iot-robot-army-to-do-your-shopping 

166
 See: http://www.telegraph.co.uk/business/2016/04/30/amazons-robot-revolution-lands-in-britain/ 

167
 See: http://www.dhl.com/content/dam/Local_Images/g0/New_aboutus/innovation/DHLTrendReport_Internet_of_things.pdf 

168
 See: http://www.swisslog.com/-/media/Swisslog/Documents/WDS/03_WDS_Solutions/Swisslog_SmartLIFT_Introduction.pdf 

169
 See: http://www.tfgm.com/Corporate/freight/Pages/freight-crime.aspx 
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SmartSensor
170

 offering temperature, humidity and shock monitoring for delicate payloads. This simple 

solution uses RFID but the more advanced product uses GSM cellular connectivity to allow real-time 

tracking and monitoring. 

In the last-mile distribution, there are many companies working to optimise delivery routes, planning and 

tracking. Amazon, DHL and Audi partnered to pilot a system whereby DHL delivery drivers could locate a 

customer’s car and then use a one-time code to open the boot and deliver a parcel
171

. 

In addition to well reported experiments into drone-based delivery by Amazon
172

, other logistics 

companies such as DPD are also trialling drone delivery solutions
173

. Pizza delivery company Domino’s 

recently demonstrated a flying drone pizza delivery in Auckland, New Zealand
174

. 

As well as flying drones, autonomous ground-based robots are also being used for logistics. Food 

delivery firm, Just Eat, has partnered with Starship, an Estonian robotics company created by a Skype co-

founder
175

. The robot is a six-wheeled unit designed to travel on pavements at up to 4 miles per hour, for 

up to ten miles. 

4.5.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 23. 

 

Figure 23 – Supply chain connections 2016-2024 by group 

There are currently a number of transport and distribution applications (mainly fleet management 

solutions) already in deployment, supported by a strong business case. There are also a limited number 

of shipping container deployments to date. Most of the growth in absolute terms is predicted to come from 

                                                      
170

 See: http://www.dhl.com/en/about_us/logistics_insights/dhl_trend_research/smartsensor.html 
171

 See: https://www.audi.co.uk/about-audi/latest-news/audi-brings-new-meaning-to-home-delivery-helped-by-dhl-and-amazon.html 
172

 See: https://www.amazon.com/b?node=8037720011 
173

 See: https://www.dpd.com/home/news/latest_news/drone_project_delivery_terminal 
174

 See: http://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11700291 
175

 See: http://www.telegraph.co.uk/technology/2016/07/05/delivery-robots-to-replace-takeaway-drivers-in-london-trial/ 

0.0

0.5

1.0

1.5

2.0

2.5

3.0

3.5

2016 2017 2018 2019 2020 2021 2022 2023 2024

C
o

n
n

e
ct

io
n

s 
(m

ill
io

n
s)

Transport and distribution Goods monitoring Warehousing and storage



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 62 of 143 

 

transportation and distribution applications, although there will also be strong growth from goods 

monitoring use cases. There are expected to be approximately 3.4 million connections by 2024. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 24 below. 

 

 

Figure 24 – Supply chain connections in 2024 by application 

The main application in terms of connection by 2024 is expected to be fleet management, which delivers 

multiple benefits to the user; better tracking, route planning, predictive maintenance etc. Other 

applications are predicted to deliver fewer connections, such as the monitoring of valuable or perishable 

goods and shipping container tracking. Other applications are not expected to reach large scales within 

the forecast period for a variety of reasons including weak business cases (e.g. active parcel tagging 

versus existing systems) and technical challenges (e.g. robotic last mile delivery). Although there are 

relatively few connections across the sector, each sensor is capable of delivering a large amount of value. 

For example, a single sensor monitoring (high value) perishable goods could potentially save several 

tonnes of product from being unsalable. 

4.5.4 Potential inhibitors 

While there are a number of benefits to the use of IoT within the supply chain, certain barriers are holding 

back adoption. 

In a 2016 survey of supply chain industry leaders
176

 43% cited a lack of clear business case as the major 

barrier to investment in new technologies - up from 36% in 2015. 38% cited a lack of adequate talent to 

use the technologies effectively while 35% cited a cultural aversion to risk. Despite these perceived 

barriers, more manufacturing and supply chain companies are increasing investments in these 

technologies. New technology investments over USD1 million have recently increased. In 2016, 52% of 
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 2016 MHI Annual Industry report – Accelerating change: How innovation is driving digital, always-on supply chains, Deloitte 
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respondents said they planned investments in excess of USD1 million, compared to 49% in the 2015 

study. 3% of respondents said their companies would spend at least USD100 million on new technologies 

over the next two years. 

Over the last two years, the use of IoT in the supply chain landscape has not changed hugely: adoption of 

IoT technologies is increasing steadily but not dramatically, while manufacturers are becoming 

increasingly aware of the importance of IoT. 

4.6 Manufacturing 

The term Industry 4.0 is often used to refer to the next generation on manufacturing, enabled by new 

computing and communications technologies, the emergence of analytics and business intelligence 

applications, new ways to optimise human-machine interactions and new techniques to optimise digital 

manufacture (such as 3D printing)
177

. IoT forms one key element of the new computing and 

communications technology. 

One promise of IoT is that it could create and redefine business models, increasing output and 

automating processes across a number of industries. However, no sector is thought to be more impacted 

by IoT than manufacturing, as smart manufacturing encompasses all areas of business, blurring and 

improving the divides between plant operations, supply chain, product design and demand management. 

Within manufacturing the potential for connected systems to improve productivity in the production 

process and supply chain is vast and unparalleled. Potential uses of IoT in manufacturing cover device 

connectivity and management, data management and insights, advanced analytics, business productivity 

and process optimisation. 

Within device connectivity and management, manufacturers can gain visibility, access and control of 

machinery and processes using a fully connected network. Key performance indicators (KPIs) can be 

managed using data management and insight from these connected devices to improve operational 

performance and decision making. The use of advanced analytics allows manufacturers to predict 

problems and deliver value added services or even create entirely new lines of service. These analytics 

can be integrated into everyday tasks, workflows and business processes to improve business 

productivity and process optimisation
178

. 

A summary of the ecosystem for IoT in the manufacturing sector is shown in Figure 25 below. 

                                                      
177

 See: http://www.mckinsey.com/business-functions/operations/our-insights/manufacturings-next-act 
178

 See: http://www.industryweek.com/manufacturing-smarter?page=1 
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Figure 25 – Ecosystem summary for the manufacturing sector 

4.6.1 General developments 

Manufacturers are currently using IoT solutions to track assets in their factories and to increase analytics 

functionality through predictive maintenance. Harley Davidson, for example, has incorporated IoT into its 

motorcycle plant to keep a record of how different equipment is performing, for example, the speed of 

fans in the painting booth. The software can automatically adjust the machinery if it detects that a 

measurement – such as fan speed, temperature or humidity – has deviated outside of an acceptable 

range
179

. 

Many IoT solutions are still basic, but some manufacturers are already starting to implement more 

complex technologies, such as autonomous robots and augmented reality (AR) tools. For example, the 

Aethon TUG robot
180

 is an omni-directional, autonomous robot vehicle designed to deliver supplies 

around a shop floor and Lockheed Martin is using connected, AR glasses to optimise the assembly of the 

F-35 jet fighter
181

. 

A core advantage of IoT in manufacturing is its ability to improve visibility of manufactured units, where 

each unit can be “seen” at each step in the production process. Batch level visibility is being replaced by 

unit level visibility. Smart manufacturing is about creating an environment where all available information 

– from the plant floor and all parts along the supply chain – is captured in real-time and turned into 

actionable insights. 

The manufacturing industry has already invested significantly in IoT and is among the industry’s leading 

the way for IoT adoption
182

. One in three manufacturers uses data-driven technology in the manufacturing 

plant only, with about one in four deploying it in their plant and warehouse
183

. 47% of manufacturers 

expect IoT and advanced analytics to have a major impact on company performance and 49% expect it to 

reduce operational costs and utilise assets more efficiently
184

. It’s clear that manufacturers have high 

expectations of how IoT can improve their operations and processes. 

As a result of improved data analytics, 57% of manufacturing executives have changed their approach to 

decision making and a further 27% who have not yet embraced data-driven decision making are planning 

                                                      
179

 See: http://cdn.iotwf.com/resources/6/iot_in_manufacturing_january.pdf 
180

 See: http://www.aethon.com/industrialtug/ 
181

 See: http://www.popularmechanics.com/flight/a13967/lockheed-martin-augmented-reality-f-35/ 
182

 See: http://news.sap.com/how-quickly-are-industries-adopting-the-internet-of-things/ 
183

 See: http://themanufacturingconnection.com/2015/02/manufacturer-adoption-of-internet-of-things/ 
184

 See: The Digital factory: Game changing technologies that will transform manufacturing industry, 2014 
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to do so in the future
185

. The industry expected to have the greatest economic benefit from data analytics 

and IoT is manufacturing, with a GBP57 billion boost to the industry over the period 2015-2020
186 

from 

data analytics and GBP27 billion from IoT in the same period
187

. 

This is expected to be driven by the high number of efficiency gains that can be achieved when 

leveraging IoT across all manufacturing processes. Investment in IoT by manufacturers will translate to 

billions in spending. It has been estimated that global manufacturers will invest USD70 billion on IoT 

solutions in 2020, up from USD29 billion in 2015
188

. 

4.6.2 Deployments, operations and test beds 

Since 2014 there has been a continued, steady increase in IoT adoption across the manufacturing 

industry. This is an industry that is relatively advanced in terms of IoT adoption and pursuing the cost 

savings that IoT can unlock. However manufacturers are still integrating the same technologies as they 

were two years ago, mainly asset tracking, advanced analytics and predictive maintenance. 

Many of these IoT functions are rather basic and the industry still seems to be some way from 

implementing more complex technologies, such as autonomous robots and augmented reality. This is 

due to the large upfront investment needed for these technologies as well as the uncertainty around 

return on investment. 

Caterpillar (discussed in 4.2.3) intends to be the leader in terms of asset management, product health, 

productivity, safety, sustainability and predictive analytics. By April 2016, Caterpillar had 400,000 

connected assets and that number is growing. By the end of 2016 every one of their machines coming off 

the production line was predicted to be able to be connected and provide some form of feedback in 

operational productivity to the owner, the dealer or to Caterpillar
189

. 

ABB is also making strong progress in industrial IoT, including it in its concept of the Internet of Things, 

Services and People (IoTSP). Key deployments and services include
190

: 

 Monitoring more than 5,000 robots in service around the world 

 Monitoring Gearless Mill Drives in mines 

 Introducing ABB’s Yumi in 2015, the world’s first collaborative robot, capable of interacting with the 

environment, humans, other robots and machines 

4.6.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 26. 

                                                      
185

 See: PWC Global Data and Analytics Survey 2016 http://www.pwc.com/us/en/advisory-services/data-possibilities/big-decision-
survey.html 

186
 See: http://www.sas.com/en_gb/news/press-releases/2016/february/bi-data-internet-of-things-economy.html# 

187
 See: http://www.information-age.com/uk-companies-could-benefit-322-billion-big-data-and-iot-123461163/ 

188
 See: The IoT in Manufacturing: Market potential and top use cases for a sector that’s leading IoT adoption, BI Intelligence, 2016 

189
 See: http://diginomica.com/2016/04/25/caterpillar-ceo-we-have-to-lead-digital-by-the-summer-every-machine-will-be-connected/ 

190
 See: http://new.abb.com/docs/librariesprovider138/Hannover-Messe-2016/iotsp_positioing_en_1.pdf?sfvrsn=4 
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Figure 26 – Manufacturing connections 2016-2024 by group 

There is currently some activity in both the process and maintenance groups of applications. Growth is 

expected from applications in both groups, although this is tempered by the fact that many systems of 

best practice are already in place in manufacturing firms which reduces the incremental business case. 

There are expected to be approximately 3.1 million connections by 2024. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 27 below. 
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Figure 27 – Manufacturing connections in 2024 by application 

The largest applications by 2024 are expected to be predictive maintenance, predictive ordering of 

components and component tracking. 

There is expected to be a limited market for connected robotics in warehouses as most warehouses do 

not have a business case for faster picking. Although there are relatively few connections, each is 

capable of delivering high value. For example, any sensor which prevents downtime in the manufacturing 

process saves both the time and costs of idle equipment and workforce. One barrier to higher numbers of 

connections is the industry structure, in which there are many smaller companies with relatively specialist 

processes and potentially aging equipment and buildings. 

4.6.4 Potential inhibitors 

There are a number of major barriers that will create challenges for manufacturers as they begin to 

upgrade to the IoT. These barriers include the increasing threat of a cyber-attack, difficulty determining 

return on investment, the technical difficulty of integrating IoT into a factory, and the reluctance to 

implement automation, which may result in job losses. 

Cyber security is an extremely important topic to manufacturers as, despite huge leaps forward in recent 

years, manufacturing operations still remain incredibly vulnerable. This is mainly as a result of the legacy 

control systems in use in many manufacturing sites as well as connected devices opening up new 

avenues of attack. Historical cases, such as the Stuxnet worm
191

, that targets legacy programmable logic 

controllers (PLCs) have raised awareness of the inherent risks of networking industrial control, have 

raised the awareness of network security and led to recognition of a greater need to test conformity and 

certify the security of control systems. 
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 See: https://en.wikipedia.org/wiki/Stuxnet 
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Despite the risks, many manufacturers are wary of implementing new security measures that could 

impact production schedules. If cyber security concerns do delay IoT adoption in manufacturing sites it 

has been estimated that it could take up to five years to realise the missed value and catch up with 

competitors
192

. 

4.7 Healthcare 

The world of connected health has developed significantly in the last five years. From its start in hospitals 

and care-home settings, to monitoring and enhancing care for patients in their own home, to now a 

widespread growth driven mainly by the ubiquitous presence of smartphones; the number of mobile 

health applications available on Apple’s iOS platform alone has doubled between 2013 and 2015
193

. 

Patients are taking initiative by downloading health-care specific applications which either work on their 

own (such as diaries or motion trackers), or in conjunction with consumer wearables (such as a Fitbit) or 

a wirelessly enabled medical device (such as, for example, a wirelessly enabled blood glucose monitor or 

a wirelessly enabled injection pen). Some of these initiatives are pre-emptive, based on a consumer 

desire to become or stay healthy – at which point there is a blurring of the line between patient and 

consumer and between healthcare and simple lifestyle management. 

A summary of the ecosystem for IoT in the healthcare sector is shown in Figure 28 below. 

 

Figure 28 – Ecosystem summary for the healthcare sector 

4.7.1 General developments 

The key drivers behind connected health systems are the aging of baby-boomers (the population 

resulting from the marked increase in birth rates following World War II) placing an increasing strain on 

already stretched healthcare systems. Connected health can provide efficiencies and reduce the cost of 

monitoring and caring for an elderly population. The increase in chronic illnesses such as diabetes is 

another growth driver for connected health, as well as the global adoption of smartphones, which has 

been acting as a significant enabler. 
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193

 IMS, Patient adoption of mHealth 



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 69 of 143 

 

Connected health devices include wirelessly connected blood glucose monitors, blood pressure monitors, 

pulse oxymetry, neurological monitoring, cardiac monitors, apnoea and sleep monitors, wearable fitness 

sensor devices and heart rate meters. 

Patients have driven growth in this area by becoming more like consumers. They are devoting increasing 

amounts of time, energy and money on staying healthy. Patients often take charge of their own wellbeing 

by downloading the latest app which works with a certain device and then acquiring the device which 

goes with it. 

Connected health devices are increasingly encouraged by Healthcare Providers (HCPs) as a way of 

patients taking charge of their condition and monitoring their health. Clinical trials are using wearable 

devices for data collection; either by offering a device as part of the trial or requesting trialists to download 

an app onto their own smartphones. A key technology in this space is Apple’s Research Kit
194,195

 

The services market includes wellness, prevention, diagnostic and monitoring services. Telehealth, the 

remote exchange of data between a patient and a clinician to assist diagnosis and monitoring, is a 

particularly large segment of connected services and includes applications such as live video 

consultations, asynchronous transmission of recorded health data such as images or videos, and remote 

patient monitoring. Some of these services are provided with the use of connected health devices or 

attachments. One such use case is a patient taking a picture of their eye, with a simple attachment to 

their smartphone, and sending the picture to a clinician to diagnose remotely
196

. 

4.7.2 Deployments, operations and test beds 

At a national level, as well as patients taking charge and using their initiative to acquire mHealth products, 

the NHS has launched a number of trials, tests and pilots to make connected health a part of healthcare 

delivery. A total of seven test beds are currently running in collaboration with Verily, IBM and Philips, with 

the aim of evaluating the use of novel combinations of interconnected devices, such as wearable 

monitors, data analysis and ways of working that will help patient to stay well and to monitor their 

conditions themselves at home. 

Two IoT test beds are part of IoTUK
197

, an integrated GBP40 million, government programme that seeks 

to advance the UK’s global leadership in IoT and increase the adoption of high quality IoT technologies 

and services throughout businesses and the public sector. 

The NHS has also piloted a number of applications, such as MyCOPD
198

, in order to help patients with 

chronic conditions. It has also launched a programme to fast-track innovations such as connected health 

devices to the NHS frontline
199

 and to make them freely available to patients
200

. The first NHS-issued 

applications are expected to be available in April 2017. This NHS push for connected health devices will 

drive significant growth in devices, as well as services, in the years to come. 

There are a small number of current projects within the NHS, delivering connected health solutions. One 

of these is the Diabetes Digital Coach
201

, a test bed trial of self-management digital technology for 

diabetes being trialled currently in the West of England. It provides a service which combines wearable 

sensors with supporting software as well as a platform which will enable patients to network with peers, 

healthcare professionals, carers and social networks
202

. 
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 See: http://www.apple.com/uk/researchkit/ 
195

 See: http://www.clincapture.com/blog/apples-research-kit-what-does-it-mean-for-clinical-trials/ 
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 See: http://www.peekvision.org/what-it-does 
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 See: https://iotuk.org.uk/ 
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 See: http://www.health.org.uk/programmes/shine-2012/projects/my-copd-solution 
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 See: https://www.england.nhs.uk/2016/06/treatment-innovations/ 
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 See: https://www.theguardian.com/society/2016/jun/17/nhs-to-offer-free-devices-and-apps-to-help-people-manage-illnesses 
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 See: https://www.england.nhs.uk/ourwork/innovation/test-beds/tihm/ 
202

 See: http://www.weahsn.net/news/new-test-bed-trial-of-self-management-digital-technology-set-to-improve-patient-care-in-the-
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Another project is the Technology Integrated Health Management project
203

, which is a collaborative test 

bed delivered by Surrey and Borders Partnership NHS Foundation Trust and an array of health 

technology providers which will help people with dementia to live in their own homes for longer. 

Individuals and their carers are provided with sensors, wearables, monitors and other devices, which will 

combine to monitor a patient’s health at home. This will empower people to take more control over their 

own health and wellbeing, as well as enabling health and social care staff to deliver more responsive and 

effective services. 

Medical regulation around connected healthcare devices and applications has lagged behind a fast-

evolving market. The FDA in the USA, the European Commission, and the Medicines and Healthcare 

Product Regulatory Agency (MHRA) in the UK all recognise the opportunity that devices and applications 

provide for improving patient care and increasing patient engagement around managing their condition(s). 

Although guidelines have been drawn up by regulatory agencies to clarify whether a device or an app is 

considered to be a medical device or system (thus requiring regulatory clearance), many areas of 

uncertainty remain, such as for instance, heart rate, blood pressure and/or temperature may be measured 

for medical reasons (e.g. to prevent heart problems) as well as recreational purposes (e.g. to measure 

athletic performance). 

In light of the regulatory guidance for medical devices
204

 issued by the MHRA in the UK, simple tracking 

devices such as pedometers, calorie counters or BMI calculators are not generally considered to be 

regulated medical devices, as they are not used in any form of diagnosis or treatment. Also unlikely to be 

medical devices are applications that amount to little more than medical dictionaries, providing 

information without any input from users. 

However, once data is collected and processed in some way in order to make some recommendation or 

diagnosis, the product will be classed as a regulated medical device. Devices that support a decision (e.g. 

by calculating heart rate, monitoring the status of a disease or determining what/when medicine is 

required), will be also be considered medical devices. 

Devices classified as medical devices will need to be certified to clinical standards which operate at a 

much slower rate than the technology evolution in IoT. This means that, for clinical devices, adoption will 

be slower than in many other sectors. 

4.7.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 29. 
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 See: https://www.gov.uk/government/collections/regulatory-guidance-for-medical-devices 
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Figure 29 – Healthcare connections 2016-2024 by group 

Most healthcare applications are not currently deployed in the UK, with the exception of some connected 

medication devices (assisted living) which are already being used. Growth is principally expected to come 

from assisted living, remote condition monitoring, general health monitoring and to a lesser extent, 

hospital applications. By 2024, there are expected to be approximately 2.6 million connections. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 30 below. 
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Figure 30 – Healthcare connections in 2024 by application 

The number of connections in 2024 is expected to mainly be driven by an increase in the prevalence of 

connected medication devices, with approximately 1.5 million expected by the end of the forecast period. 

Other applications are predicted to contribute significantly fewer connections, with the largest being 

general health monitoring (e.g. weight, blood pressure, heart rate etc.) and patient monitoring. There is 

likely to be some degree of lag in the UK market versus take-up in the United States which tends to lead 

the way with healthcare applications. 

The healthcare sector is one in which the value provided per connection can potentially be very high 

meaning that even though the absolute number of connections is relatively low, the total value delivered 

can be much higher. For example, the ability to treat a patient at home through remote monitoring 

applications can save hospital costs and free up resources for those who most need them. Some 

applications are almost prohibitively expensive, preventing widespread adoption within the forecast 

period. For example, detailed vulnerable people monitoring systems embedded in homes may not be a 

cost effective solution against alternative approaches such as care homes. 

4.7.4 Potential inhibitors 

Data security and concerns over personal data usage have historically been the main restraints holding 

back adoption. However this is changing significantly as consumers are becoming more comfortable with 

sharing data online, and a new generation of “quantified self” patients, who enjoy tracking multiple 

dimensions of their health and quality of life using a variety of connected sensors, drive a change in 

attitudes to data ownership. Such patients see themselves as the owner of the data, but willingly trade it 

for the value they perceive in their digital fitness or health service. 

The patient stores his/her data on a secure, cloud-based platform, and can then choose to provide 

access to their data to healthcare providers, carers, family members of insurance companies if he/she 
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chooses it. Spearheaded mainly by US patients, we expect this trend to take hold in the UK within the 

next five to ten years. However, challenges remain around the accessibility of connected health products 

to the elderly generation, who may not be familiar or comfortable with digital modes of communication. 

Although regulation acts as a significant barrier to regulated connected health devices and applications, it 

has not slowed down market growth for unregulated devices and services. 

4.8 Agriculture and environment 

There are a number of external pressures on agriculture that necessitate a smarter approach than has 

been taken in the past: 

 Reductions in energy and water usage 

 Reduction in emissions and increases in fuel efficiency 

 The need for increased food production 

 Scarcity of suitable land 

A summary of the ecosystem for IoT in the agriculture and environmental sector is shown in Figure 31 

below. 

 

Figure 31 – Ecosystem summary for the agriculture and environmental sector 

4.8.1 General developments 

Agriculture is often thought to be unusually energy intensive, but within the UK it is estimated to account 

for only 0.6% of the UK’s annual energy usage
205

. Similarly, its total water usage is lower than might be 

expected, at around 1% of England’s total
206

. Regardless, there are pressures to reduce both of these, as 

water shortages become a more pressing issue (particularly in the south of England) and energy saving 

targets, linked to binding climate change targets, are sought. Greenhouse gas emissions are a far more 

problematic issue for the industry, with estimates suggesting that agriculture contributes as much as 13% 

of global greenhouse gas emissions
207

. The UK has committed to reducing emissions by at least 80% 

from 1990 levels, by 2050. Agriculture will inevitably come under significant pressure to play its part in 

reaching these goals. 

                                                      
205

 See: www.yougen.co.uk/upload/Morrisons_RenewableEnergy_Yougen.pdf 
206

 See: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/486787/fbs-wateruse-statsnotice-20oct15.pdf 
207

 See: http://www.wri.org/blog/2014/05/everything-you-need-know-about-agricultural-emissions 
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Another external pressure on agriculture is one of food availability. Forecasts suggest that global food 

production must increase by 60% by 2050
208

. This situation is likely to be mirrored in the UK as forecasts 

predict a population increase of around 185,000 per year from 2020 onwards
209

. Coupled with further 

pressure on land, this requires greater yields to be produced from existing agricultural land. Additional 

pressure is also coming from retailers. For example, Sainsbury’s asked its farmers to use multiple 

sources of data to drive further efficiencies and ultimately enable them to cut shelf prices to the end 

customer, in order to remain competitive
210

. 

Agriculture has always been a complex, hard to predict science, with livestock wellbeing and crop yields 

open to significant influence from external factors, such as weather and disease. By introducing smart 

functionality through connected sensors monitoring environmental conditions or livestock wellbeing, some 

of the guesswork can be taken out of operations, leading to higher yields, less food wastage, fewer 

emissions and better use of key resources. 

Regarding the wider environment, there have been applications in recent years aimed at providing more 

effective monitoring of threats, such as flooding and pollution. For example, Nominet launched an 

interactive online map in Oxfordshire, in order to monitor flood risk in real time (i.e. river level information, 

fed back by a network of sensors)
211

. More detailed solutions, aimed primarily at authorities have also 

emerged
212

. 

Some environmental solutions may be difficult to justify against the greater backdrop of reducing overall 

emissions. For example, if the overall aim is to reduce greenhouse gases, it is arguably better to commit 

resources to reducing these emissions, rather than in developing networks to measure current levels in 

great detail. Similarly with flooding, it may be argued that effort is better spent on improving defences 

(based on historical flooding) rather than generating data to suggest a flood is imminent in a mainly 

reactive fashion. There are additional complexities associated with the harsh environment that sensors 

might be placed into, the long battery lifetimes required and the often remote locations that must be 

served. 

4.8.2 Deployments, operations and test beds 

The use of sensors to detect various conditions in agriculture is not a new concept, and has been used 

with varying degrees of success for a number of years. By 2010, sensors out in the field were being used 

to manage the inherent unpredictability of daily operations
213

. The reliability and functionality of these 

sensors has continued to improve, however one particular challenge hampering development is the lack 

of integration between various current and potential solutions. 

In general terms, isolated solutions can demonstrate effectiveness, but a lack of interoperability makes 

management of the overall operation difficult. There have been recent efforts to address this, with one 

notable solution being the Kaa project
214

. This provides a common open-source platform for a wide 

variety of applications tying together disparate sensors, devices and other facilities. KisanHub
215

 is a 

start-up developing a platform to support the analysis of data collected from remote sensing in agriculture, 

helping operators to gain specific insight from captured sensor data. 

                                                      
208

 See: http://www.fao.org/world-food-day/2016/theme/en/ 
209

 See: http://www.migrationobservatory.ox.ac.uk/resources/briefings/the-impact-of-migration-on-uk-population-growth/ 
210

 See: http://www.fwi.co.uk/business/use-big-data-to-win-on-competitiveness.htm 
211

 See: http://www.nominet.uk/iot-technology-powers-an-interactive-flood-map-and-sensor-network/ 
212

 For example, Advantech’s flood warning and water level monitoring system: http://advantech-bb.com/smart-iot-technology-for-
flood-and-water-level-monitoring/ 

213
 See: https://www.thingworx.com/wp-content/uploads/CS_onfarm_smart-connected-applications-maximize-agricultural-business-
performance_EN.pdf 

214
 See: http://www.kaaproject.org/gb/agriculture/ 

215
 See: https://www.kisanhub.com/ 
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John Deere is one of the leaders in the delivery of connected farming machinery
216

. Its JDLink product is 

a telematics system connecting all make/model machines in the field with the farm office and mobile 

devices. The technology uses a gateway controller that collects and transmits data via a cellular network 

to allow customers to monitor work progress, manage logistics, analyse and optimize machine 

performance and perform remote operator support. John Deere also offers a service package allowing 

remote dealer service capabilities such as diagnostics, software updates and operator support. 

The UK Government identified its strategy for agricultural technologies in 2013
217

. This identified GBP160 

million to be invested to “accelerate innovation by UK food and farming businesses and to drive UK 

growth” with GBP90 million specifically earmarked for new technologies and processes. It specifically 

recognised the need to “help the UK exploit the potential of big data and informatics to become a global 

centre of excellence”. As of January 2016, 98 projects had been funded by the Agri-tech Catalyst
218

. 

A wide variety of potential applications have emerged, for example; livestock monitoring, smart watering, 

soil acidity measurement and disease control. Since the 2013 report, it appears that widespread adoption 

has yet been reached in the UK. In general, the industry has been slow to adopt the potential 

technologies, with a great deal of discussion around ‘farms of the future’ rather than successful 

applications that are in place today. 

Air pollution has additionally been targeted with IoT solutions. One example is BuggyAir
219

, which 

monitors ground-level pollution from pushchairs and uses GPS to record its location. A more widespread 

approach may come through the UK’s already-widespread adoption of smart street lighting (see section 

4.4) – where the street light and IoT module could act as a hub for other applications including pollution 

monitoring. 

London is the most significant geography for such applications, and has been subject to a high court 

ruling to reduce pollution
220

, which is driving investment in potential solutions. As with agricultural, it 

appears that the widespread use of IoT for environmental applications is something that has not yet been 

reached, despite the significant levels of interest in doing so. 

4.8.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 32. 

                                                      
216

 See: 
https://www.deere.co.uk/en_GB/products/equipment/agricultural_management_solutions/jdlink_telematics/jdlink_telematics.page
? 

217
 See: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/227259/9643-BIS-
UK_Agri_Tech_Strategy_Accessible.pdf 

218
 See: https://agritech.blog.gov.uk/2016/01/25/98-and-counting/ 

219
 See: http://superflux.in/work/buggyair 

220
 See: http://www.theinquirer.net/inquirer/feature/2432670/iot-could-lead-the-fight-against-poor-air-quality-in-london 
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Figure 32 – Agriculture and environment connections 2016-2024 by group 

This shows there to currently be very few active connections in the UK, with the main current use being 

isolated examples of livestock monitoring. Over the forecast period, this application is expected to drive 

the majority of the growth, making up the bulk of the approximately 2.5 million connections in 2024. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 33 below. 
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Figure 33 – Agriculture and environment connections in 2024 by application 

By 2024, the livestock monitoring is expected to be by far the largest application with approximately 2.1 

million connections. This represents a fraction of the potential total market in the UK (there are over 5 

million cattle alone
221

) and so focuses on larger farms deploying the solutions. It should be noted that the 

large number of livestock monitoring connections is largely due to the nature of the application, with one 

sensor per animal being required for the most effective data to be produced. 

Conversely, far fewer soil monitors are required but each is capable of delivering significant value as it 

relays information regarding a large number of crops. Similarly, fewer sensors are required for other 

applications like food condition monitoring in storage but an individual connection represents a strong 

value proposition. Many applications are not expected to see their first deployments until later in the 

forecast period and therefore are not predicted to reach significant volume. This is reflective of a generally 

conservative industry with lower investment in technology than in other sectors. 

4.8.4 Potential inhibitors 

The agricultural sector has been viewed traditionally as being old fashioned, with an aging workforce
222

 

that is not hugely familiar with the latest technology
223

. Such attitudes could lead either to a lack of 

understanding of the benefits of IoT applications, or scepticism at a potential change of industry structure. 

However, this appears to be changing in the UK, with recent figures suggesting that agriculture is the 

fastest-growing subject at university
224

. 

                                                      
221

 See: https://www.gov.uk/government/statistical-data-sets/structure-of-the-livestock-industry-in-england-at-december 
222

 See: https://www.beechamresearch.com/files/BRL%20Smart%20Farming%20Executive%20Summary.pdf 
223

 Data Analysis and Expert Interviews conducted by the McKinsey Global Institute, Harvard Business Review 
224

 See: https://www.gov.uk/government/speeches/environment-minister-addresses-the-national-farmers-union-conference 
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Although connectivity is a difficulty in many IoT applications, it is especially problematic in the case of 

agriculture, where land is normally away from heavily populated urban areas. Whilst the UK has near-

universal mobile population coverage
225

, there is expected to be 10% of land mass in so-called ‘not-spots’ 

by the end of 2017, even after investment and government intervention
226

. Much of this land mass will be 

farmland, and although these unconnected areas are expected to decrease (to around 10% by 2017), this 

still presents a significant challenge. 

Finally, the agricultural industry is characterised by small profit margins and subsidy. This limits the 

opportunity for investment in larger capital outlays, and indeed agricultural technology investment levels 

have been relatively low compared to other industries, with some evidence of recent improvement
227

. 

However, low margins also provide a powerful incentive to uncover efficiencies. It is suggested that smart 

farming could increase income by as much as 20%
228

, which would vastly improve margins and 

competitiveness. 

4.9 Construction 

IoT has vast potential in construction, given the wide-ranging nature of the industry; from roads to 

railways and offices to homes. It is estimated that 70,000 digital jobs will be created in construction over 

the next two years
229

. The major benefit of harnessing IoT in the construction industry is the increased 

level of control it gives over both assets and employees. This allows optimisation of the entire 

construction process, resulting in improved energy usage, resource allocation and asset management. 

A summary of the ecosystem for IoT in the construction sector is shown in Figure 34 below. 

 

Figure 34 – Ecosystem summary for the construction sector 

                                                      
225

 See: http://maps.ofcom.org.uk/check-coverage 
226

 See: http://researchbriefings.parliament.uk/ResearchBriefing/Summary/SN07069 
227

 See: http://trendlines.com/digging-deeper-agtech-investment/ 
228

 See: http://www.nesta.org.uk/blog/precision-agriculture-almost-20-increase-income-possible-smart-farming 
229

 See: http://www.virginmediabusiness.co.uk/PageFiles/10100/VMB-DigitalOpportunity-Report.pdf 
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4.9.1 General developments 

In 2011, the UK called for Building Information Modelling (BIM) adoption on all UK Government 

construction projects of GBP5 million and over. BIM is a process of designing a building collaboratively 

using one coherent system of computer models, rather than as a separate set of drawings. This is a clear 

stepping stone towards the use of platform-based connected systems in the industry. As such, BIM is an 

enabler of IoT as opposed to being an IoT technology in itself. In February 2016 the UK Government 

mandated that all public sector construction commencing in 2016 must comply with BIM (Level 2)
230

. 

The key objective of BIM is to reduce capital cost and the carbon burden from the construction and 

operation of the built environment. This will primarily involve the use of information-rich BIM technologies, 

process and collaborative behaviours that will unlock a new, more efficient construction industry. 

In March 2016 the UK government released a statement of intent to develop BIM Level 3, widely known 

as ‘Open BIM’, reinforcing the UK’s commitment to digital construction
231

. BIM Level 3 represents full 

collaboration between all disciplines, by means of a single, shared project model, held in a centralised 

repository. All parties can access and modify that same model, and the benefit is that it removes the final 

layer of risk that comes from conflicting information
232

. 

According to the BIM 2016 Report
233

, 54% of people in the industry are aware and currently using BIM, 

42% are aware but not using BIM and only 4% are unaware of BIM. Of the people currently aware of BIM, 

86% of people are expected to be using BIM in at least one of their projects within the next year and 97% 

within five years. While these figures are only intentions, should they be realised then the UK construction 

industry will have been transformed. While BIM is only an enabler of IoT, these adoption levels are highly 

promising in an industry that is notoriously difficult to change. 

One other area that is developing is the precise management of the critical equipment required for heavy 

construction. Companies with good visibility of their construction assets, and that can move from 

corrective maintenance to preventive maintenance, are able to avoid downtime and costly repairs. 

Sensors in machinery allow them to transmit information about their status and any need for service or 

repairs without waiting for an employee to notice problems or adhering to fixed schedules (which are 

themselves held to be inefficient). Fixing components before failure has benefits both in terms of time and 

money. Scheduled and unscheduled downtime results in two costs: the cost of the repair and the 

opportunity cost. 

Using IoT, sites and equipment can communicate equipment location as well as sending back information 

on the electrical power they consume, so that energy usage can be adjusted for high and low times. GPS 

data is already being used to monitor vehicle fleet locations and this can be extended to specific pieces of 

equipment on construction sites for asset management. This enables more efficient working and lower 

energy usage. 

For employees, IoT enables construction hours to be logged automatically. Limits can be monitored to 

prevent worker fatigue and mitigate against accidents. Wearable technology can also monitor employee 

health and alertness in real time, enabling action to be taken if the limits are in danger of being exceeded. 

4.9.2 Deployments, operations and test beds 

Although there has been limited reported activity in the UK, there are examples of IoT development in the 

construction sector internationally. Caterpillar, the world leader in manufacturing and construction 

equipment, opened a data analytics lab at the University of Illinois in February 2015. The new lab will 

focus on the analysis of ‘big data’ and will help Caterpillar improve in areas such as asset management 

and predictive maintenance. 

                                                      
230

 See: http://www.bimtaskgroup.org/ 
231

 See: https://www.gov.uk/government/publications/budget-2016-documents/budget-2016 
232

 See: http://www.memoori.com/uk-government-supports-smart-buildings-bim-level-3-funding/ 
233

 BIM Report 2016 
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Caterpillar already does some data analytics at the Champaign Simulation Centre, its facility in Illinois. 

One specific project is analysing whether Caterpillar machines at client sites are idling more than is 

necessary and how this idling time can be minimized, saving fuel for customers
234

. This trend looks set to 

continue after 2016 with more companies adopting those IoT technologies that offer quick gains: asset 

management, fuel efficiencies and predictive maintenance. 

Another example is international engineering firm, Laing O’Rourke, which is using IoT technology to 

improve safety in risky locations, such as in the extreme heat faced in parts of Australia. The company 

equips employees with a smart hard-hat which is fitted with a number of sensors for data collection. 

These sensors monitor both the temperature and heart-rate of the wearer, as well as the external 

temperature and humidity. The data is uploaded to the cloud and scanned for the patterns that show an 

employee is close to heatstroke. If the wearer is at risk, the hard-hat will emit a warning sound and 

vibration. The safety system can also report directly to site managers, warning them of teams at risk and 

in need of a break from the heat
235

. 

4.9.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 35. 

 

Figure 35 – Construction connections 2016-2024 by group 

Today there are very few connections across this sector, and growth is expected to be low relative to 

other sectors. A total of about 2.5 million connections are forecast by 2024, mainly driven by site 

monitoring and, to a lesser extent, materials monitoring. 

                                                      
234

 See: http://researchpark.illinois.edu/news/caterpillar-celebrates-grand-opening-data-innovation-lab 
235 See: http://blogs.microsoft.com/iot/2016/01/06/aussie-firm-uses-the-internet-of-things-to-keep-workers-safe-in-desert-heat/ 
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A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 36 below. 

 

 

Figure 36 – Construction connections in 2024 by application 

The largest number of connections in 2024 is expected to come from site monitoring applications, driven 

by workforce management, worker safety monitoring and the monitoring of the site and processes more 

generally. There are a mixture of drivers for these applications, mainly focused on increased efficiency 

(e.g. reduced downtime) and increased safety. It is not expected that architect plans visualisation will be 

widely adopted within the forecast timeframe. Some applications share commonality with other sectors, 

such as asset management, and construction equipment monitoring, for which similar applications exist in 

automotive, manufacturing and supply chain sectors. Although there are fewer connections, there is a 

large amount of potential value from individual connections in many cases. For example, a single sensor 

monitoring the state of a piece of construction equipment can prevent downtime on entire projects 

therefore producing significant cost savings. 

4.9.4 Potential inhibitors 

Despite the many potential applications for IoT within the construction industry, adoption has been slow 

and the industry remains one of the least digitised. Spending on R&D and information technology in 

construction is significantly lower than other industries totalling less than 1% of revenues each
236

. 

Studies in other European markets have highlighted a number of barriers that risk delaying the adoption 

of IoT in the construction sector
237

. Identified issues include fragmentation of approach and solutions, lack 

of understanding in technology companies of the operational issues, lack of resources and awareness, 

lack of standardisation and security. 

                                                      
236

 See: http://www.mckinsey.com/industries/capital-projects-and-infrastructure/our-insights/imagining-constructions-digital-future 
237

 See: https://aaltodoc.aalto.fi/bitstream/handle/123456789/19209/master_Gromov_Niina_2015.pdf?sequence=1 
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Fragmentation is challenging due to the nature of the supply chain, with many construction projects using 

multiple different suppliers and trades with different backgrounds and expertise. The lack of 

understanding of the operational issues within the sector suggests that those organisations selling 

technology, solutions and services are not well equipped to deliver into this market. 

This disconnect between the understanding of the potential of IoT within the construction sector and a 

poor understanding of the construction sector amongst technology providers suggests the need for expert 

integrators, in order to realise the true operational benefits of IoT. These challenges would also be helped 

by the availability of standardised solutions and increased awareness of viable IoT applications in 

construction. 

4.10 Intelligent buildings 

Intelligent buildings are a large part of the transformation IoT is predicted to have on our surroundings. 

However like so much with IoT, the definition of an intelligent building is vague. The definition mostly 

agreed upon is a building with some degree of automation. This can be as simple as automatically 

controlling the lights, to monitoring occupancy of rooms. In many applications the system does not need 

to be connected to the Internet to provide functionality, depending on the level of monitoring and control 

required form outside the building. For the purposes of this report these systems have been included as 

IoT implementations, as the long term trend is expected to be that such systems will be connected to the 

Internet. 

In many applications the system does not need to be connected to the Internet to provide functionality, 

but doing so may offer additional value by enabling remote monitoring and management. For the 

purposes of this report these systems have been included as IoT implementations, as in the long term 

they are expected to be connected to the Internet. 

A summary of the ecosystem for IoT in the intelligent buildings sector is shown in Figure 37 below. 

 

Figure 37 – Ecosystem summary for the intelligent buildings sector 
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4.10.1 General developments 

The principles behind intelligent buildings are essentially a scaled-up version of the technologies being 

used in Smart Homes. However these technologies are changing the way in which the commercial 

property market works. Value is no longer solely based on location but considers the opportunity to create 

value for customers, differentiate from competitors and deliver new business models. Networks of 

embedded sensors, coupled with analytics and management software, can provide centralised control 

over entire premises or multiple buildings in different geographic locations. 

Intelligent buildings can optimise the use of resources and cut facilities costs though tracking patterns of 

resource and energy usage to individual floors and departments, while also optimising resource usage 

and allocation. This is achieved through building management systems that enable facilities managers to 

have centralised, mobile control across the building. 

There are a number of future areas of growth for smart buildings. For employees, connected buildings will 

enable them to be more mobile in their ways of working, with configurable workspaces and portable 

settings. Smart buildings will also have smart car parking, especially important for logistics firms, retailers 

and organisations with large numbers of staff. Smart parking could include sensors and video-enabled 

parking management services to provide real-time information about available parking. 

The construction of new buildings as well as retrofit projects provides opportunities for property 

developers to add functionality to buildings. Currently the services being provided are those most easily 

accessible: cost saving and energy saving through sensor based applications as well as being able to 

manage multiple systems (rooms or buildings) through a single system. These services are normally 

added through retro-fit projects, due to the smaller cost and the large legacy systems still in place in the 

building industry. 

Currently, the incentives to build intelligent buildings do not outweigh the cost and associated risks of 

early technology, and so adoption, while growing, remains low. The skills and practices amongst 

providers need to be refined before 'smart systems' will see widespread adoption
238

. 

The potential for smart buildings was highlighted by Gartner’s smart-city forecast: “Smart commercial 

buildings will be the highest user of the Internet of Things (IoT) until 2017, after which Smart Homes will 

take the lead with just over 1 billion connected things in 2018.” Commercial buildings are still expected to 

be at the forefront of IoT adoption over the coming years, to create a more unified approach to facilities 

management and service operations. 

This is particularly true in large areas such as offices, industrial zones, airports and shopping centres 

where IoT offers the potential to reduce costs related to building maintenance and energy. In 2016, 

commercial security cameras as well as indoor LEDs will drive total growth, representing 24% of the IoT 

market for smart cities. Despite the potential there are still a number of challenges to overcome. 

4.10.2 Deployments, operations and test beds 

There has been a slow increase in the adoption of IoT within building infrastructure since 2014, mainly 

concentrating on well-known IoT technologies that will give return on investment, e.g. automated lighting 

systems and heating control. For example holiday log cabins in Yorkshire with smart heating and lighting 

control
239

 and the five-star Grange Hotels Group, that put automation in every room to enable 

personalised comfort for guests and to aid in cost saving and energy reduction
240

. This also highlights 

how the incorporation of smart technology in the commercial buildings market to date has focused on 

niche, one-of-a-kind buildings
241

, showing we are far from mass adoption. 

                                                      
238

 See: http://internetofthingsagenda.techtarget.com/feature/Building-automation-systems-Internet-of-Things-meets-facilities-
management 

239
 See: http://www.carlogavazzi.co.uk/case-studies/smart-building-commercial/whinstone-view/ 

240
 See: http://www.carlogavazzi.co.uk/case-studies/smart-building-commercial/grange-hotel/ 

241
 See: https://www.london.gov.uk/what-we-do/business-and-economy/science-and-technology/smart-london/smart-london-case-
studies 
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There are already a small number of smart parking initiatives across the UK, including Transport for 

London which has deployed smart parking technology at 28 of its underground car parks
242

 and 

Newcastle upon Tyne Hospitals, which have used smart parking bay sensors to help manage spaces and 

to monitor utilisation
243

. 

4.10.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 38. 

 

Figure 38 – Intelligent buildings connections 2016-2024 by group 

The adoption of IoT within the intelligent buildings sector is expected to be dominated by the building 

automation and efficiency groups of applications. These applications generally have clear business 

cases, with measurable benefits in terms of cost saving. Today there are very few implementations which 

are internet-connected systems rather than simple closed-loop control systems, but adoption is expected 

to emerge from 2019. The number of connections in the intelligent building sector is predicted to grow to 

around 2.1 million in 2024. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 39 below. 

                                                      
242

 See: http://www.smartparking.com/keep-up-to-date/case-studies/transport-for-london-tfl-underground-car-parks 
243

 See: http://www.smartparking.com/keep-up-to-date/case-studies/newcastle-royal-victoria-infirmary-uk 
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Figure 39 – Intelligent buildings connections in 2024 by application 

The number of connections expected in this sector is relatively small, and is dominated by connected 

office equipment, such as printers, desks, chairs and other items. Although the other applications provide 

value, they are expected to be provided predominantly by non-IoT control systems. 

4.10.4 Potential inhibitors 

The intelligent buildings industry may stagnate, with interest in the smart home taking the focus away 

from commercial real estate. The main challenge in intelligent buildings is getting businesses to 

understand IoT opportunities and committing to making technological changes to their properties. 

Even if the business case for installing a smart building system makes sense, the technical complexity 

can discourage building owners from implementing it. In addition, to implement IoT in buildings and to 

save money in the long term, there are significant upfront costs which are preventing adoption. Looking 

towards the future, the intelligent buildings industry will most likely be driven by changing building 

standards, such as the BIM mandate in the UK. 

For all of the promise of IoT, uncertainties remain about tangible benefits and commercial attractiveness. 

Security and data protection concerns are also significant
244

 as has been made clear throughout this 

report, there is a perceived risk of companies rushing products to market without thoroughly weighing 

security concerns. A lack of common standards only exacerbates this problem. The high cost of 

implementing IoT technologies and the large amount of legacy infrastructure is also slowing down 

adoption in the intelligent building industry. 

                                                      
244

 See: http://www.raeng.org.uk/publications/reports/raeng-smart-buildings-people-and-performance 
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4.11 Retail and leisure 

Retail and leisure environments are broadly defined as spaces where consumers engage in commerce, 

either browsing or purchasing goods or services. Retail environments have already gone through a 

significant period of change over the past few decades with the introduction of information technologies 

and the rise of online shopping. Now IoT is changing the way consumers live, work and play and offers 

the potential to further redefine the sector by providing retailers with a deeper insight into shopper 

behaviour in stores. 

A summary of the ecosystem for IoT in the retail and leisure sector is shown in Figure 40 below. 

 

Figure 40 – Ecosystem summary for the retail and leisure sector 

4.11.1 General developments 

Mainstream adoption of IoT will affect a number of stakeholders within the retail and leisure environment 

including the value chain, employees and customers. IoT could reduce the need for labour on retail floors 

and at checkouts; it is likely raise the amount of revenue per customer through cross-channel selling and 

tailored promotions, though such gains may be modest. 

The economic estimate of the global impact of IoT within the retail industry is predicted to be between 

USD410 billion and USD1.2 trillion per year in 2025
245

. Those technologies that will have the largest 

impact will be automated checkout, context specific advertising to customers and store layout 

optimisation. 

In both retail and leisure environments, data generated by in-store video cameras and motion sensors 

can provide intelligence about how consumers use the store location, capturing information on traffic 

patterns, products of interest and dwell times. This enables real-time analysis for shop keepers to alter 

their shop floor and products to best attract and retain customers. 

Within the retail sector, Bluetooth and Wi-Fi beacons can track a shopper’s smartphone through the 

building and that data can be integrated with the customer’s profile information and previous purchase 

                                                      
245

 See: https://www.mckinsey.de/files/unlocking_the_potential_of_the_internet_of_things_full_report.pdf 
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history for more personalised recommendations. Sensors can share information about temperature, light 

and humidity, which can influence shopping behaviour, in-store experience and store operations. 

Analysis of these multiple data feeds combined with input from social media and external sources such as 

weather forecasts can act as an indicator of future demand, offering the opportunity to optimise supply 

chains and pricing. Other benefits include monitoring movements and interactions within stores to 

understand how consumers use the retail environment and what they purchase. Retailers can tailor 

marketing messages, promotions, special offers, and useful content, aimed at specific groups of 

consumers or individuals. 

Consumers are changing the way they shop, often demanding progress at a quicker pace than 

traditionally offered by the retail and leisure sectors. In the future retailers will have to replicate the on-

demand services that consumers have become used to as a result of frictionless services such as 

Amazon and Uber. Retailers will also need to harness mobile data to reveal more insights about shopper 

behaviour in order to increase consumer presence in traditional brick-and-mortar shops. 

While the retail environment was challenging in 2014, it’s no less challenging in 2017. There is intense 

market competition, pressure on prices and the complexities of omni-channel shopping are making it 

more difficult for retailers to drive profitability. Further, focus will move to consumer intelligence solutions 

that can combine multiple shopper metrics, such as location, previous shops visited, shopper history, etc., 

into a single analysis, delivered in real-time to keep up with the fast pace of consumers
246

. 

Looking at the leisure industry specifically, the UK market was worth GBP117 billion in revenue in 2012 

and has been growing almost twice as fast as the retail sector
247

. In the first quarter of 2016 95% of 

consumers spent money on leisure activities. Traditional leisure activities such as holidays, cinema and 

bowling are still popular but the drivers for industry growth are changing with consumer habits, for 

example increases in gym membership, eating out and video and music streaming. 

There is an evolution in the mind-set of the consumer taking place, a shift from product based 

consumption to experience based consumption
248

. Retail and leisure environments must reflect this 

change. Of these experience based activities, eating out remains the most popular leisure activity in the 

UK, with 85% of consumers spending in this area in the first three months of 2016. In-home leisure 

activities are the second most popular category in the UK with 77% of consumers spending money on 

activities such as video and music streaming and video gaming in the first quarter of 2016. 

4.11.2 Deployments, operations and test beds 

IoT is already being used in selected retail stores and connected technology looks set to rise in the retail 

environment. The number of beacons - devices that automatically send notifications and discounts 

directly to shoppers' smartphones - in retail outlets are forecast to increase from 96,000 in 2015 to 3.5 

million in 2018. Other technologies expected to be introduced into the retail environment first include 

smart mirrors, which enable customers to see what certain outfits would look like without trying on the 

clothes themselves, and smart shelves that automatically monitor inventory in stores and notify the store 

management when stock is running low. 

In March 2015, Innovate UK, the UK’s innovation agency, invested up to GBP4 million in projects 

exploring new ways to convert data about people into valuable insights
249

 that both improve the user 

experience for customers and lead to commercial gains for retailers. 

An example of a retail-centred offering is Telefonica’s Smart Steps
250

 solution that uses anonymous and 

aggregated mobile data to help companies understand what factors influence the number of people 

                                                      
246

 Stars and Spikes, 8 trends that will redefine retail in 2016, Tyco retail Solutions, 20168 - http://uk.businessinsider.com/internet-of-
things-ecommerce-retail-trends-2016-9 

247
 See: http://www.oliverwyman.com/content/dam/oliver-

wyman/global/en/files/archive/2012/20120612_BISL_OW_State_of_the_UK_Leisure_Industry_Final_Report.pdf 
248

 See: http://adage.com/article/digitalnext/consumers-experiences-things/299994/ 
249

 See: https://www.gov.uk/government/news/4-million-funding-to-enhance-user-experience-in-retail 
250

 See: http://dynamicinsights.telefonica.com/smart-steps/ 
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visiting a particular location. Both O2 Retail
251

 and the food retailer Morrisons
252

 have employed Smart 

Steps insights and witnessed an increase in customer footfall in their outlets as a result. 

Supermarket chain Waitrose has experimented with IoT technology in home and in store. In the home, 

Waitrose ran a trial of Hiku
253

, a connected scanner that allows a user to scan barcodes of products as 

they are used and then add them to a shared, online shopping list. In store, it developed a proof of 

concept showing the consumer benefits of a Bluetooth beacon platform, coupled with a partner 

smartphone application
254

 to provide custom offers at point of purchase. 

Several major supermarkets are now allowing customers to scan their own shopping as they walk around 

the store and then download the entire shopping basket at a terminal and pay. Whilst Waitrose
255

 uses 

custom hardware devices, Sainsbury’s has trialled a solution using a customer’s own smartphone as the 

scanner
256

. This was reported in 2015, but has now been closed
257

. Waitrose is also reported to be 

trialling a smartphone based scanning service
258

. 

Although food is the segment of retail that has seen the most adoption of IoT to date, probably due to the 

highly competitive nature of the market and the challenge to differentiate, retailers from across the sector 

are actively investigating and trialling IoT. 

John Lewis launched its JLab
259

 technology accelerator in 2014, offering to mentor and provide seed 

funding for chosen innovations. Although it is not purely focused on IoT, one of the key sectors of interest 

is around using technology to improve the shopping experience. It’s 2015 investment and support was in 

a company called Peeple
260

 which has developed a low cost, connected camera for mounting on front-

door peepholes. Although not directly targeted at retail, this technology could be coupled with smart locks 

in the future to ease the delivery of home shopping. JLab also invested during the same process in 

Qudini
261

, a start-up developing cloud-based queue management software, which could also be coupled 

with sensing to enhance an in store experience in the future. 

House of Fraser, in conjunction with technology start-up Poq, used an augmented reality application to 

drive sales during the 2015 ‘Black Friday’ event
262

. Shoppers were able to scan store windows with a 

companion application and obtain more information on products or be taken to an online ordering service. 

It is reported that the combination of physical display and online services led to orders that were 20% 

higher in value than the average app-based order alone. 

In the leisure sector, Disney World has created the ‘MagicBand’, a wearable wristband containing RFID 

tags. Disney visitors can check into the park, buy food, and gain fast-track passes for rides by tapping the 

band on receivers located round the park. Disney uses this data to track the movement of visitors 

thorough the park and determine which areas, rides and attractions are the most popular and which areas 

of the park require more attention
263

. 

Although there are several reports of the potential impact of connected robots in retail and leisure activity, 

testing tends to be rudimentary and restricted to a small number of markets. Restaurants in China and 

                                                      
251

 See: http://service.o2.co.uk/IQ/SRVS/CGI-BIN/WEBCGI.EXE?New,Kb=Companion,question=ref(User):str(Mobile),CASE=51597 
252

 See: http://dynamicinsights.telefonica.com/case-study/morrisons-customers-increase/ 
253

 See: http://www.retailgazette.co.uk/blog/2014/10/20343-waitrose-currently-trailing-home-scanning-device 
254

 See: https://eu.deloittedigital.com/en/work/waitrose 
255

 See: http://www.waitrose.com/home/about_waitrose/quick_check.html 
256

 See: https://www.retail-week.com/sectors/grocery/sainsburys-to-launch-scan-and-go-smartphone-shopping-app/5073990.article 
257

 See: http://help.sainsburys.co.uk/help/stores/what-is-msag 
258

 See: http://internetretailing.net/2016/03/waitrose-trials-mobile-self-scan-three-stores/ 
259

 See: http://jlab.co.uk 
260

 See: http://peeple.io 
261

 See: https://www.qudini.com 
262

 See: http://poqcommerce.com/app-commerce/2015/12/house-of-fraser-window-shoppers-place-higher-value-app-orders-on-
black-friday/ 

263
 See: https://disneyworld.disney.go.com/plan/my-disney-experience/bands-cards/ 
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Japan report replacing waiters with robots
264

. In the United States, Lowes are reported to be deploying 

robots in a customer service role to 11 stores in California
265

. 

4.11.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 41. 

 

Figure 41 – Retail and leisure connections 2016-2024 by group 

Current applications are mainly centred on customer engagement and retail efficiency applications. The 

majority of growth is predicted to come from the customer engagement applications, principally through 

retail POS connections, although both retail efficiency and network infrastructure groups are expected to 

provide growth too. By the end of the forecast period, there are expected to be approximately 1.7 million 

connections. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 42 below. 

                                                      
264

 See: http://uk.businessinsider.com/chinese-restaurant-robot-waiters-2016-7?r=US&IR=T 
265

 See: http://www.zdnet.com/article/lowes-introduces-autonomous-retail-service-robots/ 
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Figure 42 – Retail and leisure connections in 2024 by application 

The number of connections in 2024 is mainly expected to be driven by retail payment applications – point 

of sale terminals and non-physical checkouts. These are expected to be rolled-out as part of on-going 

replacement cycles but do not necessarily provide substantial benefits over the existing systems, instead 

offering modest benefits through an incremental upgrade. 

Vending machines have often been discussed as a typical application with a single connection providing 

a large amount of value given the costs associated with a site visit. The number of connected vending 

machines is expected to see a modest increase over the period to approximately 176,000. 

Access controls are currently being used in other regions with some success (e.g. Disney MagicBand) 

and is predicted to be rolled out at most major attractions in the UK by the end of the forecast period, 

representing approximately 95,000 concurrent connections at peak times. 

4.11.4 Potential inhibitors 

IoT adoption in the retail and leisure industry will depend on the availability of suitably priced technology, 

such as sensors and connectivity, that can be deployed widely in a cost sensitive market, plus the 

alignment of business practices to the opportunities enabled by technology. 

Whilst companies will be able to obtain large quantities of data from sensors and behavioural monitoring, 

they will need to know how to use that data and adapt their processes to take appropriate action. Any 

business case will depend on generating measurable value from an investment in technology and 

processes, meaning that companies will need to trial many solutions to adequately understand the impact 

on consumer behaviour. 
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As with many other sectors, retail faces difficulty with a lack of awareness, skills and cultural fit. There are 

still many shoppers that are less familiar with technology and will continue to value a personal 

engagement during retail transactions. 

There is also a real danger of a top-down, technology push approach to IoT in retail, with major 

technology players trying to drive more sales into retailers. One cited example of this is a push by 

Microsoft in 2014 to use its Kinect for Windows platform in retail analytics
266,267

.
 
Whilst some of these 

solutions may be successful, the more viable approaches are expected to be those developed by the 

retailers themselves or demanded by their customers. 

4.12 Emergency services and national security 

The emergency services rely on communications to ensure workers are dispatched and receive the 

information they require to deliver a safe and efficient service. Historically much of their usage of 

communications has been based on push-to-talk and group calling services, but there is an increasing 

focus on providing data services to both people and connected devices. Such services enable front-line 

operatives to gain access to information away from base, be tracked and to share information with 

supporting staff and headquarters. 

A summary of the ecosystem for IoT in the emergency services and national security sector is shown in 

Figure 43 below. 

 

Figure 43 – Ecosystem summary for the emergency services and national security sector 

4.12.1 General developments 

The current network that is used for voice communications by the emergency services and other national 

infrastructure bodies is optimised for voice communications. The Airwave network uses TETRA 

                                                      
266

 See: https://blogs.msdn.microsoft.com/kinectforwindows/2015/01/26/kinect-enabled-solutions-offer-insights-on-retail-customers/ 
267

 See: http://blogs.microsoft.com/work/2014/01/28/kinect-for-windows-revolutionizing-retail-
experiences/#sm.00069vg1m1ayqemhz642lurklvjef 
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technology
268

 and is in the process of being replaced with a new solution, the Emergency Services 

Network (ESN)
269

. 

ESN is based on 4G cellular technology and so will enable the emergency services to benefit from 

mission-critical data services at high speeds. The network is being delivered by Motorola Solutions and 

the mobile operator EE. It is planned to launch service in March 2018
270

, with the full migration completing 

in 2020. ESN is planned to cover England, Scotland and Wales but Northern Ireland is excluded, as the 

PSNI runs its own TETRA network
271

. 

In the meantime, many emergency services users are deploying solutions based on cellular technology 

on the same ‘best-efforts’ basis as commercial services. Due to the lack of a high-speed, mission-critical 

network for data services, emergency services users have been forced to rely on commercial grade 

networks. All of the MNOs provide such services and Airwave also offers its Smart Mobile service, acting 

as a mobile virtual network operator (MVNO) in conjunction with EE
272

. 

We have already seen the emergency services adopt automated dispatch systems, with many 

deployments operational since the 1990s
273,274

. These use both voice and telemetry to communicate 

locations and instructions between field operatives and central controllers. 

Another more general development that will aid the deployment of IoT solutions to the front line is the use 

of “electronic notebooks” in policing. Solutions such as Airwave’s Pronto
275

 are typically bespoke 

applications, running on mobile devices that allow a police officer to electronically manage witness 

statements, collision reports, stop and search, and similar activities
276

. 

This is supported by the College of Policing statement in its National Policing Vision 2016 that, “Predictive 

analysis and real-time access to intelligence and tasking in the field will be available on modern mobile 

devices. Officers and staff will be provided with intelligence that is easy to use and relevant to their role, 

location and local tasking.”
277

 By equipping front-line officers with data terminals, they will have the 

capability to interface to and interact with IoT devices and services as they become more widely adopted. 

Examples could include vehicle tracking, 

There is also significant work underway to bring technology to the delivery of ambulance and paramedic 

operations. The Association of Ambulance Chief Executives highlights the increasing important of 

telematics services, enabled by 4G technology
278

. 

The Fire and Rescue Services have traditionally lagged behind the other services when it comes to 

technology adoption but there are examples in other countries of connected fire fighting delivering 

operational benefit
279

. Much of the focus of connectivity in fire and rescue has been around gaining 

information and data prior to and during the incident. Access to building plans and other background 

information is often used as an example of the benefit of connectivity. As technology matures, there are 

also examples of IoT making specific inroads in to the sector with solutions such as streamed body 

camera video and connected microphones
280

. 
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 See: https://www.airwavesolutions.co.uk/home/ 
269

 See: https://www.gov.uk/government/publications/the-emergency-services-mobile-communications-programme/emergency-
services-network 

270
 See: http://www.wireless-mag.com/esn/News/43361/emergency-services-network-programme-hit-by-five-month-delay.aspx 

271
 See: https://www.psni.police.uk/inside-psni/our-departments/finance-and-support-services/information-and-communications-
services/ 

272
 See: http://www.wireless-mag.com/News/28684/airwave-launches-mobile-broadband-mvno-service.aspx 

273
 See: http://www.open.ac.uk/Arts/history-from-police-archives/RB1/Pt4/pt4Hurricane87.html 

274
 See: http://www.londonambulance.nhs.uk/about_us/who_we_are/our_story/a_brief_history.aspx 

275
 See: https://www.airwavesolutions.co.uk/airwave-smartworld/smart-applications/pronto/pronto-policing/ 

276
 See: http://www.wireless-mag.com/News/39495/staffordshire-police-speeds-up-roll-out-of-airwaves-pronto-suite-of-electronic-
applications.aspx 

277
 See: http://www.college.police.uk/About/Pages/National-policing-vision-2016.aspx 

278
 See: http://aace.org.uk/wp-content/uploads/2015/09/Ambulance-2020-and-beyond-the-AACE-vision.pdf 

279
 See: https://www.motorolasolutions.com/content/dam/msi/docs/solutions/fire-ems/fire-at-a-glance-brochure.pdf 

280
 See: http://www.ambulancetoday.co.uk/news-item/airwave-launches-4gmax-high-speed-data-on-demand/ 
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Although many elements of national security are not in the public domain, there are reports of interest in 

IoT from the UK Border Force. It is assumed that the military and intelligence agencies, and the National 

Crime Agency are active users of IoT-based solutions but that these are beyond the scope of this report. 

4.12.2 Deployments, operations and test beds 

There are currently limited numbers of active trials and deployments of IoT technology deployed in the UK 

as services wait for the new ESN to become available. 

In the United States, where much of the development work is undertaken, there is a focus on using IoT 

solutions to help with the problem of firearms related incidents. Approaches include the use of networked 

audio monitoring to identify and locate gunshots in urban areas
281

 and connected guns that log when a 

weapon is drawn, raised and fired
282

. 

Emergency services 

Offender tagging has been used for many years to record when someone on parole or a similar restriction 

breaks their curfew
283

. At present, this is done via a local radio link to a home installed hub, which passes 

the information via a GSM or fixed line link. Although it is conceivable that a wide area connection, 

coupled with more active GPS tracking could be an attractive option, the Ministry of Justice is reported to 

have faced obstacles in delivering an updated solution
284

 since a project was originally started in 2011. 

Whilst home-based tagging meets a simple use case for ensuring an offender is in a single location 

during curfew, there is lots of interest from police forces and judicial services in being better informed 

about knowing where some offenders or suspected offenders are at any time
285

. 

Scotland is pressing ahead with a plan to deploy GPS tags and more advanced sensors that measure 

alcohol levels in sweat, ensuring people obey court orders to stay sober
286

. In July 2016, the government 

announced plans to use GPS tags on foreign national offenders who are on bailing awaiting deportation 

or sentencing
287

. 

Following increased tension between citizens and the police and the need for verifiable evidence of many 

police encounters, there has been a move to equip police officers with body worn cameras. Whilst most 

body worn cameras deployed today are designed to archive footage until an officer returns to the police 

station, Staffordshire Police are reported
288

 to already have the ability to stream video from such a 

camera over a commercial 4G network
289

. 

Within emergency medical response, we are starting to see connected devices targeted specifically at 

medical care aware from the clinical environment. These include products such as connected automatic 

external defibrillators and electrocardiograms
290

. Within the ambulance itself, companies such as 

Thorcom are offering communications hubs to provide local Wi-Fi access for connected devices and 

integration with vehicle telematics
291

. 

                                                      
281

 See: https://www.rtinsights.com/preventive-policing-using-gunfire-detection-to-fight-crime/ 
282

 See: http://www.yardarmtech.com/our-technology/ 
283

 See: http://www.g4s.uk.com/en-
gb/What%20we%20do/Services/Care%20and%20justice%20services/Electronic%20monitoring/Tagging/ 

284
 See: https://www.ft.com/content/b13bc102-dbcd-11e5-a72f-1e7744c66818 

285
 See: http://www.policeprofessional.com/news.aspx?id=24202 
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 See: https://www.theguardian.com/law/2016/oct/04/scotland-introduces-alcohol-tests-gps-tracking-tagged-offenders 
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 See: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/537232/Immigration_Act_-_Part_3_-_Bail.pdf 

288
 See: http://www.computing.co.uk/ctg/news/2432346/staffordshire-police-look-to-ee-4g-internet-of-things-and-connected-devices-
to-help-fight-crime 

289
 See: http://www.pocket-lint.com/news/135721-ee-launches-4gee-capture-cam-for-affordable-live-hd-video-streamed-anywhere 

290
 See: http://www.physio-
control.com/uploadedFiles/Physio85/Contents/Emergency_Medical_Care/Products/Operating_Instructions/LIFEPAK15_Operatin
gInstructions_3306222-002.pdf 
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 See: https://thorcom.uk/solutions/ambulance-mobile-data 
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The Kent, Surrey and Sussex Air Ambulance Trust is reported to be trialling a backpack-based hub that 

enables local connectivity to be delivered to provide video, audio and data connectivity back to the Trust’s 

control hub
292

. 

The company FLIR offers connected thermal imaging cameras, including cameras light enough to be 

attached to an unmanned drone
293

. Surrey and Sussex Police are now trialling five such drones
294

 that 

are used for missing person searches, protestor responses, airport security and crash scene 

investigations. 

Once connectivity that supports the critical services required by the emergency services is widely 

available, there are a broad range of application that can be considered to protect and assist frontline 

personnel. 

National security 

Many border protection capabilities deployed elsewhere in the world are not relevant to the UK market as 

we do not have a closed land border to monitor and guard. Therefore, applicable use of IoT technologies 

is focused on sea ports, harbours and airports, as well as the Channel Tunnel. 

Eurotunnel reports a range of connected technologies to help the authorities to ensure security is 

maintained. Technology reported to be deployed or planned includes infra-red control equipment, passive 

millimetre wave (PMMW) control systems and integrated video surveillance cameras and image analysis 

software able to automatically trigger warnings in the event of a risk
295

. 

At sea, UK Border Force is reported to be experimenting with autonomous vessels
296

, used for 

surveillance. The AutoNaut vessel is capable of being equipped with a gyroscopically stabilised video 

camera and a communications payload to connect to the Inmarsat satellite network
297

. 

4.12.3 Market forecasts 

The forecast of connections by group for the next eight years is shown below in Figure 44. 

                                                      
292

 See: http://www.wireless-mag.com/News/35179/uk-air-ambulance-trusts-to-deploy-tactical-wireless-omni-hub-comms-
system.aspx 

293
 See: http://www.flir.co.uk/suas/content/?id=74946 
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 See: http://www.surrey.police.uk/news/police-acquire-four-new-drones-to-protect-public-and-investigate-crime-1/ 
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 See: http://www.eurotunnelgroup.com/uk/eurotunnel-group/operations/security/ 
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 See: http://www.dailymail.co.uk/sciencetech/article-3693929/Our-latest-way-stop-illegal-migrant-boats-high-tech-sea-drones-
powered-sun-waves.html 
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 See: http://www.autonautusv.com/wp-content/uploads/2013/11/Capability-Surveillance.pdf 
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Figure 44 – Emergency services and national security connections 2016-2024 by group 

There are currently few applications with deployments in the UK, and those that do have only been 

adopted at a small scale to date such as early instances of internet-connected offender tagging and body-

worn video. Growth is mainly expected to come from the emergency services group, with limited growth in 

national security and probation services applications. There are expected to be approximately 0.3 million 

connections by 2024. 

A more detailed breakdown of connections by application at the end of the forecast period (2024) is 

shown in Figure 45 below. 
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Figure 45 – Emergency services and national security connections in 2024 by application 

The number of connections in 2024 is mainly driven by personnel monitoring and body worn video 

applications, both focusing on protecting members of the emergency services. Offender tagging is also 

expected to see reasonably widespread adoption, to include both convicted offenders and those granted 

bail with restrictive conditions. 

Although the absolute number of connections is relatively low, there is a great deal of potential for an 

individual connection to provide a large amount of value – for instance a connected monitoring device for 

offenders can help to keep them out of prison (a significant cost saving) whilst enforcing strict conditions 

(improving the safety of such an approach). 

4.12.4 Potential inhibitors 

Whilst there have been a number of trials and point solutions, there has yet to be widespread adoption of 

IoT-based technology within the emergency services. There are a number of inhibitors that are potentially 

slowing progress, including the desire to limit spend on a new solution when the ESN is imminent. 

Even when ESN is launched, there will still be challenges for the emergency services. The Airwave 

TETRA network currently used by the emergency services is claimed to cover 99% of the UK landmass
298

 

whereas cellular networks have agreed with government to deliver at least 90% geographic coverage of 

voice and text services (but not data) by the end of 2017
299

. In the same timeframe, full coverage will be 

offered to 85% of geographic areas. In parallel, EE has committed to offer 4G service to 95% of the UK 

                                                      
298

 See: https://www.airwavesolutions.co.uk/airwave-smartworld/smart-networks/emergency-services-network/ 
299

 See: https://www.gov.uk/government/news/government-secures-landmark-deal-for-uk-mobile-phone-users 
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area by 2020
300

. ESN is planning to award an extended area service contract to target coverage in 38 

areas where there is Airwave coverage but no current 4G service planned
301

. 

Security again features as a potential inhibitor to the use of IoT in the emergency services. Through a 

lack of awareness, there is a real risk that data integrity could be compromised. Although not directly 

related to IoT, a recent report
302

 shows that several public facing police websites do not follow basic 

security practice, potentially leaving data vulnerable. 

Another key issue in the emergency services space is that Great Britain is served by 44 territorial Police 

Forces
303

, 52 Fire and Rescue Services
304

 and 12 providers of Ambulance Trusts or Services
305

. This 

means that there are many systems, solutions and platforms deployed in the field, suggesting a 

requirement for new technology to be tailored for multiple approaches. Police and Crime Commissioners 

are now able to take responsibility for their local Fire and Rescue Services and government has 

instructed all emergency services that they must work more closely together
306

, potentially leading to 

tighter integration of systems and services in the future. 

There is also a budget challenge within the emergency services, with all three having faced budget cuts in 

the past. Although the police budget is currently protected
307

, there are reports of on-going budget cuts in 

fire and ambulance services
308

. Any approach of using new technology to improve service and efficiency 

will require challenging prioritisation decisions to be made. 

  

                                                      
300

 See: http://www.landmobile.co.uk/news/ee-to-provide-95-landmass-4g-coverage-by-2020 
301

 See: file:///C:/Users/pveb/Downloads/Gordon_Shipley_-_Home_Office_-_SPF_Briefing_on_Emergency_Services_Radio_-
_July_16.pdf 

302
 See: http://www.theinquirer.net/inquirer/news/2473668/only-27-per-cent-of-uk-police-websites-are-actually-secure 

303
 See: https://www.gov.uk/government/publications/police-workforce-england-and-wales-31-march-2014/police-workforce-england-
and-wales-31-march-2014 

304
 See: http://www.cfoa.org.uk/12072 

305
 See: http://aace.org.uk/uk-ambulance-service/ 

306
 See: https://www.gov.uk/government/news/legislation-to-allow-police-and-crime-commissioners-to-take-responsibility-for-their-
local-fire-service 

307
 See: https://www.gov.uk/government/news/spending-review-and-autumn-statement-2015-key-announcements 

308
 See: http://www.cfoa.org.uk/20634 
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5 Focus on smart cities 

Smart cities represent a major application area for IoT. The connectivity of a large number of sensors and 

devices around a city will help to alleviate the growing problems associated with urban areas, such as 

increasing traffic congestion, pollution, and support the city population in ways such as improved social 

care and protection against disasters and emergencies. 

Smart cities as a sector have been described in section 4.4, but smart cities raise specific and pertinent 

questions that should be further explored. These include: how the benefits are delivered to citizens, the 

business models which support their investment, the collaboration models necessary to unite a wide 

range of stakeholders, and the concerns around data privacy and security. 

This section has the following structure: 

 5.1 Applications and benefits to citizens 

 5.2 Business model approaches 

 5.3 Approaches to data ownership, privacy and security 

 5.4 Approaches for mission-critical applications 

 5.5 Implications for the future market 

5.1 Applications and benefits to citizens 

There are a large number of potential applications of the internet of things in smart cities. Some are 

expected to be deployed early in smart cities and others may not emerge until the future when platforms 

are in place, smart cities are more mature and as the demands of society evolve. The applications which 

have been identified for the purposes of this report are listed in Table 6 below and are listed in eight 

groups. A brief explanation of each application is provided in Appendix A. 

Group Applications 

Citizen monitoring  CCTV 

 Citizen tracking 

 Crime detection 

 Crowd control 

 Sentiment measurement 

Civil emergencies  Communication of critical instructions 

 Natural disaster response 

 Road traffic accident reporting 

Environment and energy  Cogeneration 

 Energy usage monitoring 

 Local weather forecasting 

 Noise and pollution monitoring 

 Stray animal tracking 

Public connectivity services  Education 

 Tourism 
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Group Applications 

Public health and social care  Drug detection 

 Social care monitoring 

Public information and policy  Information kiosks 

Services and infrastructure  Connected street furniture 

 Connected waste management 

 Smart street lighting 

 Staff management and tracking 

Transport management  Car safety 

 Car sharing 

 Congestion charging 

 Connected road furniture 

 Gritting 

 Pothole management 

 Public transportation ticketing 

 Smart parking 

 Smart roads 

 Traffic management & control 

Table 6 – Smart city applications listed by group 

In general, the benefits of each application are one or more of the following: 

 Cost savings for public services, leading to a reduced tax burden for individuals and businesses 

 More efficient use of time, such as time saved in traffic congestion or using public transport 

 Improved environment, such as reduced pollution 

 Improved safety and quality of life 

 Increased wealth through economic growth 

 Better access to information 

The benefits provided, and who the primary beneficiaries are, have implications for the most appropriate 

business model, as discussed in section 5.2 below. 

5.2 Business model approaches 

Smart cities provide a range of benefits to many different individuals and businesses in a city, but also 

require substantial investment and the close involvement of a number of different stakeholders. Business 

models therefore have particular importance for smart cities, perhaps more than any other area of IoT. 

Business models must provide a return or justification to those providing investment, which is often a 

different stakeholder to those that receive the benefits. In some cases this may be through creating a 

revenue stream for a private enterprise, but in other cases there is no clear means of monetising smart 
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city services, and so it falls to the public sector to provide an investment for the good of the community. 

Table 7 below lists the potential beneficiaries and investment sources for smart cities. 

Potential beneficiaries 

Business models describe the 

relationship between the 

investment source and the 

benefits delivered 

Potential investment sources 

 Public sector 

 Councils 

 Emergency services 

 Health and social services 

 Central government 

 And others 

 Individuals 

 Residents 

 Visitors 

 Businesses 

 Those based in the city 

 Service providers, such as 

postal services, utilities and 

others 

 Connectivity or digital service 

providers 

 Universities 

 Public sector 

 Councils 

 Emergency services 

 Health and social services 

 Central government 

 And others 

 Individuals 

 Residents 

 Visitors (unlikely to invest) 

 Businesses 

 Those based in the city 

 Service providers, such as 

postal services, utilities and 

others 

 Connectivity or digital service 

providers 

 Universities 

Table 7 – Potential beneficiaries and sources of investment 

The lack of an appropriate business model may in itself inhibit the deployment of smart city services. The 

co-ordination and collaboration required between a diverse set of stakeholders can be difficult to achieve 

and complicate the case for investment. Internal department and separate budget-holders within a local 

authority can further complicate the challenge. 

In some cases, the approach taken in one aspect of city development can affect the overall business 

case for smart cities. For example, some local authorities have contracted the provision and maintenance 

of lamp posts to private companies on a long term contract. If suitable consideration was not given at the 

time of contracting to the potential future use of lamp posts as smart city infrastructure, then this can act 

as a barrier to their use in the future. The budgetary separation within authorities of the provision of one 

service, in this case street lighting, can impact the ability of the city to make budgetary decisions at a 

higher level. 

A number of distinct business models have been identified for the provision of smart cities. However, in 

reality a combination of these may be used, for example different stakeholders may collaborate and 

invest collectively, each using different business models to justify their investment. Separate revenue 

streams may be generated over time, facilitating the evolution from one business model to another, as the 

market matures. 

5.2.1 Business model: Public sector cost reduction 

Local or national government, along with other public sector authorities such as the emergency services 

or health authorities, may invest in providing smart city infrastructure in order to reduce the costs of 

delivering existing services. Although there may be some complication in sharing the investment across 
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different budget holders, the business case is relatively straightforward as a balance between the 

investment required and the cost savings delivered. 

An example of an application which may be provided with this business model is connected litter bins 

which report when they are nearly full and so enable the costs of routinely visiting and emptying bins to 

be reduced. 

5.2.2 Business model: Public sector investment for economic growth 

If the value from smart city services would not be delivered satisfactorily through any other business 

model, and the economic or quality-of-life benefits justify it, then public sector authorities may be called 

upon to make the investment on behalf of citizens. This approach depends on the responsibilities at each 

level of government, and may be more appropriate at a regional or national level. There may be specific 

high-value applications that drive this investment, such as nation-wide traffic monitoring. There may also 

be competition with other regions or countries to become leaders in smart city technology which may 

drive investment. 

5.2.3 Business model: Provision by citizens through crowd-sourcing 

Local residents can provide infrastructure on a crowd-sourced basis, by each providing an element of 

infrastructure which works together as a system. Access may be provided to the public for free or by 

contribution to the community. This approach is being adopted by The Things Network
309

 which has 28 

communities in cities in the UK and communities across 53 other countries. With its informal approach, 

these networks cannot offer guaranteed coverage or quality of service, but with its low-cost base and 

decentralised approach may be appropriate for some useful applications within a smart city. 

5.2.4 Business model: Private sector investment for revenue 

If it is possible to monetise the value delivered from smart city services then a commercially-viable service 

may be built by private sector businesses. Revenue may come from service users, such as residents or 

businesses paying for access to data, or from a service fee paid by public sector authorities which 

recognise the value of the service to the city and wish to subcontract its provision. Revenue may also be 

generated indirectly, such as through targeted advertising to users or through the value of data collected 

by the service. 

An example of an application which may be provided with this business model is where public transport is 

provided by a commercial organisation which invests in a service to provide live transport updates to 

passengers. The benefit of this service is to increase the number of fare-paying passengers, therefore 

justifying the business case for investment. 

5.2.5 Business model: Private sector investment as technology demonstrator 

As smart cities remain emergent, there is value to businesses in establishing themselves or the region as 

a leader in the technology of smart cities. This may justify an investment with no short-term revenues, but 

which benefits the business in the long term. For example, an emerging business with a candidate 

technology may set up a city-wide demonstrator in order to establish their technology as the market 

leader. Alternatively, a group of businesses may have an interest in promoting the city or region as a 

leader in smart city technologies and may co-operate to provide some infrastructure on a trial basis. This 

may lead to an evolved solution as more applications are deployed, and in time the business model may 

need to mature to a different approach. 

5.2.6 Business model: Private sector construction investment 

Private sector businesses may invest in smart city infrastructure and services as part of a wider 

investment or business case. For example, a construction company may develop a large housing estate 

and as part of the development may install smart city services alongside services such as utilities, 
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 See: https://www.thethingsnetwork.org/ 
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communications and transport networks. These smart city services may subsequently be handed over to 

other organisations to manage. This business model is likely to emerge as smart cities become more 

mature and services are integrated more closely with construction developments, especially large 

developments of new towns. 

5.2.7 Business model: Academic research 

As smart city technology develops, there are aspects which are the focus of academic research and have 

not yet matured to commercial research and development. Investment cases can be made for some 

smart city services in order to support academic research of technology and their social implications. 

Although it is unlikely that this model will support complete systems, it can form an important part of a 

collaboration, and many of the smart city initiatives in the UK involve academic partners. 

5.2.8 Business model: Collaboration and hybrid business models 

Most significant smart city deployments in the UK so far have involved collaboration between a number of 

partners, usually including public sector, academia and private businesses. For example, Bristol is Open 

is a joint venture between the University of Bristol and Bristol City Council, and has formed partnerships 

with many different organisations. In these cases there is often no single clear business model but each 

partner makes a business case for their involvement based on a different model. As these deployments 

mature, it may be that they evolve to a different business model, perhaps including transfer of 

responsibility to a single organisation at an appropriate time. 

5.3 Approaches to data ownership, privacy and security 

There are two principal threats to a smart city system: unauthorised access to valuable data and 

unauthorised control or disabling of a system which causes harm or loss. 

Many of the applications of a smart city gather data which is not particularly valuable or sensitive, and in 

fact may be public as soon as it is gathered, such as traffic congestion or weather data. However, some 

data may be sensitive, particularly if it permits an individual to be identified or tracked. In these cases, it is 

important that the data is suitably protected. The data itself may not be sensitive, but it may be processed 

or combined with other data to provide more valuable insights, such as facial recognition of CCTV 

images, or daily occupancy patterns of a building. Some example applications which involve the collection 

or handling of sensitive data include: 

 Traffic flow measurement (if individual vehicles identified) 

 Smart parking (if individual vehicles identified) 

 Utilities/energy monitoring if at sufficient granularity, e.g. by household 

 Use of apps or browsers which track user identity 

 Public transport (if individuals identified such as with an electronic season ticket) 

 CCTV (where facial recognition algorithms can be applied) 

 Care of elderly or vulnerable persons 

Although the data is sensitive in each of these cases, it is of a level which is already routinely collected, 

stored and protected by commercial-grade systems. The risk is increased, however, if data is being 

collected across applications by the same system, and if suitable partitioning of the system is not in place 

so that access to one data set grants access to other data sets. Appropriate measures must be taken to 

protect smart city data because, if personal data is compromised, this may lead to resistance from the 

public to some smart city applications. 

At the current stage of development of smart cities, data is generally collected in order to provide a 

service, and it is not monetised directly. It is possible that in the future data will be used to generate 

revenue, such as through its direct sale or indirectly through targeted advertising to consumers. In this 

case, the attitudes of consumers towards the data being used for this purpose will need to be managed. 
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This debate is currently playing out with regard to data collected by internet companies and social 

networks, and the trade-offs necessary are beginning to be understood by the public. 

In many cases, the value of the data increases as more data sets are combined and more insight can be 

generated, but this also increases the risk of data being compromised. Data should be anonymised 

wherever possible and as early as is practical in the data handling process. 

Of greater significance, however, is the potential for a smart city system to be maliciously compromised 

by a hacker, which may be for criminal reasons or even terrorist or state-sponsored activities. Access of 

some smart city systems could enable the hacker to have an impact in the real world, such as changing 

the display on smart signs or influencing traffic control systems. If a connected traffic lights system could 

be compromised such that all city traffic lights showed green, this could lead to loss of life in traffic 

accidents and inevitable economic loss through the ensuing gridlock. 

The security of systems which could lead to personal injury or economic loss to the city or its citizens if 

compromised is therefore vitally important. Standard commercial security techniques can be used, such 

as ensuring these systems are not directly connected to the internet if this is practical. Protection of 

critical national infrastructure is a stated aim for the creation by the UK Government of the National Cyber 

Security Centre which was formed in March 2016
310

. 

5.4 Approaches for mission-critical applications 

As more aspects of a city become connected and integrated, there will be an increasing level of 

interdependence between platforms and communications systems. Although each element will have a 

high level of availability, there will be more potential points of failure. For smart city applications that are 

mission critical, or which result in significant loss if they fail, a high level of resilience will be essential. 

Smart city applications which could be described as mission critical include: 

 Intelligent traffic management systems and public transport control systems, which could result in 

gridlock or even cause fatalities in the event of a failure 

 Applications that provide critical care for vulnerable people, where failure could result in physical 

harm or a lack of essential care being provided 

 Systems used by the emergency services, such as to access city information or co-ordinate a 

response to an incident, where failure could result in loss of life or property 

Mission-critical systems must be designed with an appropriate level of redundancy to guarantee that they 

are highly available. These approaches are already common in other mission-critical infrastructure, and 

include careful design to remove any single points of failure, and the provision of redundant power 

supplies and redundant communication systems. If possible, parallel communications systems using 

different technologies should be implemented, such as using a cellular system as a fall-back to a private 

network, or a satellite link between sites. These approaches increase the cost, and this needs to be 

balanced against the probability and impact of a system failing. 

Smart connected systems should also be designed to fall-back to their current, non-connected mode of 

operation. So for example, if a smart traffic light system were to fail then it should revert to its independent 

timed mode of operation. This may lose the efficiencies of a connected system, but will ensure that some 

operation continues rather than causing gridlock. 

There is a significant reputational risk in the failure of smart systems. Although non-connected systems 

suffer failures, and human-dependent systems certainly do, the failure of a connected or “smart” system 

can be a high profile failure which shakes the public’s confidence in technology. An example of this can 

be seen in autonomous cars, which are statistically safer than their human-driven counterparts, and yet a 

fatality caused by an autonomous vehicle is seen as evidence that the technology is not safe. 
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 See: https://www.gov.uk/government/news/new-national-cyber-security-centre-set-to-bring-uk-expertise-together 
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5.5 Implications for the future market 

There are already numerous pioneering initiatives in UK cities and the level of interest in them is rising. 

The most advanced deployments are based around collaborations between city authorities, businesses 

and academic institutions and are pitched as demonstrators or test beds. There remain significant 

inhibitors to widespread deployments in urban areas around the UK, and it will take time for the right 

business and technology approaches to mature and become widespread. 

There may be a role for regional or central government to lead, ensuring that deployments move on from 

initial test beds to established deployments. This may include encouraging collaboration between cities 

and regions, and providing funds for platforms to overcome the initial investment barrier. Awareness 

could be raised within local authorities through the sharing of information, best practice and lessons 

learned from the early adopters. 

As the technologies remain in an emergent phase, a liberal approach to spectrum availability and usage 

will enable flexibility as technologies emerge, evolve and adapt. A high level of fragmentation can be 

expected, followed by convergence towards a smaller number of technologies that benefit from 

economies of scale and high interoperability. 

International developments can also be expected to have an impact on the UK market. Large cities in 

emerging economies face significant pressure with rapid growth rates and large urban areas. City 

authorities in these conurbations will increasingly use technology to address some of these problems, and 

will drive some of the adoption of smart city approaches worldwide. Newly-built cities are being 

constructed in places such as the Middle East such as King Abdullah Economic City
311

 in Saudi Arabia, 

which make wide use of smart technologies and avoid the challenges of deploying into a legacy 

environment. Overall, therefore, the direction of smart city technologies will be influenced by deployments 

outside the UK as well as within the UK. 
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 See: http://www.kaec.net/ 
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6 Focus on connected vehicles 

The connected vehicle market has seen a large increase in focus over the past two years, with 

connectivity solutions moving to the mainstream of cellular standardisation and increased autonomy 

becoming available, in a limited way, in cars available for sale today. This rapidly changing market and 

technology landscape means that we need to consider additional impacts over those discussed in section 

4.1, in the following structure: 

 6.1 Approaches to critical functions 

 6.2 Latest standards and legislation updates 

 6.3 Coverage and roaming implications and approaches adopted 

 6.4 Approaches to data ownership and privacy 

 6.5 Implications for the future market 

6.1 Approaches to critical functions 

The most important functions for connected vehicles are those that are safety-critical in some way. 

Having applications that are safety-critical marks something of a departure from traditional 

telecommunications use cases – where failures are usually accepted during operation and are often 

merely inconvenient (for example, dropped calls, message delivery failures etc.). IoT in the context of 

connected vehicles brings with it the very real possibility of failures leading to the harming of individuals, 

and as such these aspects must be considered very carefully. 

Connected vehicles exist in something of a transition phase. On the one hand, non-safety critical 

applications have been in evidence for a number of years, with, for example, standards set for smart road 

tolling and manufacturers releasing LTE-connected vehicles in more recent years. It is widely expected 

that the end point for connected vehicles is an ecosystem in which all vehicles are able to travel 

autonomously where every aspect of their operation is capable of being controlled without human 

interaction. Currently, the market sits somewhere between these two with numerous trials into driverless 

vehicles by major manufacturers having taken place and the manufacturers aiming to understand the best 

way to reach full autonomy. A full and proper understanding of the safety implications here is not yet fully 

developed, and is instead framed against small scale trials of more advanced connected vehicles 

operating in the existing infrastructure and surrounded by traditional vehicles. 

Safety regulations therefore generally closely reflect those of non-connected vehicles. In the UK, 

driverless vehicles must always have a driver in place. That driver must be able to take control at any 

time, exactly as they would in a traditional vehicle. This places limits on the technical designs of 

connected vehicles, which have so far looked broadly similar to their non-connected counterparts (e.g. 

360 degree field of view, steering wheel, mechanical brakes etc.). Similarly, in the event of any incidents, 

it is the user that is liable, as they would be in a traditional vehicle. 

However, even with this necessarily cautious approach there have been some issues of note. There have 

been instances of high-profile accidents involving vehicles in the ‘autopilot’ mode, where despite 

regulation requiring a driver to intervene, they have failed to do so and the collision avoidance systems 

have failed to prevent an accident
312

. Additionally, there have been widespread security concerns with a 

number of security breaches noted across various manufacturers, including breaches that have enabled 

hackers to override safety-critical applications within the vehicle. Indeed, the EC highlighted security and 

interoperability as crucial issues in its 2016 report on the development of ITS
313

. 

One interpretation is that the regulatory approach to safety-critical functions is to treat the vehicle almost 

as though it had no connectivity at all. From a technical and standards point of view, the approach is still 

developing, through trials both in a closed environment and out on public roads. Undoubtedly, the 
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 See: https://uk.finance.yahoo.com/news/heres-latest-federal-investigation-teslas-205917483.html 
313

 See: http://ec.europa.eu/transport/themes/its/doc/c-its-platform-final-report-january-2016.pdf 
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approach from both perspectives will need to develop further if the majority of vehicles are to operate 

safely in a connected manner. 

6.2 Latest standards and legislation updates 

The standards in place for connected vehicles (in the UK/EU) are not straightforward and in many cases, 

are open to further iteration and development. The standards can be broadly split into the following three 

categories: 

 Spectrum and use case standards 

 Security standards 

 Safety standards 

The current situation and recent developments for each of these is reviewed in the following subsections. 

6.2.1 Spectrum and use cases 

Although this report focuses on the UK (and by extension, Europe), the US is important to consider 

because it has historically been viewed as the leader for much of the discussion around connected 

vehicles and is the second largest market for automobiles in the world behind China
314

. Although China is 

also important from a standards point of view (many western manufacturers produce large numbers of 

vehicles for the market and so would benefit from a common platform), regulation in the country rarely 

falls in line with elsewhere and there are significant cultural differences. 

A specific standard for use in Intelligent Transportation Systems (ITS) was first introduced in the United 

States in 1998, known as Dedicated Short Range Communications (DSRC). In the US, 75 MHz of 

spectrum was allocated in the 5.9 GHz Industrial, Scientific and Medical (ISM) band (5850-5925 MHz) for 

use in connected vehicles. This was chosen due to its “potential compatibility with European and Asian 

DSRC developments”
315

 and more generally its availability, signal propagation and spectral capacity. This 

standard remains unchanged to date. 

Standards in Europe are set by the European Telecommunications Standards Institute (ETSI) and the 

European Committee for Standardisation (CEN) whilst regulation is covered by the European Conference 

of Postal and Telecommunications’ European Communications Committee (CEPT, ECC). The situation in 

Europe is slightly more complex than in the US, with various pieces of legislation reserving different 

blocks for different usage cases. This is demonstrated below, and shows that for the most part, the ITS-

G5 blocks (the European ITS standard which is based on IEEE 802.11p) align with those in the US, with 

an additional block of 20 MHz with standards specified by CEN. 

 

Figure 46 – Overview of US and European 5.8/5.9GHz spectrum reserved for connected vehicles (Source: 

Cambridge Consultants) 

                                                      
314

 See: https://www.statista.com/statistics/416036/largest-automobile-markets-worldwide-based-on-new-car-registrations/ 
315

 See: https://transition.fcc.gov/Bureaus/Engineering_Technology/Orders/1999/fcc99305.txt 
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Regulation was introduced in 2008
316

 and revised in June 2015
317

 and denotes a split in the ITS-G5 

spectrum in Europe into three parts: 

 ITS-G5B
318

, used for non-safety ITS applications 

 ITS-G5A
319

, used for safety-related ITS applications 

 ITS-G5D
320

, reserved for future ITS applications 

Although the 5850-5925 MHz band has been used in various European applications since the early 

2000s, there were complexities between member states, where parts of the spectrum were also in use for 

other (non-ITS) applications in certain countries and therefore could not be used for (safety-critical) ITS 

applications. Because the existing standards were only the result of a recommendation (rather than a 

binding decision), this led to the situation that despite a common standard recommended across Europe, 

interoperability across borders could not be achieved. 

The ECC decision in 2008 to create the ITS-G5A band of 30 MHz for safety applications guaranteed that 

safety-critical applications would be interoperable in the same frequency band throughout Europe. 

Similarly, the ITS-G5D band is also mandatory for future ITS applications (not necessarily safety-critical) 

across the whole of Europe. This results in 50 MHz of spectrum which overlaps with the US standards for 

use in connected vehicles. 

These three blocks of ITS spectrum are covered by the ETSI standard EN 302 571
321

, which sets out 

harmonised standards to be applied across Europe on: 

 Output power 

 Power spectral density 

 Transmit power control 

 Unwanted emissions 

 Transmitter spectrum mask 

 Spurious radiated emission limits 

 Receiver selectivity 

 Receiver sensitivity 

 Decentralised congestion control 

 Testing procedures 

A 20 MHz block (5795-5815 MHz) was set aside as part of a 2004 EU directive
322

 for specific use in road 

tolls (i.e. for a specific set of vehicle-to-infrastructure communications). This directive set out a number of 

technology options including infrared, satellite and the 5.8 GHz standard. It has been suggested that this 

frequency band may be used as the standard for all tachographs that are mandatory for Heavy Goods 

Vehicles (HGVs) and could therefore be extended for use in both tolling and compliance monitoring. 

However, there have been a number of different approaches in different member states and as such full 

interoperability has still not yet been realised
323

. There are additional compatibility (i.e. interference) 

concerns between this 20 MHz block and the larger block dedicated as part of the ITS-G5 standards
324

. 

                                                      
316

 See: http://www.anacom.pt/render.jsp?contentId=913840#.V-q11SErLRY 
317

 Minor revisions included a widened scope to include “portable ITS stations” as well as vehicle-to-vehicle and vehicle-to-
infrastructure applications, a reflection that equipment was now available and that manufacturers were understood to agree to 
deploy using the ETSI ITS standards and a clarification that standards could apply to both road and rail 

318
 See: http://www.erodocdb.dk/docs/doc98/official/pdf/REC0801.pdf 

319
 See: http://www.erodocdb.dk/docs/doc98/official/pdf/ECCDec0801.pdf 

320
 See: http://www.erodocdb.dk/docs/doc98/official/pdf/ECCDec0801.pdf 

321
 See: http://www.etsi.org/deliver/etsi_en%5C302500_302599%5C302571%5C02.00.00_20%5Cen_302571v020000a.pdf 

322
 See: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:166:0124:0143:EN:PDF 

323
 See: http://ec.europa.eu/transport/media/publications/doc/2011-eets-european-electronic-toll-service_en.pdf 

324
 See: http://www.erodocdb.dk/Docs/doc98/official/pdf/ECCREP228.PDF 

http://www.erodocdb.dk/Docs/doc98/official/pdf/ECCREP228.PDF
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63 to 64 GHz spectrum has also been considered as a possibility for use in connected vehicles. Original 

regulation was drawn up in 1999
325

 with detailed discussions taking place in 2009 regarding its 

safeguarding for ITS applications
326

. Ofcom considered reserving this band exclusively for ITS in 2009 but 

concluded that this was not necessary
327

. The use of this spectrum remains a possibility but recent 

discussion has centred on the 5.8/5.9 GHz spectrum described above with no new developments on 

using 63-64 GHz. 

The situation is therefore that standards and regulations are effectively set for both safety and non-safety 

critical ITS applications across Europe using 5.9 GHz spectrum. It is possible that spectrum in the 5.8 

GHz band will continue to be used in specific HGV/toll applications whilst at present the 63 GHz spectrum 

standards do not appear to be gaining much traction. Clearly, we are some way from the worldwide 

standardisation that would enable a common approach to be possible in all geographies, although it is 

possible this would be centred on the 5.9 GHz spectrum and associated standards. 

The main applications for which vehicles may need to communicate wirelessly can broadly be split into 

two categories; short range and long range. The long range applications are likely to typically consist of 

telematics use cases such as media streaming and diagnostics to a central location. Short range 

applications are more likely to deal with efficiency improvements and safety applications such as car-to-

car communications (collision avoidance) and vehicle-to-infrastructure communication (e.g. interacting 

with signage, tolls etc.). 

Crucially, there are a wide variety of potential applications that require very different network qualities 

(e.g. amount of bandwidth required by simple applications such as car-to-car messaging versus high 

quality media streaming). For example, streaming 4K video requires around 15 Mbps
328

, compared to just 

hundreds of kbps for basic information in other applications. With the potential for multiple streamed 

media applications in one vehicle, it seems likely that a connected vehicle will at least incorporate a 

“traditional” mobile connection. Currently, the latest technology in deployment is LTE (i.e. 4G) but in the 

medium term this will likely be replaced by 5G, although it should be noted that this emerging standard is 

yet to be standardised. 

Although more bandwidth-intensive applications suggest that a 4G/5G connection would be required in all 

cases, recent eCall (emergency calling) legislation from the EC will ensure that all new vehicles carry 

cellular connectivity from April 2018
329,330

. The question therefore becomes the degree to which a cellular 

connection may be used to fulfil the less data-intensive but latency-sensitive applications in the vehicle. 

These might include short range car-to-car and car-to-other communications and whether this might 

effectively bypass the ITS-specific standards (around 5.8/5.9 GHz) outlined earlier. 

LTE standards are set by the 3
rd

 Generation Partnership Project (3GPP
331

), which has recently produced 

a vehicle-specific standard
332

. This is expected to be extended in Release 14, which is forecast to be 

finalised in March 2017
333

. The latest standard sets out two complementary transmission modes – one for 

short range and one for long range
334

. The ‘PC5 interface’ deals with latency-sensitive applications over a 

maximum distance of hundreds of metres, and operates both with and without cellular coverage. The ‘Uu 

interface’ deals with longer range (in the order of kilometres) applications that have more tolerance for 

latency, where vehicles send messages to a server via unicast. 

                                                      
325

 See: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:31999L0005&from=en 
326

 See: http://www.erodocdb.dk/docs/doc98/official/pdf/ECCRep113.pdf 
327

 See: http://stakeholders.ofcom.org.uk/binaries/consultations/59_64ghz/statement/statement.pdf 
328

 See: http://blog.streamingmedia.com/2015/01/4k-streaming-bandwidth-problem.html 
329

 See: https://ec.europa.eu/digital-single-market/en/news/ecall-all-new-cars-april-2018 
330

 This raises interesting questions of behavioural change – will drivers assume that emergencies are being handled automatically 
and no longer call emergency services? Will they continue to act as they always have done? What happens in so-called ‘not-
spots’? The automated system will not work, and neither will people be able to contact emergency services. 

331
 See: http://www.3gpp.org/ 

332
 See: http://www.3gpp.org/news-events/3gpp-news/1798-v2x_r14 

333
 See: https://www.qualcomm.com/news/onq/2016/09/27/cellular-v2x-gaining-momentum?empid=Wireless_Newsletter 

334
 See: https://www.qualcomm.com/media/documents/files/cellular-vehicle-to-everything-c-v2x-technologies.pdf 

http://stakeholders.ofcom.org.uk/binaries/consultations/59_64ghz/statement/statement.pdf
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These new standards are claimed to be able to operate over increased distances and at increased 

speeds, compared to their ITS-G5 counterparts. However, there are questions around coverage that are 

yet to be addressed. Qualcomm claims that the new standards support vehicle-to-vehicle 

communications even when outside the range of existing network coverage
335

 and are able to offer an 

enhanced communications service when within the cellular footprint. 

In addition, key auto and mobile industry players (including Audi, BMW, Daimler, Ericsson, Huawei, 

Vodafone, Nokia and Qualcomm) have recently combined to form the 5G Automotive Association 

(5GAA). This represents considerable momentum for using cellular technology in connected vehicle 

applications. However, it remains unclear to what extent cellular solutions may replace the existing ITS 

standards. Some comments suggest that it will be a substitute
336

, whilst the technical specifications 

appear to include ITS standards as a back-up or to be used alongside cellular in close-range specific 

applications. 

There is also discussion surrounding potential network architecture – with a specific focus on changes 

needed to enable low-latency applications through a cellular connection. For example, ‘Mobile Edge 

Computing’ uses micro data centres at the edge of the network to enable latency of less than 20ms
337

 

over a cellular connection (it is suggested such low latencies are required for vehicular applications, with 

average 4G latencies on traditional cellular networks around 55ms
338

). This is backed up by the ETSI 

Industry Specification Group for Mobile Edge computing which has more than 40 members
339

. 

One of the key benefits of a solution aligned to the cellular industry is that automotive communications will 

be able to benefit from the large investments made by telecommunications companies into wireless 

technology development. The move towards 5G systems is considering high integrity networks for real-

time applications such as car connectivity from the very beginning. 

Applications in the railway industry are not currently expected to be as wide-ranging as in road-based 

vehicles. The high-bandwidth applications (e.g. media streaming) expected in road going vehicles are far 

more likely to be to individual’s devices rather than to the train itself. Indeed this is already the case, with 

many passengers either simply consuming content on their existing mobile tariffs and personal devices or 

using on-board Wi-Fi. However, shorter range applications such as vehicle-to-infrastructure 

communication are equally valid on railways. 

The industry has previously agreed that ITS applications should use existing GSM technology
340

, with 

interoperability of communications on high-speed railway networks within Europe required as part of an 

EU directive
341

. This will likely require some form of review, as GSM is eventually phased out in the UK 

(although it is not currently clear when this is likely to happen). Most recently, consideration has been 

given to the suitability of the ITS-G5 standards for rail applications. It is not clear to what degree the 

current standards are suitable for use on trains on a technical level, with conflicting reports emerging. It is 

useful to note that the existing standard (EN 302 571) does already appear to make provision for use on 

railways, and so further evolutions in standards may not be required. 

Aeronautical
342

 and maritime
343

 standards focus around Very High Frequency (VHF) spectrum for radio 

communication. Again, there is less crossover with the application of road-based connected vehicles and 

it appears unlikely that in the short-to-medium term, standards will be required to adapted for new use 

cases (over and above what is already being done). 

                                                      
335

 See: https://www.qualcomm.com/news/onq/2016/09/27/cellular-v2x-gaining-momentum?empid=Wireless_Newsletter 
336

 E.g. Qualcomm’s Technologies C-V2X Engineering lead stated: “…cellular ecosystem in vehicular communications. C-V2X is 
becoming a viable modern alternative to IEEE 802.11p and the basis for significant advancements in the future as the cellular 
industry moves toward 5G.” 

337
 See: http://www.cambridgewireless.co.uk/Presentation/MB06.04.16-Nokia-Uwe_Putzschler.pdf 

338
 See: https://www.ofcom.org.uk/about-ofcom/latest/media/media-releases/2014/3g-4g-bb-speeds 

339
 See: https://portal.etsi.org/TBSiteMap/MEC/ListofMembers.aspx 

340
 See: http://www.etsi.org/technologies-clusters/technologies/intelligent-transport 

341
 See: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32007L0032&from=EN 

342
 See: http://www.etsi.org/technologies-clusters/technologies/aeronautical 

343
 See: http://www.etsi.org/technologies-clusters/technologies/maritime 
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6.2.2 Security 

Security is a particularly important element of connected vehicle standards, because in safety-critical 

applications, the effects of malicious attacks on communication can be severe: loss of life or serious 

injury. Contrast this with other applications, where data being stolen or manipulated may at worst lead to 

financial loss and it is clear that security should be considered very carefully. 

Security measures for LTE are set as part of the 3GPP LTE standard
344

. LTE is generally thought to be 

more secure than its predecessors (2G and 3G) but is still susceptible to certain vulnerabilities
345

. The 

most recent developments from 3GPP regarding V2X appear to use existing LTE security measures, 

which are therefore open to the same issues (i.e. attacks on vulnerable aspects of the standard). Given 

that this standard is likely to evolve and 5G standards are yet to be completed, it is possible that these will 

be specified in such a way that provides high security. 

Security on the 5.8/5.9GHz ITS standards are not standardised as part of the 802.11p standard, since 

this is an air interface specification. ETSI requirements
346

 for ITS communications systems include the 

following: 

 Authentication 

 Authorization 

 Integrity and non-repudiation 

 Cryptographic protection based on digital signatures and certificates. 

 Plausibility checks 

 Rate limitation 

 Anonymity of users shall be protected by usage of anonymous identifiers by means of 

pseudonyms and anonymous certificates 

Currently, security is managed end-to-end at the application layer with hop-by-hop verification of parties 

(i.e. verifying packets between all nodes in the network). 

6.2.3 Safety 

Many countries’ motor laws stem from the 1968 Vienna Convention on Road Traffic which includes the 

fundamental principle that the driver must always be fully in control and responsible for the behaviour of 

their vehicle in operation
347

. Crucially in the UK, the convention has been signed but not ratified and so 

autonomous vehicles (without a driver) are in theory legally allowed on UK roads
348

. The UK Department 

for Transport (DfT) published a code of practice in 2015 for the testing of driverless vehicles
349

, which has 

since enabled trials across the country. This sets out the conditions for allowing ‘highly’ and ‘fully’ 

automated vehicles to operate on UK roads. The most relevant safety requirements are: 

 Vehicles under test must obey all relevant road traffic laws 

 Test drivers/operators must have all appropriate licences 

 A risk analysis must be conducted 

 Recommendation to engage with local emergency services 

 A driver must supervise the vehicle at all times and be ready to override the automated system if 

necessary 

 Outside of public roads or where the vehicle is limited to a maximum of 15mph, a driver may only 

have access to an emergency stop function 

                                                      
344

 See: http://www.etsi.org/WebSite/document/EVENTS/ETSI%20MWC%202010%20SECURITY.pdf 
345

 See: https://www.rsaconference.com/writable/presentations/file_upload/tech-r03_lte-security-how-good-is-it.pdf 
346

 See: http://www.etsi.org/deliver/etsi_ts/102600_102699/10263603/01.01.01_60/ts_10263603v010101p.pdf 
347

 See: https://globalautoregs.com/rules/157 
348

 See: http://www.connectedcar-news.com/news/2015/feb/11/driverless-tests-uk-public-roads-given-go-ahead/ 
349

 See: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/446316/pathway-driverless-cars.pdf 
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 To test on public roads, sufficient testing must have first taken place on closed roads or test 

facilities 

 Data must be recorded on modes: manual versus automated, speed, steering, braking, lights, 

horn, proximity sensing and any remote commands. 

 The appropriate level of security must be built into all systems, and testers should consider using 

BSI PAS754 specification 

 An audible warning must be given in the event of a failure 

 All software must be well documented and subject to extensive testing 

Clearly, some of these safety measures are focused on the testing regime and would therefore be open 

to revision in the future. It seems likely that the requirement for a driver to be able to manually override at 

all times (and therefore to always be occupied with the ‘driving’) will remain for the foreseeable future, and 

that some of the other requirements may be relaxed as technology advances and becomes more proven 

in operation. 

6.3 Coverage and roaming implications and approaches adopted 

Historically, applications have tended to focus on short range vehicle-to-infrastructure use cases, such as 

interacting with toll infrastructure or compliance monitoring in commercial vehicles. The 5.8/5.9GHz 

technology used for this simply communicated from a module embedded in the vehicle to a fixed point 

close to the vehicle’s path. The only coverage challenges were therefore connecting these fixed points on 

the road to a central system, which could generally be achieved by traditional fixed infrastructure, such as 

copper/fibre or wireless systems. 

However, coverage is likely to emerge as a difficulty as applications become increasingly dependent on 

LTE (and later 5G) mobile technologies. Again, there is a distinction to be made between safety and non-

safety critical applications. In the case of non-safety critical application, a lack of coverage may be an 

inconvenience (e.g. media cannot be streamed, telematics data cannot be immediately fed back to the 

network) but it is unlikely to cause any damage. Conversely, in a safety critical application, a lack of 

coverage may prevent crucial features from working altogether. 

Although many modern vehicles do now have an inbuilt mobile connection, the features available are 

generally centred on non-critical ‘nice to haves’, while the amount of data and revenue being generated is 

currently quite low. Mobile Network Operators (MNOs) are therefore not currently compelled to invest 

heavily in road coverage. Ofcom has noted that rail and road coverage needs to be improved and doing 

so is one of the elements of the “Five point plan to improving mobile coverage”
350

. 

This is a key area of interest for Ofcom – a well-functioning network covering the entire UK road network 

may be required for some applications to be available at all (principally those that are safety-critical) and 

could stimulate activity around other activities (potentially high bandwidth data applications through new 

business models). However, coverage may not prove to be a critical enabler – if the 5.8/5.9 GHz short-

range standards serve as a back-up in non-coverage areas then safety-critical applications may be 

performed regardless of location. 

Roaming is a question of interoperability – something which manufacturers are extremely keen to ensure 

both from an ease-of-production (i.e. a reduction in regional variation for manufacture) point of view and 

in terms of the overall user experience. Ideally, driving across geographies will show no obvious changes 

in the operation of connected vehicles. Within Europe, a specific block of 30 MHz (5875-5905 MHz) has 

been set aside for ITS safety applications and will be available in all countries, free from interference from 

any other applications. 

Similarly, there is a move to common toll approaches (with the 5.8 GHz) spectrum which should also see 

a common technical approach across the continent. In 2015, the European Parliament announced a 

commitment to end roaming charges within the EU as part of the ‘Digital Single Market’. This will enable 

                                                      
350
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consumers to travel anywhere within the EU without seeing any change in their current contracts or 

pricing, and will be implemented from June 2017
351

. This should enable a seamless experience for users 

crossing between borders. 

Whilst it is clear that the communications systems based on pure LTE will roam effectively, it is not yet 

clear what commercial relationships existing to support V2X roaming. It is also not clear whether such 

services will be able to access national roaming to improve coverage but previous attempts to drive 

national roaming have been resisted by the MNOs
352

. 

Roaming between major regions still presents a challenge – with full interoperability for example currently 

not feasible between Europe, the Americas and Asia. It remains to be seen how this is tackled, either 

through multiple standards being supported in a vehicle or standards converging. 

6.4 Approaches to data ownership and privacy 

Dealing with large amounts of data generated by their customers is not something that vehicle 

manufacturers are typically experienced in. Although cars have increasingly been gathering data in recent 

years, this was typically accessed after the fact through on-board event data recorders (EDRs) and 

typically required a physical connection within the car’s interior, thereby adding a physical layer of 

security. 

However, the amount and type of data being collected is changing, as well as the way that this is 

accessed, with a shift towards real-time and remote access. There is some reluctance from automotive 

manufacturers who have historically had little experience in handling customer data and the associated 

privacy and security concerns. However, it is becoming increasingly clear that owning this data is 

necessary to enable them to enrich their customer relationship, and potentially open up new product and 

service channels. Data ownership is a contentious issue. It has been reported that this was the basis for 

the collapsed talks between that Apple and various vehicle manufacturers in April 2016
353

. Given the 

potential ramifications of security breaches, manufacturers are understandably keen to place customer 

data protection as one of their main priorities and therefore appear to be unwilling to surrender its control 

to third parties. 

From a regulatory perspective, data ownership and privacy relating to connected vehicles are discussed 

in the 2015 code of practice published by the DfT
354

. This states that the Data Protection Act 1998
355

 must 

be complied with, and specifically that personal data is used fairly, kept securely and kept only as long as 

is necessary. It is likely that the customer would be required to give authorisation for their data to be used 

for additional products and services, much like they would in other sectors today. 

It is interesting to note the care taken by the EC surrounding data privacy with regard to their eCall 

(automated emergency calling) initiative. Their updates on eCall proposals all include a statement on data 

privacy as a result of significant concerns from citizens, particularly in relation to where they draw the 

distinction between the eCall system (which will not collect and store data) and any other systems (which 

may do so)
356

. 

Whilst the obvious response may be tight regulatory measures, overly prescriptive legislation risks 

damaging innovation in the sector. This is true of the majority of sectors for which IoT is emerging as a 

key technology, and it is likely that workable solutions will be developed over time as industry-specific 

challenges become clearer. In many other applications this has begun to lean towards the anonymisation 

of data but this presents a problem in the automotive sector where IoT-based solutions are most effective 

at an individual vehicle level. 
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As we move to more connected and intelligent cars, the data privacy policies associated with them 

become more complex and similar to those associated with other devices and services, such as 

smartphones and social media platforms. By way of illustration, the legal terms from Tesla – an early 

leader – run to over 30 pages and include detailed sections on privacy and data sharing
357

. 

6.5 Implications for the future market 

There are a number of developments that will impact the future development of the automotive sector. 

The same debates around user privacy and the potential imposition of tracking that we have seen in 

relation to location based services offered by providers such as Apple and Google
358

 will also come to the 

fore with connected cars. 

Longer term, manufacturers of cars may choose to try to increase the commercial value of connectivity 

and offer a changing business model where some of the value they receive is from selling data rather 

than the physical car itself. McKinsey forecasts that overall sector revenues will remain largely flat
359

, 

which means there is likely to be intense competition between legacy providers and new entrants from 

other sectors. 

The autonomous (or semi-autonomous) car also has the potential to be a platform where services can be 

marketed to a driver who is stuck in the car but not needing to give their full attention to the journey. With 

the advent of solutions such as Android Auto
360

 and Apple Carplay
361

 there may be an emerging battle for 

the leisure services demand of the connected car passenger. 

The GBP100 million allocated by the Chancellor in the 2015 budget
362

 to intelligent mobility shows that 

the government is keen to drive developments in the sector. There is a growing momentum from both 

governments and providers to accelerate the development of connected and autonomous cars with major 

incumbents such as Ford and new entrants such as Tesla both making aggressive marketing statements 

and clocking up automated driving miles well in excess of 100 million
363,364

. 

Regulation will need to change before fully autonomous vehicles are allowed on the roads and Tesla 

reports a belief that this will take around 10 billion km of test miles, with current progress being made at 

the rate of about 5 million km per day
365

. Even if the testing rate stays the same, this data would be 

acquired within five to seven years and it is expected that the rate of testing will continue as investment 

grows. 

The role of cellular technologies in the real-time V2X space is still unclear and will need to be evolved 

with care. The development of the 5GAA shows there is a strong interest from automotive manufacturers 

for a system that is based on cellular technology. It is likely that both technologies will coexist in the near 

term since the ITS-G5 standards have been developing for a longer period. 

What is clear is a general view that increased communication and autonomy will help to make travel 

safer. The autonomous car has suffered negative media attention recently due to accidents involving 

Tesla’s Autopilot feature
366,367

. Though it is not possible to judge the impact of that reporting until formal 

investigations publish their findings, the general view remains that the rate of accidents while on autopilot 

is lower than when a vehicle is driving in the same conditions under direct human control. 
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7 Potential impact on policy and regulation 

Although IoT is not a completely new topic, it is only relatively recently that networks and devices that are 

capable of realising large scale applications have begun to emerge and so regulators are now actively 

tracking its development. Truly widespread adoption has still yet to be reached, and both the 

technological standards and competitive landscape are yet to fully develop. 

However, as connected devices become increasingly commonplace it is important that careful 

consideration is given to the future direction of the IoT sector. From the research in this report, we have 

drawn four major conclusions that are applicable across many of the sectors considered. These are: 

1. Connectivity is key to market adoption 

2. The impact of a security breach could be high 

3. Privacy concerns prevail across sectors 

4. The business case is still challenging 

Each of these areas are considered in turn, highlighting areas that regulators and policymakers may wish 

to consider further and maintain an on-going interest in. 

7.1 Connectivity is key to market adoption 

One key theme across many sectors is the need for a cost-effective solution that offers connectivity in the 

target deployment geographies. Clearly this requirement, and the definition of what is an appropriate 

connectivity solution, varies by sector and application. 

Some solutions require limited geographic coverage and the ability for innovative new entrants to deploy 

solutions where they are required. These approaches are already well served by licence-exempt services, 

such as the use of short range devices (SRD) in the 870 MHz range and Wi-Fi at 2.4 and 5 GHz. The 

development of new technology, such as LoRaWAN, means that end users and small-scale integrators 

have the freedom to develop and deploy closed systems to address use cases such as smart cities, 

construction, manufacturing and intelligent buildings. 

Many propositions require universal coverage from a network with low connection and service costs. 

Several such solutions currently use cellular connectivity but this technology is relatively expensive and 

coverage is still a barrier to universal service applicability. Applications such as the eCall solution, which 

enables cars to make an emergency call in the event of an accident, require good coverage across road 

networks to meet their potential. 

The increase in link budget by 20 dB by both EC-GSM and NB-IoT offers a significant improvement in 

coverage over existing GSM and LTE deployments. The extra link budget equates to an indoor coverage 

that is comparable to current outdoor coverage and this also offers the potential to fill in gaps in outdoor 

coverage, especially in rural areas where base station density is lower. 

In many cases, there are locations with coverage available from a subset of the MNOs meaning that 

national roaming would enable a service to be connected where access to only a single operator would 

leave gaps in service. National roaming may be delivered through commercial relationships with IoT 

networks and it is expected that many such services will be deployed through intermediaries, that may be 

able to negotiate commercial arrangements with several MNOs. 

The smart meter deployment contract for the north of England and Scotland was awarded to Arqiva, that 

uses its technology and service neutral spectrum licence at 412-414 and 422-424 MHz
368

 for a network 

based on proprietary technology from Sensus
369

. This shows that there is a viable commercial position in 

using lower frequency spectrum in some IoT applications, where there is a large enough closed system 

and distributed demand. 
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If such a band was harmonised, then it could enable a broader ecosystem and potentially help drive the 

adoption of IoT away from urban centres. Study work is on-going within the Electronic Communications 

Committee (ECC) of the European Conference of Postal and Telecommunications Administrations 

(CEPT), looking at the options and impacts of deploying NB-IoT in the 410-430 MHz range. 

In light of this discussion, potential areas for further consideration by policymakers and regulators include: 

 Monitoring the occupancy of licence-exempt spectrum used for IoT networks to ensure that 

increased demand for connectivity can be delivered without congestion limiting the effectiveness 

of services 

 Continuing to monitor the progress of the MNOs towards delivery of coverage of 90% of the UK 

landmass by the end of 2017 and consider the impact of EC-GSM and NB-IoT deployments in 

meeting future market need 

 Assessing the development of the IoT market, and understand whether roaming that is required 

for improved coverage is delivered effectively by the market 

 Evaluating the potential for the allocation of lower frequency spectrum for the delivery of IoT 

services, especially those requiring low data density, but wide area coverage 

 Continuing to work with other regulatory bodies in appropriate forums, such as CEPT, towards 

appropriate harmonised spectrum for increased coverage IoT networks 

7.2 The potential impact of a security breach could be significant 

Security breaches have the potential to cause significant impact to users of telecommunications services. 

Weak security has already been proven to enable hackers to deploy ‘botnets’ of thousands of computers, 

that can then be used to block access to certain websites or send spam messages. Many compromised 

devices have been sold through direct channels to end consumers, meaning that the only real mitigation 

is through the education of consumers. 

The network operators that serve both fixed and mobile consumers have an interest in keeping devices 

connected with weak security from their networks and avoiding consumer dissatisfaction from products 

connected to their networks being hacked. 

Whilst security is well understood within the communications and computing sectors, IoT will open up 

many more domains to the security challenges associated with connectivity. Many breaches to date have 

been linked to insufficient security (such as not changing default passwords) at the time of deployment. 

As increased connectivity is provided to physical machines and control systems, the potential for a 

detrimental outcome from a hacking attack increases. Many of those machines are covered by other 

regulatory regimes (such as the Health and Safety Executive), bodies that may be less familiar with the 

potential impact of emerging technologies. 

Although it is not appropriate for regulators to disproportionately intervene in the emerging IoT market, its 

consumer protection remit means that consumer education and general awareness raising should be 

considered to help minimise the risk to consumers. 

In light of this discussion, potential areas for further consideration by policymakers and regulators include: 

 Monitoring the development of security related issues as the adoption of IoT technologies 

increases and, if appropriate, consider a consumer education activity, potentially through 

partnership with the major network providers (both fixed and mobile) 

 Assisting regulators in other domains (e.g. rail, road, health and safety, energy) to be aware of the 

potential impact of security breaches in connected systems 

 Working with organisations such as the National Cyber Security Centre (NCSC) and the Centre for 

the Protection of National Infrastructure (CPNI) to ensure that future approaches for network 

security include the specific impacts of IoT and that messaging from expert bodies is aligned 
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7.3 Privacy concerns prevail across sectors 

As the internet has evolved, there have been many times when privacy concerns have been raised. 

Whether it is a security breach, where high volumes of personal data have been lost, or companies have 

over-collected and over-stored data, there is the potential for a negative impact on both consumers and 

companies. 

There have been several high profile cases within the telecommunications and IT sectors of data 

breaches leading to personally sensitive data being accessed. In many cases this can be personal data 

such as names, addresses and, in some cases, financial data. In 2016, the average cost of a data breach 

was around GBP2.5 million
370

 for UK-based companies. 

The IoT may drive a new category of personal data breach, where data concerns relate not just to text-

based information but also measurements and inputs collected from a large range of connected sensors. 

Without appropriate controls, it will be possible to identify and locate individuals and potentially access 

audio streams sent for cloud-based processing. Whilst some of this will be done with user consent, 

solutions based on facial recognition, Bluetooth beacons or similar technologies could inadvertently or 

maliciously allow individuals to be identified. 

As machine learning techniques evolve, it is likely that intercepted data held in non-text form will become 

valuable, since powerful algorithms will be able to decode speech or recognise elements in photographs 

or videos. IoT allows large amounts of personal data to be collected, including health metrics, voice 

conversations, locations and travel, and daily patterns of life. 

In the UK, the key regulator in this area is the Information Commissioner’s Office (ICO) but other 

regulators may also have roles to play, particularly when it comes to direct consumer education and 

interaction. It is important that consumers and organisations understand the privacy issues raised by 

certain technical and commercial decisions that they make. 

In light of this discussion, potential areas for further consideration by policymakers and regulators include: 

 Working to ensure consumers and commercial users of IoT networks, services and solutions are 

aware of the potential privacy issues, enabling them to make informed choices 

 Collaborating with the ICO to ensure that regulation and monitoring keeps track with the 

development of services and technology as IoT evolves 

7.4 The business case is still challenging 

One key issue seen in many of the twelve sectors discussed in this study is a general lack of awareness 

of the potential impact of IoT. Media coverage has often focused on the obscure but superficially 

interesting, such as the connected fridge, rather than more valuable applications. This lack of awareness 

of the cost, productivity or performance benefits delivered by IoT solutions, coupled with a lack of 

understanding of the cost stack has meant that the business case is challenging. 

In many connected systems, building the initial business case is both risky and complex, since it has to 

meet the cost of connectivity but future incremental applications face a lower cost base. 

Telecommunications operators try to address that gap, by aggregating demand across a number of users 

and applications. 

Many early deployments, such as smart meters and some smart cities, have been driven by government 

intervention at either a national or local level. These networks could potentially be expanded to support 

other commercial services in the future, but the operators of those networks would need to be aware of 

the obligations they faced under the Communications Act, 2003. 
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The development of commercial networks targeting IoT is expected to be a significant enabler for future 

deployments. By aggregating demand across applications, it should be possible for IoT operators and 

IoT-specific deployments by MNOs to offer appropriate coverage at a lower price point. 

Standardised solutions are expected to achieve a lower price point for a given level of complexity as they 

will benefit from economies of scale, while development costs for connectivity products can be 

apportioned over a larger number of opportunities. Whilst competition in a market is a positive state, it is 

important to ensure that excessive fragmentation across technology standards is avoided to enable lower 

cost bases to be offered. 

In light of this discussion, potential areas for further consideration by policymakers and regulators include: 

 Continuing to monitor the development of the IoT market to identify any emerging barriers – such 

as connectivity, capacity and price and make appropriate intervention decisions if required 

 Encouraging investment in enabling technologies and work with operators, both incumbent and 

new entrant, to meet the expected demand 

 Ensuring that new-entrant competitors are able to operate without artificially distorting the market 

 Understanding the impact of new technologies, networks and business models on IoT 

 Working to raise the awareness of IoT with commercial users and consumers alike 
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8 Conclusions 

There is continued and significant interest in IoT and activity across many segments. However, the 

current market is fragmented and yet to deliver on the promise of a massively connected world, with 

remote sensing and actuation delivering material impact on everyday life. Key conclusions from our 

analysis are: 

 Technical and market developments point to the future success of IoT 

 There is no single Internet of Things 

 Progress has been slow 

 New technologies will enable faster growth 

 Policymakers have a key role in helping foster innovation and growth, and protecting consumers 

Each of these points is discussed in more detail in the following subsections. 

8.1 Technical and market developments point to the future success of IoT 

Our report has shown that, despite the challenges facing the IoT industry, we expect it to deliver 

significant grown over the coming eight years. Over this period, we forecast connections across the 

twelve sectors analysed to grow from around 13 million to over 150 million. 

This growth is driven by the availability of new technology aligning with regulatory and market needs to 

better monitor and control various aspects of industry and the lives of citizens. We expect IoT to have 

significant impact in the timeframe considered and move from being a relatively misunderstood 

technology to a mainstay of many people’s lives. 

Although we have identified many challenges ahead, they are not insurmountable and are effectively the 

‘growing pains’ that any new service has to follow. Users need time to adapt social and personal 

behaviour to the new technology, but evidence from previous step-change technologies, such as personal 

computing, the internet and smartphones, suggests that once applications deliver measurable benefit, 

they rapidly move from niche to mainstream. 

8.2 There is no single Internet of Things 

There are many different applications, technologies and services that are now seen as being part of IoT 

but they use different platforms and networks and are often driven by very different market use cases. 

8.2.1 Connected applications are not always viewed as IoT 

In many sectors, we have seen connected data services for a long time, which are not necessarily viewed 

as part of IoT by those deploying them. In some cases, services connect sensors with local control 

elements in a standalone system, but we expect such systems to take advantage of IoT developments 

and move to a more common approach. In the same way as historical computer networks often operated 

independently of the public internet, we see parallels with what are effectively private IoT networks. 

Some examples of these early connected sensing and monitoring capabilities include closed loop building 

management services, already widely deployed in the intelligent buildings sector, and many factory floor 

automation and control systems deployed within manufacturing. 

These approaches all share a common position that they are supported by strong, independent business 

cases, justifying the investment in a vertically integrated solution. Rather than wait for the 

telecommunications and IT industries to develop universal solutions, key providers have developed 

bespoke platforms targeted at specific applications. 

8.2.2 There is limited common ground between sectors 

Due to the disparate nature of early adoption, there is limited common ground between sectors. Although 

the architecture of an IoT solution is common, the players providing end-devices, connectivity and 
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services vary by sector. It is also true that these sectors all face differing pressures and challenges, 

meaning that deployed solutions are meeting different needs. 

Examples of this include the difference between consumer IoT devices and initial smart city applications. 

Most consumer applications are currently enabled by ‘piggy-backing’ on a consumer’s existing internet 

connection, either through a home Wi-Fi network or via Bluetooth to a smartphone. Smart cities 

applications that target street lighting do not have this convenience and instead build custom networks, 

designed to offer the range and low data volumes required in the most cost effectively way. 

These differing approaches lead to different cost stacks and therefore business cases. To date, most 

consumer IoT products have not had to carry the cost of a wide area connection and incremental data 

usage is normally small, compared with a consumer’s other consumption. In the street lighting example, 

coverage and service costs are the key drivers, driving solutions that minimise bandwidth demands. 

8.2.3 Fragmentation has led to complexity and cost 

Fragmentation of technology layers has led to increased complexity of solutions. This means that 

integration between applications, services and platforms is more difficult and often involves bespoke 

development. This, coupled with sales volumes of enabling technologies that are relatively low, can drive 

increases in costs, making an IoT business case more challenging. 

There are a broad mix of standardised and proprietary approaches that are currently used to deliver 

services branded as IoT. Some are very widespread, such as Bluetooth and Wi-Fi, with others focused on 

specific niches, such as Telensa for smart cities. There is a strong move in the industry to standardise 

many of these solutions, with high levels of activity in many standards forums. 

Just because a solution becomes a standard, it does not guarantee commercial success. There are 

currently many different approaches and technologies vying for widespread success and it is probable 

that some will fail to meet critical mass. Technologies like ZigBee have been around for many years, and 

failed to reach critical mass, suggesting it will be superseded by newer approaches targeting the same 

market, such as Thread or enhancements to Bluetooth. This means there may well be highly publicised 

failures of IoT solutions before the future direction becomes clear. 

8.3 Progress has been slow 

Despite lots of publicity, progress of IoT services has been slow. As described above, fragmentation is a 

key factor that is seen to have impacted progress. This means that current successes are largely focused 

on cases with strong standalone business cases, where the incremental cost of adding IoT functionality is 

low or where there has been centralised intervention to seed a new opportunity. 

8.3.1 There are credible standalone business cases 

There are a number of examples where standalone services, with strong business cases, have acted as 

early adopters of IoT services and technology. Several have connectivity deployed as an incremental part 

of other solutions or they are deployed to deliver significant operational cost savings. 

The addition of connectivity to sports and fitness wearable has been enabled by the low-cost and wide 

availability of Bluetooth Smart technology. We know, from conversations with industry experts, that the 

incremental cost of adding Bluetooth to such as product is less than one US dollar. On a product with a 

selling price of tens or hundreds of pounds, this is a low cost upgrade to boost product attractiveness. 

One widely discussed use case is that of the connected vending machine which is able to report on stock 

levels and any faults. Such remote monitoring capability can reduce the number of visits an operative 

makes to service the machine. This drives a cost saving that enables a very simple business case for 

connectivity to be developed. 
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8.3.2 Volume adoption needs the incremental business case to work 

In many technologies, services reach widespread adoption when there is sufficient infrastructure that new 

propositions can be developed as an incremental business case, essentially layered on top, without 

needing to cover the entire cost of all elements of the value chain. There are a number of examples of 

this, including the modern smartphone, where a platform is now available with a very low cost of entry for 

thousands of third party application developers. 

The original iPhone was launched in 2007 as a closed ecosystem but the launch of the App Store in 2008 

allowed third party developers to generate commercially viable propositions for small subsets of the 

overall user base. This had led to an explosion in applications across all walks of life that have benefited 

from a low cost of entry by using a shared, and pre-existing, platform. 

Streetlight management has an incremental business case from a deployment cost perspective, rather 

than purely a technology play. Many councils are upgrading legacy sodium lighting with more efficient 

LED solutions to meet energy consumption targets and to reduce operational costs. When changing the 

luminaire, councils face a low incremental cost to add a wireless connection to control and monitor the 

lights, particularly if the installation is done concurrently. 

It is not clear which applications will drive these initial deployments that then support incremental 

developments, but there is every possibility it will come from outside of the standard players in the space. 

Like the radical shakeup of the smartphone industry driven by Apple and Google, it is likely that new 

entrants to IoT will determine the future shape and direction of the market. As there are so many end 

applications and service platforms vying for success, it is clear that there is a high possibility of significant 

disruption as the market matures. 

We are already seeing major, well-funded US technology companies, such as Amazon, Apple and 

Google, making strong plays to gain a foothold in the smart home ecosystem and they could be well 

placed to grow their influence further in the IoT sector. 

8.3.3 Centralised investment and incentive drives progress 

There are cases where the adoption of IoT technologies has been driven by policy and non-commercial 

drivers. Two applications identified in this report have had significant intervention by policymakers and 

regulators. The smart city receives funding from central and local government, as well as academia and 

research funding from interested commercial parties. The connected car has been driven in part by 

European legislation mandating automatic emergency services notification in the event of an accident. 

In both cases, we see a platform being deployed to meet regulatory and policy requirements, which can 

then be used as a spring board for other applications on an incremental basis. We are already seeing car 

manufacturers using the regulatory requirement to embed cellular connectivity in order to support the 

launch of enhanced services, such as media streaming and integrated search and navigation functions, 

even in relatively low cost vehicles. 

Another sector where central intervention could drive significant progress would be connected healthcare. 

We currently have a very fragmented delivery of care, with multiple providers and payers and powerful 

external challenges, such as an aging population. IoTUK is already engaged with early IoT pilots, but a 

more centralised approach could bring benefits more quickly. Alternatively the UK could choose to follow 

the US market, where the commercial drivers and higher funding per patient are driving commercial 

organisations to deliver innovative connected health solutions. 

As a general principle, sectors without centralised investment or incentive will take longer to mature. 

8.4 New technologies will enable faster growth 

It is clear that a number of technologies have emerged or are emerging that will significantly impact the 

success of IoT services and de-risk business cases. 
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8.4.1 Connectivity 

As seen with the widespread adoption of Bluetooth and Wi-Fi for IoT connectivity, a commoditised 

connectivity solution is key to high volume success. Whilst some use cases are well suited to connecting 

to a local hub, such as a smartphone, some applications require direct wide area connectivity. 

Cellular modems are currently an expensive approach, with modules costing upwards of USD10 in 

volume and operators then charging for airtime. The emergence of low cost upgrades to cellular networks 

and dedicated solutions, such as Sigfox and LoRaWAN, will enable cost effective connectivity to a 

broader range of applications. 

8.4.2 Sensing 

Since the emergence of micro-electromechanical systems (MEMS), they have been widely used in 

smartphones as accelerometers, gyroscopes, pressure sensors and transducers, serving a number of 

key sectors including smartphones, automotive and medical devices. This huge rise in volume has led to 

prices falling below one USD1 per unit. 

Since IoT services typically involve a combination of sensors or actuators and connectivity, the 

widespread availability of sensors will increase the number of applications that can benefit from remote 

sensing and control. This increase in applications will help drive further economies of scale, cost 

reductions and, in turn, enable further IoT applications. 

8.4.3 Processing 

Much of the potential from IoT comes from analysing data from a broad range of disparate sensors, 

gaining useful insight from large volumes of data and distilling information to make key decisions that can 

impact people and machines. This means that there will be significant demand for processing capability 

with internet connectivity. 

Modern cloud computing services from key players, such as Amazon Web Services or Microsoft Azure, 

allows a service to scale efficiently with increasing success in the market, reducing start-up costs and 

limiting the capital deployed at risk. 

8.5 Policymakers have a key role in helping foster innovation and growth, and protecting 

consumers 

Two key themes that run through this study are the lack of awareness in the potential of IoT and 

widespread concerns about security and privacy. 

8.5.1 Awareness 

Policy has a key role in increasing the public awareness of the potential of new technologies. 

Accelerators such as IoTUK offer the potential for new and high risk applications to be trialled and 

demonstrated, allowing others in related industries to be informed. One of the dangers with this approach 

is that IoTUK is technology focused, rather than aligned with specific sectors. 

There is potential for greater engagement from policymakers in key sectors, following the example of 

certain local government bodies in smart cities. For example, the Department for Environment, Food and 

Rural Affairs (DEFRA) is freely offering many of its data sets to enable those active in the agricultural 

sector to make better informed choices. Demonstrating the power of ‘good’ data at a national level may 

be sufficient to promote the desire to obtain high-quality data at a local level, driving those for example in 

agriculture to better understand the value of IoT. 

8.5.2 Security and privacy 

One of the biggest concerns surrounding IoT relates to the integrity of data. Users and potential users 

have concerns around both data security and privacy. Whilst regulators cannot control every system 
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deployed, they can work with the established industry players and new entrants, as well as government, 

to drive good practice. 

A key policy element is to ensure those delivering or using services based on IoT technology are able to 

make informed choices around their data holding and network security, rather than leaving gaps in plans 

due to ignorance. These connected systems can become very complex and, as standards and 

architectures are evolving, have significant risk of being hacked. As well as driving awareness, 

policymakers can consider facilitating industry-led solutions that help to drive secure-by-default design 

and respect for consumers’ data and privacy. 
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Appendix A Applications by sector 

This appendix provides a complete list of applications and groups in alphabetical order, together with a 

brief description for each. 

A.1 Agriculture and environment 

Application Description 

Agricultural equipment and workforce 

Agricultural equipment monitoring Connected equipment to monitor condition, downtime, 

location, etc. 

Autonomous farm vehicles Connected farm vehicles operating without human input 

Lone worker monitoring Monitoring welfare and location of lone agricultural 

workers 

Crops 

Crop disease detection Detecting diseases on crops through e.g. vision systems 

Food condition monitoring in storage Monitoring condition of crops after picking but before 

transport in storage facilities 

Soil monitoring Measurement of soil condition including e.g. acidity, 

water content, fertiliser compounds, etc. 

Targeted pest control Detecting at-risk crops based on pest presence and 

delivering pest control solutions 

Energy and environmental monitoring 

Environmental monitoring General monitoring of environmental factors e.g. 

pollution, temperature, etc. Can be targeted at 

particularly sensitive areas 

Rainfall/ groundwater monitoring Monitoring of rainfall and groundwater levels to aid flood 

prediction/prevention 

Renewable energy management Management of assets used to produce renewable 

energy e.g. wind turbines, solar cells, tidal energy 

generators, etc. 

Livestock 

Fish farming Monitoring of fish farms including water analysis, 

equipment, etc. 
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Application Description 

Fishing nets Monitoring condition and placement of fishing nets 

Livestock monitoring Monitoring of livestock movement, location, health, 

fertility, etc. 

A.2 Automotive 

Application Description 

Efficiency improvements 

Driver behaviour monitoring Analysis of driver behaviour against known patterns to 

identify dangerous or high-risk behaviour 

Dynamic fuel monitoring Monitoring road and vehicle conditions and altering fuel 

mixture 

Dynamic tyre pressures Monitoring road and vehicle conditions and altering tyre 

pressures in real time 

Electricity storage Use of electric vehicles to store electricity and release it 

to reduce electricity network peaks and troughs 

Fleet management Monitoring condition and location of fleet vehicles 

Ride sharing enabling Connection to show location and availability of shared 

vehicles and passengers 

Road network topology Altering driving behaviour based on topology of road e.g. 

inclination, camber, etc. 

Road train Multiple vehicles wirelessly connected to allow close 

proximity, reducing drag and improving road utilisation 

Route planning and navigation Using data from wireless connectivity to avoid e.g. busy 

routes or blocked roads 

Emerging business models 

First notice of loss Relaying information following accidents to enable third 

parties to offer services e.g. recovery, repair, etc. 

Fuel station engagement Link between vehicle and fuel forecourt infrastructure to 

e.g. offer additional products, advise on fuel, etc. 

Insurance Using real-time data from vehicles to determine 

insurance premiums 
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Application Description 

Lease, rental and HP management Monitoring condition and location of lease, rental and 

hire purchase vehicles 

Relationship management Connection between vehicle and OEM to allow 

messaging from OEM based on vehicle usage 

Toll payment/ PAYG Wireless connection to identify vehicle at toll 

infrastructure to enable payments 

Safety 

Autonomous vehicles Connected vehicles able to operate without human input 

Collision avoidance Wireless connections used to detect nearby vehicles or 

objects to avoid collisions 

Emergency calling Automated calling of emergency services in the event of 

an accident e.g. eCall 

Emergency vehicle alerts Notifications of approaching emergency vehicles to 

allow driver to clear the road 

Telematics 

Connected media Connection used to stream audio-visual content direct to 

the infotainment system integrated in the vehicle 

Connection to home Interaction with home to enable e.g. default settings in 

house when car first arrives 

Diagnostics – direct to OEM Vehicular connection to relay information directly to the 

original equipment manufacturer (OEM) to inform of 

potential issues 

Diagnostics – to vehicle owner Vehicular connection to relay information to the vehicle 

owner to inform of potential issues 

Remote access Remote access to features within the vehicle to the 

owner e.g. starting engine, loading navigation, etc.  

Remote maintenance Maintenance of vehicles from a remote location e.g. 

firmware updates, system resets, etc. 

Vehicle tracking Tracking of vehicles to aid e.g. stolen vehicle recovery 
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A.3 Construction 

Application Description 

Equipment monitoring 

Construction equipment monitoring/configuration Monitoring of condition and location of construction 

equipment including utilisation metrics 

Materials monitoring 

Asset management Monitoring of location and condition of key assets on-

site e.g. cabins, toilets, tools, etc. 

Concrete curing monitoring Monitoring progress of concrete curing process by e.g. 

measuring temperature in situ 

Supply chain management/ resource logistics Interaction with supplying vehicles etc. to manage on-

site logistics 

Site monitoring 

Alarms Automated alarms in the event of certain triggers e.g. 

noise, temperature, etc. 

Monitoring states of building site and processes Monitoring areas of the site and building progress 

Worker safety monitoring Connections to individual workers to measure safety and 

welfare e.g. temperature, shock, noise 

Workforce management Monitoring worker movements and whereabouts to best 

utilise workforce 

Visualisation 

Architect plans visualisation Using wireless connection to make architect plans 

available throughout site and to worker’s equipment 

(through e.g. heads-up display, AR, etc.) 

A.4 Consumer electronics and FMCG 

Application Description 

Audiovisual 

Connected audio Audio devices with wireless connection to note e.g. 

location, energy usage, etc. 

Connected screens Screens with wireless connection to note e.g. location, 

energy usage, etc. 
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Application Description 

Video games consoles Video games consoles with embedded wireless 

connection and back-end processing and analysis. 

Current consoles are not deemed IoT as connection is 

used to download content but not to analyse behaviour 

in real time 

Wearables Wearable devices (often wrist-worn) which have 

sensors, a wireless connection and back-end 

processing/analysis 

FMCG 

Automatic consumable replenishment Connected equipment or external ‘button’ to 

automatically order consumable items e.g. Amazon 

Dash button 

Connected beverage bottles Connected bottles to provide information on e.g. 

provenance and storage conditions 

Connected cosmetics Connected cosmetics to e.g. aid application/use or 

provide information. Example items include 

toothbrushes, creams, toothpaste, shampoo bottles, etc. 

Household consumer goods 

Connected coffee machines Connection used to relay information on e.g. fluid levels, 

condition, temperature, etc. on coffee machines 

Connected (consumer) access control & security 

monitoring 

Connected access to control locks and capture 

information based on e.g. time of access and video 

capture to be analysed at a central location in real time 

Connected drink dispenser Connection used to relay information on e.g. fluid levels, 

condition, temperature, etc. on drink dispensers (not 

sealed drinks) 

Connected lighting Connected light systems to monitor and control e.g. 

usage, condition, lighting intensity, lighting colour, etc. 

Connected white goods Connected white goods including fridges, freezers, 

washing machines, tumble driers, dishwashers, ovens 

and microwaves 

Home robotics Connected devices in the home to undertake household 

tasks e.g. robotic vacuum cleaner, etc. 



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 128 of 143 

 

Appendix A 

Application Description 

Other 

Action cameras & drones Wirelessly connected cameras and drones feeding back 

footage in real time 

Connected garden irrigation Measurement of soil water content and operation of 

irrigation system where needed in private gardens 

Connected personal care dispensers Connected personal care items (e.g. soap, etc.) to 

monitor e.g. cleanliness, replenishment, etc. 

Connected sports equipment Analysis of sporting equipment use e.g. speed, power, 

condition, etc. 

Diagnostics Independent modules to monitor condition of consumer 

electronics e.g. audio output, heat output, etc. 

Pet feeding machines Connected feeding machines to allow remote feeding at 

set times or in response to a remote trigger 

Smart connected clothes Connected clothes to monitor wearer’s behaviour 

Tracking 

Child tracking Monitoring location and movement of children 

Pet tracking Monitoring location and movement of pets 

A.5 Emergency services and national security 

Application Description 

Emergency services 

AR for fire fighters Augmented reality feed to fire fighters to help identify 

specific threats or building layout 

Body worn video Live streaming of body worn video to central location 

Connected emergency vehicle Connected vehicle to monitor usage in the field e.g. 

speed, location, etc. 

Connected weapons Connected weapons to record real time usage 

Infrastructure control Control of infrastructure to aid emergency services e.g. 

traffic lights, barriers, etc. 
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Application Description 

Personnel monitoring Personal connections to monitor personnel wellbeing in 

operation e.g. temperature, heart rate, fatigue, location, 

etc. and to provide a “panic button” facility 

Usage monitoring & maintenance Monitoring and maintenance of key equipment e.g. 

ambulance equipment, police equipment, etc. 

National security 

Maritime security Monitoring of coastal borders through e.g. connected 

ships or drones 

People tracking/suspicious behaviour Real time analysis of behaviour and tracking of 

suspicious individuals 

Prison monitoring Monitoring of various parameters within prison e.g. 

noise, temperature, gatherings, etc. 

Smart borders  Real time image/facial recognition or behavioural 

analysis 

Probation services 

Offender tagging Monitoring of offenders away from prisons to ensure 

compliance with curfews, location restrictions, etc.  

A.6 Healthcare 

Application Description 

Assisted living 

Connected medication devices Connected devices to measure medication time and 

dosage delivered 

Improved accessibility Connected devices to support frail individuals carry out 

everyday tasks e.g. switches, doors, etc.  

People tracking Location and movement tracking of individuals e.g. fall 

detection, dementia wandering, etc.  

General health monitoring 

General health monitoring Monitoring of health parameters in real time e.g. heart 

rate, blood pressure, weight, etc.  
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Application Description 

Hospital applications 

Connected hospital staff Monitoring of location, movement and wellbeing of 

hospital staff 

Remote condition monitoring 

Asset tracking and monitoring Location and condition monitoring of healthcare assets 

e.g. crutches, machines, etc. 

Clinical trial monitoring Connected modules for use in clinical trials to assess 

effectiveness 

Connected implants Connected implants within the body to monitor condition 

of implant or control functions 

In-body monitoring Implanted modules to measure certain conditions within 

the body 

Patient monitoring Monitoring of patient wellbeing at home through e.g. 

sensors that they can interact with 

Vulnerable people monitoring Monitoring in the home of vulnerable people to ensure 

they are safe and comfortable e.g. monitoring 

movement, CO2
 
levels, etc. 

Telemedicine 

Illness detection Remote detection of illnesses in the first instance 

through e.g. streamed video, robotics, etc. 

A.7 Intelligent buildings 

Application Description 

Building automation 

Intelligent lighting management Connected lighting to react to an individual’s presence in 

order to save energy 

Intercoms Connected intercoms at any location in a building 

Office equipment Connected office equipment including electronic (e.g. 

printers, scanners, etc.) and passive equipment (e.g. 

desks, chairs, etc.) 

Pattern of life monitoring Monitoring of peoples movement to infer building usage 

to better inform e.g. services offered 
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Application Description 

Building efficiency 

Proactive maintenance Condition monitoring of building infrastructure to detect 

maintenance needs in advance of failure 

Smart thermostat/ heating & cooling Monitoring of temperature in commercial buildings to 

react to e.g. outside temperature fluctuations 

Building infrastructure 

Robotic cleaning Automated connected cleaning robots to e.g. vacuum, 

wipe, etc. surfaces in commercial buildings 

Security and safety 

Building access mechanisms Connected access mechanisms to record/ analyse and 

control entry, supplemented with e.g. video recording 

Intruder alarms Connected intruder alarms which connect to other 

systems across the internet (e.g. to log sensor details 

and is more than simple voice dialler functionality) 

A.8 Manufacturing 

Application Description 

Maintenance 

Predictive maintenance Monitoring of equipment condition (e.g. vibrations, 

temperature, noise etc.) to detect maintenance 

requirements prior to machine failure 

Process 

Connected robotics for in-warehouse material handling Wirelessly connected autonomous robots to collect and 

distribute components within storage facilities 

Component tracking Tracking of individual components within factories for 

production planning 

Extraction of core materials Monitoring of equipment and ground composition at core 

material extraction locations 

Predictive ordering of components Monitoring of stock levels and manufacturing throughput 

to order components on a just in time (JIT) basis 
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A.9 Retail and leisure 

Application Description 

Customer engagement 

AR tour guides Connected augmented reality products to provide 

additional information or experiences at tourist locations 

Connected beverage dispensers Connected e.g. bar-top beverage dispensers to deliver 

information to consumers and help monitor operation by 

retailers 

Games machines Connected games machines to monitor e.g. win ratios, 

cash stock, etc. 

Personalised adverts Interaction with individuals to deliver targeted advertising 

based on detected attributes 

Queue management Detection and management of queues in e.g. retail 

establishments, amusement parks, tourist attractions, 

etc. 

Retail POS Connect point of sale (POS) terminals in retail 

establishments 

Network infrastructure 

Access controls Connected items to enable access to e.g. attractions, to 

be used for multiple purposes e.g. ride entry, food 

ordering, child tracking etc. 

ATMs Connected ATMs to aid e.g. cash replenishment or 

detect fraud 

Retail efficiency 

Non-physical checkouts Connected terminals throughout retail establishments to 

enable shoppers to purchase as they pick up items 

Product tracking Tracking of products within retail establishments to e.g. 

aid product replenishment/avoid theft 

Vending machines Connected vending machines to alert operators of low 

stock levels 
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A.10 Smart cities 

Application Description 

Citizen monitoring 

CCTV Images collected through CCTV which may be 

processed by image recognition software in advance 

Citizen tracking Systems which can track the location of individuals of 

interest 

Crime detection Sensors which detect crime through audio and/or video 

processing 

Crowd control Systems to detect crowds and manage the flow of 

people 

Sentiment measurement Sensors which monitor the sentiment of the public, 

perhaps through analysis of movement or facial 

expressions 

Civil emergencies 

Communication of critical instructions Provision of a means of communicating to citizens in the 

event of an emergency or other important messages 

Natural disaster response Detection of and response to a natural disaster such as 

fire, flood or other emergency 

RTA accident reporting Automatic detection and reporting of road traffic 

accidents 

Environment and energy 

Cogeneration Systems that enable the generation and consumption of 

energy to be matched between local producers and 

consumers 

Energy usage monitoring Sensors that report energy usage of city infrastructure 

Local weather forecasting Sensors to report local weather conditions to improve 

the forecasting of localised adverse weather conditions, 

such as flash floods 

Noise and pollution monitoring Sensors to report levels of noise pollution and air quality 

Stray animal tracking Remote sensors to track and identify stray animals  



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 134 of 143 

 

Appendix A 

Application Description 

Public connectivity services 

Education Connected infrastructure to aid education of citizens e.g. 

NFC at educational institutions, etc. 

Tourism  Connected infrastructure at tourist attractions to provide 

additional information to tourists 

Public health and social care 

Drug detection Sensors in key locations such as waste water systems 

which can detect the presence of illicit drugs 

Social care monitoring Systems to manage the care of individuals, by 

monitoring their welfare and/or allowing carers to report 

status 

Public information and policy 

Information kiosks Information available to the public through interactive 

screens 

Services and infrastructure 

Connected street furniture Connected street infrastructure e.g. benches, trees, 

noticeboards, etc. 

Connected waste management Public litter bins, household and business refuse bins 

which can report their fill-level and when they are 

emptied 

Smart street lighting Street lights that can be controlled centrally to conserve 

power and can potentially automatically report when 

they fail 

Staff management and tracking Systems which allow city services staff to be tracked 

and managed, for example optimising their deployment 

to collect litter or deal with maintenance requests 

Transport management 

Car safety Monitoring of car behaviour to identify dangerous road 

layouts or specific incidents 

Car sharing Systems that enable the use of cars as a shared 

resource 

Congestion charging Sensors that identify vehicles for the purposes of 

controlling or charging for access 



 Subject: Review of latest developments in the Internet of Things 

   
   

 

 

 

 
 

07 March 2017 P2952-R-001 v4.8 

© Cambridge Consultants Ltd 2017  Page 135 of 143 

 

Appendix A 

Application Description 

Connected road furniture Connected roadside infrastructure e.g. barriers, signs, 

etc. 

Gritting Sensors embedded in the road to report when the road 

condition requires gritting 

Pothole management Road sensors to detect pothole development based on 

e.g. noise, vision systems, etc. 

Public transportation ticketing Connected ticketing machines that enable automatic 

charging of passengers for public transport 

Smart parking Sensors in parking bays to report the presence of a 

vehicle, enabling better information and potentially 

payment models 

Smart roads Embedded sensors in road to change parameters based 

on traffic e.g. changing layouts, lane markings, etc. 

Traffic management & control Traffic flow sensors and connected traffic lights and road 

signs that permit traffic to be managed in response to 

local conditions 

A.11 Supply chain 

Application Description 

Goods monitoring 

Active parcel/ delivery tagging Monitoring the location of parcels to better inform 

delivery timescales/ avoid parcel losses/ thefts 

Asset & WIP tracking & monitoring Monitoring the location of high value individual industrial 

components between e.g. factories and environmental 

conditions e.g. temperature, moisture, etc.  

Monitoring of valuable/ perishable goods Monitoring the security and condition of high value or 

perishable goods 

Shipping container tracking Wireless connection on shipping containers, principally 

for tracking purposes 

Transport and distribution 

Fleet management Management of fleet vehicles used in supply chain e.g. 

maintenance, tracking, etc. 
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Application Description 

Infrastructure monitoring Monitoring of supply chain infrastructure e.g. roads and 

railways to prevent downtime 

Robotic/ drone last mile delivery Connected, automated last mile delivery options 

enabling navigation and operation from a central control 

centre 

Supply chain/ distribution network optimisation Use of real-time data to optimise supply chain routes 

e.g. in response to weather, changing demands, etc. 

Warehousing and storage 

Inventory management Management of inventory within storage facilities 

including condition monitoring and location 

A.12 Utilities 

Application Description 

Distribution management 

Distributed energy storage Monitoring and control of systems supporting distribution 

of energy to storage mechanisms within the network  

Peak power load levelling Real time monitoring of energy usage and storage 

mechanisms to deliver power to the network in peak 

times 

Substation monitoring & control Monitoring of electricity substations to improve 

distribution and equipment efficiency 

Telecoms network management Monitoring of telecoms network equipment to detect 

issues e.g. equipment failure, civil maintenance issues, 

etc. 

Utility network monitoring Monitoring of electricity/ gas network to detect losses in 

the network 

Water network leak detection Monitoring of flow rates/ water pressure within the water 

network to detect leaks 

Other 

Electric vehicle charging Connected charging points to enable charging of electric 

vehicles (show location, availability, etc.) 
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Application Description 

Smart metering 

Smart metering Connected electricity, gas and water meters in 

residential premises 
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Appendix B Approach to forecast modelling and model mechanics 

The modelling approach taken is summarised in Figure 47 below. 

 

Figure 47 – Overview of connections forecast modelling approach 

B.1 Curve shape 

Curve shapes are determined at the group level, such that all applications in that group have their 

connections forecast take the same basic shape. These curves run over an eight year period and are 

normalised such that year zero is 0% and year eight is 100%. In most cases the curve chosen takes the 

form of an exponential curve, although the degree to which growth in later years increases varies 

depending on the group in question. Exponential curves are generally most appropriate since most 

applications are not yet well established and the forecast period is relatively short (i.e. there is insufficient 

time for market maturity and a levelling off of deployments). A selection of representative curves used in 

the model is shown below in Figure 48 below. 

 

Figure 48 – Various curve shape options available for modelling use 
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This shows a standard (symmetrical) S-curve, a more linear exponential curve and a more standard 

exponential curve. The S-curve is chosen where an application is already reasonably well established 

and growth is expected to slow within the forecast period (e.g. smart meters within the Utilities sector). 

Varying severities of exponential curves are used throughout the model depending on the expected 

speed of uptake in the early years versus later growth. For example, applications which are expected to 

be introduced as part of replacement cycles are likely to have more linear growth than new applications 

being deployed independently. 

B.2 Start year 

The start year (i.e. the year in which the first connections appear) is then selected. If deployments already 

exist, the start year is set as 2016. In all other cases the year is set at any value between 2017 and 2024 

depending on how far away the initial deployment is expected to be. It is assumed that connections 

appear from the beginning of that year unless more detailed information is available. An exponential 

curve with a 2016, 2018 and 2020 start date is shown below in Figure 49 to demonstrate the effect of 

delaying the deployment year. 

 

Figure 49 – Effect of applying different start dates to forecast curve 

Shifting the initial deployment year back has the effect of moving the greatest growth (in later years) 

outside of the forecast period. This mirrors our general view that uptake of applications is relatively slow 

and if the application is not already in deployment, the largest amount of growth is unlikely to be seen 

before 2024. Note that this shift is independent of other steps and may be viewed in isolation – it simply 

shows that for a given shape and growth profile, there is a delay before these take place. 

B.3 Number of connections in 2016 

Where deployments of a given application already exist (i.e. 2016 is selected as the start year) then the 

number of current connections is also included. This is based on publicly-available figures and our own 

experience. 

B.4 Compound annual growth rate 

An 8-year compound annual growth rate (CAGR) is then determined for each application. This effectively 

combines with the curve shape (input at the group level) to produce an overall individual growth profile for 

each application. Where deployments of a given application already exist (i.e. there are connections in all 
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years of the model), this represents the CAGR over the period 2016-2024, otherwise it does not equate 

exactly but does directly drive the assumed growth levels (together with the curve shape selected for the 

associated group). The effect of changing the CAGR is shown in Figure 50 below. 

 

Figure 50 – Effect of applying different CAGRs to connections forecast 

In this example, an exponential curve is applied to a starting point of 50,000 connections. The input 

CAGR determines the end point (and in this case the overall CAGR is equal to that input given the start 

year is 2016). The shape of the curve between the start and end point (i.e. the degree to which growth is 

higher in later years versus earlier years) is not effected – this is set by the curve shape in step 1. 

Completing these four steps produces a forecast of the number of connections for each of the 168 

applications that have been identified. 

A limited number of applications do not follow this process; where more detail is available or a significant 

departure from other applications in the same group is sensible then an individual approach is taken. 

These mainly centre on existing deployments (which are further along the adoption curve) with better-

understood future deployment profiles such as eCall (automated emergency calling in vehicles) and 

wearables in the consumer electronics sector. 

The resulting connections figures for all applications are assessed using a team of domain specialists to 

ensure credibility, particularly in terms of the final number of connections in 2024 and the annual growth 

in absolute terms for which values have been estimated using detailed research. For example, the total 

number of vehicles and the total number of new vehicles sold in a year provide a reasonable ceiling on 

the total emergency call connections by 2024 and the number that are likely to be added in any given 

year respectively.
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Appendix C Definition of IoT 

To develop a forecast for IoT and to describe developments, it is necessary to have a shared 

understanding of what the term IoT means. Since the market is currently nascent, it is likely that this 

definition has evolved from its original and may continue to do so. 

The Oxford English Dictionary defines IoT as: 

“The interconnection via the Internet of computing devices embedded in everyday objects, 

enabling them to send and receive data.”
371

 

It defines the Internet as: 

“A global computer network providing a variety of information and communication facilities, 

consisting of interconnected networks using standardized communication protocols.”
372

 

Our definition of IoT 

Based on the definitions above, the key elements that define IoT can be summarised as: 

 Embedded in everyday objects: IoT is about embedded communication between objects and 

excludes devices for which connectivity is a core function, such as handsets, laptops, tablets and 

smart TVs 

 Computing devices: To count as IoT, the network must connect an embedded computer. In our 

definition we class a microprocessor as a computer but not a simpler, lower functionality 

microcontroller 

 Via the Internet: Communication must include an element of wide-area networking. A private, 

local network with all processing performed in a single location does not form part of IoT 

 Interconnected networks: Data constrained to a single local network does not meet the definition 

of IoT. Any system using public internet services automatically meets this requirement 

 Standardised communications: Although proprietary protocols may be used in part of the 

system, there must be standardised systems and interworking at some point in the 

communications chain 

We have assumed that the term internet may be applied to a private network of networks (although still 

using standardised internet-based protocols) rather than mandating a requirement to interconnect with 

the public network. Likewise, a virtual private network (VPN) across public networks is also viewed as 

conforming to the definition of IoT. Although the number of bespoke networks is decreasing, there are still 

cases where such networks retain an “air gap” from the public internet. 

Examples of the mapping of applications to IoT definition 

To explain how this approach has been applied, a list of examples is shown in Table 8 below. 

                                                      
371

 See: https://en.oxforddictionaries.com/definition/Internet_of_things 
372

 See: https://en.oxforddictionaries.com/definition/internet 
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Services defined as IoT 

1. Connected 

street lights 
     Despite potentially using an open protocol for some 

of the lighting control processes, such systems will 

use standardised protocols in some parts of the 

communications chain. The lights contain 

microprocessors that are used to control and monitor 

them. 

2. Networked 

burglar alarm 
     The connection from the alarm hub to deliver remote 

services such as alerts, arming/disarming, etc. 

means each alarm system is counted as a single IoT 

application. 

NB: Legacy products with PSTN dial up modems are 

not classed as IoT as the primary communication is 

circuit switched and not IP. 

3. Automotive 

emergency 

calling 

     The car contains a cellular modem that is used to 

send emergency assistance requests and location 

information over a public mobile network. Calls are 

triggered by embedded computing platforms that 

detect the impact and make a decision to initiate a 

call.  

4. Lone worker 

monitoring 
     The device worn by the worker will either have a 

direct mobile connection or hub via the user’s 

smartphone and traffic from the mobile network will 

pass across the internet to a central monitoring 

function.  

5. Connected 

domestic lighting 

systems 

     Lighting systems are controlled by a centralised hub 

that then sends communications to individual lights. 

The individual lights are likely to be simply 

commanded to change illumination or brightness and 

are very price sensitive so do not normally contain a 

computer, meaning that the number of connections is 

defined by the number of systems rather than the 

number of individual light bulbs. 

6. Smart metering      The smart meter contains a processing device to 

monitor usage and to form appropriate data to be 

displayed on an in home unit. Communication back to 

energy providers for billing purposes meets the 

definition of internet connectivity. 
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Services not defined as IoT 

7. Wi-Fi connected 

burglar alarm 

sensors 

     The data collated from the sensors is not passed 

over the internet; it is processed locally in the hub. 

Such communication is proprietary, even across a 

standardised air interface. Any local processing is 

likely to be very simple and delivered by a 

microcontroller rather than a processor. 

8. Legacy industrial 

SCADA systems 
     This is potentially a grey area but traditional industrial 

control systems are deployed on private networks 

rather than being internet based. Newer solutions 

that are more distributed and where information is 

more widely shared are classed as part of IoT. 

9. Smartphone 

streaming digital 

media to car or 

home 

entertainment 

system 

     Although the connection from the smartphone to the 

car is a digital data stream and standardised, we do 

not view it as IoT as it is not delivered to a computing 

function in the end device. Although an embedded 

processor may be used for audio processing, it is not 

acting as a classical computing device. 

10. Connected 

gaming console 
     Although gaming may be an interactive process and 

messages are passed via the internet, we do not 

view the connectivity as embedded, but included as 

part of the core functionality of the device. 

Table 8 – Mapping of applications to the definition of IoT 

 


